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Abstract—In this paper, we review our recent results on sparse source-destination pair is a sum of the delays over eactolink
recovery over graphs, which was motivated by network tomoga-  the route between this source-destination pair, givingtarah
phy problems. Our finding has made a new connection between jinaar mixing of the link delays on the route. Abstractly, e
coding theory and graph theory. We also discuss robustnessf o b 1 ) ti t hoseth el t ¢
our proposed measurement construction. € ann x 1 non-negative vector whogeth element represents

the delay over edgg and lety be anm x 1 dimensional vector
|. INTRODUCTION whosei-th element is the end-to-end delay measurement for the
Compressive sensing is a new paradigm in signal processirif) source-destination pair. Then
theory, which proposes to sample and recover parsimonious

. . S . o y = Ax, (1)
signals efficiently. The basic idea of compressive sensing i
that if an object being measured is well-approximated byvehere A is anm x n matrix, whose element in theth row
lower dimensional object (e.g., sparse vector, low-rankrima andj-th column is ‘1’ if thei-th source-destination pair routes
etc.) in an appropriate space, one can exploit this progertythrough thej-th link and ‘0’ otherwise.
achieve perfect recovery of the object. Compressive sgnsinn > m means we only have an underdetermined system,
[3][9] characterizes this phenomenon for sparse signaiovec but it is reasonable to assume that there are only a small
and presents efficient signal recovery schemes, from a snfediction of links that are congested, i.e., their link delay
number of measurements. It has been applied to seismologpg considerably larger than the delays over other linkss Th
error correction and medical imaging since the breakthnougrovides the foundation to link our network tomography prob
works [3][9]. However, its role in networking is still in itsarly lems to compressive sensing. However, there are important
stage [7][8][12][20]. differences between network tomography problems and géner

In many of the compressive literature, there are no reempressive sensing formulations:
strictions on how the compressive sensing matrices are cons the element4; ; from A is either0, when the measurement
structed [3][9]. But this is generally not the case in real- pathi does not go through link, or an integem, when
world applications. The physical constraints of specific ap  the measurement pathgoes through linkj for b > 0
plications make some measurements matrices infeasibie, an times. Generally, the numbeéris ‘1’, which often makes
thus greatly limit the set of feasible measurements. In [22] the matrix a ‘0’ and ‘1’ matrix.
and [23], we formulated and considered compressive sensing More importantly, all the nonzero elements in rowf A
problems where the constructions of the measurement matri- must correspond to aonnectedcommunication path (or
ces have to satisfy certain graph-theoretic constraintesé walk).

graph-constrained compressive sensing problems are ymainlyt js natural to ask whether the idea of compressive sensing
motivated by compressive sensing applications in networks stj|| works using these graph-constrained measurementaid
Network Link Monitoring: In operating communication net- paper, we review and compare two approaches for constguctin
works, we are often interested in inferring and monitorihg t graph-constrained measurements: random walk constnsctio
network performance characteristics, such as delay arkepagnd deterministic constructions. We also provide our recen
loss rate, associated with each link. However, making tirggsyits on the robustness of graph-constrained compeessiv
measurements and monitoring for each link can be costly %sing constructions.
operationally difficult, often requiring the participatidrom  The paper is organized as follows. In Section II, we give a
routers or potentially unreliable middle network nodes,levh general mathematical model for graph-constrained corsjyes
end-to-end communication path characteristics are otiadily  sensing. In Section I1I, we review a random walk approach for
available. The problem of quickly inferring and monitoritige constructing graph-constrained measurements. In Settipn
network link characteristics from indirect end-to-endd& e review a deterministic construction of measurement ma-
gate) measurements falls in the areanetwork tomography trices for compressive sensing, and compare the detetiuinis
which is useful for network traffic engineering [20] and faulconstruction with the random walk construction. Section V
diagnosis [2][4][6][10] [11][13][14][15][16][17][18]L9][21].  presents results on the robustness of graph-constraimed co
Suppose that we have probes alomg source-destination pressive sensing. We conclude in Section VI.
pairs over a networkn¢ is smaller than the numbet of
network links in the networks). We are interested in iderig Il. MATHEMATICAL FORMULATION
congested links with large delays or high packetloss ratea f  Consider a graplt = (V, E), whereV denotes the set of
the probe measurements. We note that the delay over eaddes with cardinalityV’| = n and E denotes the set of links.



Each node is associated with a real numbey, and we say complete graph withn nodes. In complete graphs, since any
vectorx = (z;,7 = 1,...,n) is associated withG. Let T' = subset of nodes can be measured togetherpahynatrix is a

{i | z; # 0} denote the support of, and let|x||p = |T'| feasible measurement matrix. Existing results [26], [28]]
denote the number of non-zero entriesxpfwe sayx is ak- show that with overwhelming probability a randdi¥l matrix
sparse vector if|x|lo = k. We aim to infer the vectok from with O(klog(n/k)) rowscan identify allk-sparse vectors, and
indirect additive observations. we can recover the sparse vector byminimization, which

Let S C V denote a subset of nodesGh Let E5 denote the returns the vector with the leagi-normt among those that
subset of links with both ends ifi, thenGs = (S, Eg) is the can produce the obtained measurements. Then we have
induced subgraph af. We have the following two assumptions
throughout tﬁe I;aper: ’ P M, = O(klog(n/F)). (2)

(Al): A set S of nodes can be measured together in oneWe will use (2) for the analysis of construction methods.
measurement if and only ilzGg is connected.(A2): The Explicit constructions of measurement matrices for coneple
measurement is an additive sum of values at the correspgndimaphs also exist, e.g., [24], [27], [28], [31]. In this paggven
nodes. a graph, we will discuss how to construct graph-constrained

(A1) captures the graph constraints. measurement matrices and give general bounds on how many

(A2) follows from the additive property of many networkmeasurements we need.
characteristics, e.g. delays and packet loss rates.

Note that for the mentioned network link monitoring appli-
cation, we can abstract each network link as a node in the
graph G, and two nodes inG are connected by an edge in In this section, we consider construction of measurement
G = (V,E) if and only if the corresponding network linksmatrices using random walks on the graph. In our constrgctio
share the same network terminal. It is essential to notiee tBach row of the measurement matrixcorresponds to a single
distinction between the “network link” and “graph edge” whe random walk of a predetermined lengtion the graph. If the
translating the network link monitoring application togigraph ¢-th random walk, which corresponds to tix¢h row of the

IIl. GRAPH-CONSTRAINED MEASUREMENTS FROM
RANDOM WALKS

model. measurement matrix, goes through nogethen 4; ; = 1,
Lety € R™ (m < n) denote the vector of measurements. otherwise, A; ; = 0. For each random walk, we uniformly
Let A be anm x n measurement matrix witk;; = 1 (i = randomly pick a starting vertex frori and then perform a

1,..,m, j = 1,..,n) if and only if nodej is included in standard random walk over the graph. The length of the random

the ith measurement and;; = 0 otherwise. Then we have walk is denoted by.

y = Ax. We sayA can identify allk-sparse vectors if and only It has been demonstrated in [22] th@tk log(n)) measure-
if Ax; # Ax, for every two different vector; andx, that Mments are enough for recovering akngparse link vector for a
are at mostk-sparse. The advantage of sparse recovery is tisafficiently connected graph with nodes.

with the non-adaptive measurement matrix it can identify 1) Graph AssumptionsBefore we proceed, following the

n-dimensional vectors fromn (m < n) measurements as longWorks on graph-constrained group testing [11], [5], wedntr
as the vectors are sparse. duce the following assumptions on the graphs.

The undirected grapt¥ = (V, E) is called a(D, ¢) uniform
graph if for some constant the degree of each vertexe V'
is betweenD andc¢D. Suppose that a standard random walk
over the graph has a stationary distributierover the nodes.

) AN The §-mixing time of G is defined as the smallestsuch that
> ) a random walk of length’ starting at any vertex id: ends up
7 e having a distributiory,” such that||yu — /|| < 6. We define
_ o T(n) as thed-mixing time of G for § = .
Fig. 1: Network Example 2) O(klog(n)) measurements are sufficierih compressive

sensing, we adopt am x n measurement matrix generated

With the above assumptions, is a0-1 matrix and for each Py m independent random walks. From [22], we have the
row of A, the set of nodes that correspond to ‘1’ should forrpllowing theorem,
a connected induced subgraph@fIn Fig. 1, we can measure Theorem 1. There is a degreeD, = O(c2kT2(n)) and
nodes inS; andS; separately, and the measurement matrix js — O(ngﬁn)) such that wheneveD > Dy, by setting

|1 1101100 the path lengthst = O(#{E’(n)) the following holds. If
00110011} m = O(c*T?(n)klog(n)), then with high probability, all the
k-sparse signal vectors can be recovered franmeasurements

gi?'nerated byn random walks.

A

Given a graphG with » nodes, letV/ & denote the minimum
number of non-adaptive measurements needed to identify
k-sparse vectors associated with. Let M, denote the 1ippe tpnorm @ > 1) of x is [xllp = (5, |esP)1/?, and [|x]lee =
minimum number of non-adaptive measurements needed ifna; |=;|.



m Compressive sensing Group Testing s . .
Graph constrained Ok log(n)) (s papen)| Ok log(=))5) any two disjoint subsetdV; and N, of nodes with|N;| =

General Ok log(T)[3 Ok Tog(2))[30) |N2| = n/2 form a 2-partition with high probability. Moreover,
with high probability the number of measurements needed to
TABLE I: Number of measurements needed in different sc@scover - -sparse vectors associated W,@( p) is at most

narios 2M, 5 + 2, which isO(2k log(n/(2k))) +

Proof: We reproduce the proof from [23] here. L&f;
Table | summarizes the results for the number of mehe any subset o/ with |[N;| = n/2, and letN; = V\Nj.
surements needed in graph constrained problems or gendta@nGy, andGy, are both Er@s-Rényi random graphs with
problems without graph constraints. n/2 nodes, and are connected almost surely when (2 +
It can also be shown that with = O(c*T?(n)klog(n)) €)logn/n.
measurements generated by random walksminimization We claim that with high probability, for every. € Ny,
decoding for sparse recovery can be used to rechvaparse there existsv € N» such that(u,v) € E. Let P, denote the
signal vectors. probability that there exists somec N; such that(u,v) ¢ E

IV. GRAPH-CONSTRAINED MEASUREMENTS FROM for everyv € Na. Then

DETERMINISTIC CONSTRUCTIONS n
: > Pr= Y (1-p)"?=2(1-Blogn/n)"?
A. Measurement Construction Based epartition weN, 2
Different from the random walk measurement, we now give n Blogn. _n_ plogn _mn _plean _ n /2
a deterministic measurement construction for graph-caimstd = 5( T )Proem T2 < 5¢ 2 = 5

compressive sensing based on a concept-pértition for a

general graplt:. We first give the definition of-partition [23]. Where the last inequality holds from> 2 +¢. ThenP, goes

to zero asn goes to infinity, and the claim follows. Similarly,
Definition 1 (r-partition) GivenG = (V, E), disjoint subsets gne can prove that with high probability for everye N,
N; (i = 1,...,r) of V form anr-partition of GG if and only there exists; € N; such that(u,v) € E.
if these two conditions both hold: (Di=Ni =V, and (2)  Then with high probabilityN; and N, form a 2-partition.
Vi, VAN is a hub forV;, namely,V\ N; induces a connected The second statement follows from Theorem 2. [
subgraph and any node fronv; is directly connected to at |t js now interesting to compare the results of determiaisti
least one node fron\ \V;. construction and random-walk construction. [5] considgesip

With the above definition, we have the following theorerfgsting over Erds-Rényi random graphs using random walks
about measurement construction usirgartition. The basic and shows thatO(k?log®n) measurements are enough to
idea is to use the hul’\ N; as the bridge, one can then freelydentify up tok non-zero entries in an-dimensional logical
get the sum of any subset, s&) C N;, of nodes in the set Vector provided thap = ©(klog” n/n). Here with compressed
N;. Since the hub/\ N; induces a connected subgraph, on&ensing setup and 2-partition results, we can recéveparse
can measure the sum of all the noded/in;. Using the hub Vvectors in R™ with O(2klog(n/(2k))) + 2 measurements
V\N; as the bridge, one can measure the sum of all the nog¥denp > (2 + €)logn/n for somee > 0. Note that this
in the subses’ C N; andV'\ V;. This is possible because anyesult also improves over the result in [22], which requires
node inS’ is directly connected to the huls\ N;. By a simple O(klog® n) random-walk measurements for compressed sens-
subtraction, we know immediately the sum of all the nodes iRg on G(n, p). So for certain
the subsetS’. So we have the following theorem.

Theorem 2. [23] If G has anr-partition N; (i = 1,...,7),

then the number of measurements needed to redowparse  The key idea to design measurements on graphs is that we

vectors assomated with' is at most)_;_ 1Mkcw ,+r, which can use a connected subsét of nodes as a hub to freely

is O(rk log(n/k)) measure the sef of nodes that are directly connected to the

c hub. We measure the hub with one measurement. The sum of

Proof. Note that M, kN, T 1 measurements are enougfbny subset of nodes ifi is obtained by first measuring the sum

to recoverk-sparse subvector associated with via its hub of these nodes andl, and then deleting the sum &f. This

VAN;. Note that the one additional measurement is for tk} Sises the issue that if the measurementfohas an error, and

m(\a/f/tsurerrt\ent (?ff?rr]lng the ItSl:mtI’?f ?glflf;:jhg ,nO(_jesVl‘gNi. h all the measurements we take oveusing H a hub are correct,
€ next apply this resuft to the enyi random graph ;¢ single error inH is propagated into all the measurements
G(n,p), which containsn nodes and there exists an Ilnk

since we need to delete the erroneous measuremditfodm
between any two nodes independently with probabjlitjNote

that if p > (1 + ¢) log n/n for some constart > 0, G(n, p) is every other measurement.
b= €)losmn/m = O Gn.p Mathematically, letxs denote the sparse vector associated
connected almost surely [25].

with S, and letxy denote the vector associated withand let
Theorem 3. [23] For Erdés-Rényi random grapti(n, p) with  A™*15| be the measurement matrix that can identifgrrors
p = Blogn/n, if 5 > 2+ ¢ for some constant > 0, then on a complete graph dfS| nodes. We arrange the vecter

V. SENSITIVITY ANALYSIS OF THE HUB MEASUREMENT



such thatx = [x% x%]7, then earlier, one can recover sparse vectors with the presence of
errors in hub measurements.
A W : . .
F= of. 17T Since the recovery performance varies for different regpve
[S| |H| methods, we focus on thg-minimization method the widely
is the measurement matrix for detectikgerrors in S using used in Compressed Sensing. Given measurement matrix
hub H, whereW is anm by |H| matrix with all ‘1's, 0, is and the measuremengs= Ax, ¢;-minimization returns vector
a |S|-dimensional column vector of all ‘0's, antl | is a| H|- x* with the least(;-norm among all the vectors’ such that
. . A * 1
dimensional column vector of all ‘'s. Let vectardenote the AX’ =y and usex” as an estimate the unknown vectorthe
first m measurements, and le§ denote the last measurementollowing lemma provides the equivalent null space cowuditi

of the hubX. Then of successful sparse recovery ¥iaminimization when the hub
7 error exists.
z | | Axs+1'xpy
20 | 1Tx gy ’ Lemma 1. Given the augmented matrik’ = [A —1,,], {1-

minimization successfully recovekssparse vectorss € R"
in the presence of some unknown erkgr in the hub mea-
z— 201y = Axs, surement if and only if for every non-zero vectorsuch that

and x5 can be correctly covered given z, and A by the AW =0, and for every sef’ C {1,...,n} with |T| < k, it
Compressed Sensing theory. Now if there is some efgdn holds that
the last measurement, i.e., [wrll1 + [wni1] < [lwrells,

whereT® = {1,....n}\T.

The recovery performance also varies for different mea-
surement construction methods, here we consider the random
Axg =2 — 201 = 7 — 201m — €olm. measurement construction for complete graphs in which that
every node is included in a measurement independently with
Then erroreg in the hub measurement can in fact lead to erroggobability 0.5, and every measurement is independentaf ea
in every other measurement of nodesSinand finally the error other. MathematicallyP(A4;; = 1) = 0.5 and P(4;; = 0) =
in the recovery ofxs. 0.5 independently for every and j. Let the number of the
To eliminate the impact of the errors in the hub measurgandomly chosen measurementsshe= O(klog(n/k)), and
ments on the recovery accuracy, we model the errors in the will choose the scaling constant later. We also add one
hub measurements as entries of an augmented sparse sigivalto A with all ‘1's, and it only increases the number of
to recover. In the above example, et = [x7 fio]T, let measurements by one. For such a measurement métfor
F' = [F emny1], Wheree; is a column vector with ‘1" on complete graphs, we have the following result.

the ith entry and ‘0’ elsewhere. Then the measurements a_reﬁ 4 Gi des th b d freelv vi
the augmented signal are related by eorem 4. Givenn nodes that can be measured freely via

one hub, if the measurement matri™+1)*x" with m =
Axs +1Txpy O(klog(n/k)) for a complete graph has one row of all ‘1’s,
1"xg +ey |- and every other entry independently takes value ‘1’ or ‘Cthwi

or equivalently

2 T
20 = 1‘H‘XH + e,

then when recoverings, we have

|: AZ :|—F/ /—FX+608m+1—|:
20

- ) - . S
When recoverings, we delete the sum of the hub from everf 942! prob?b:;ty, tgez with _prpbat\_bnny at least Og"” ) for
other measurement, and the obtained equations are Some constank > 0, £1-minimization can sSuccessiully recover

all k-sparse vectors ifR™ even if the hub measurement is
Axg —epl,, =z — Zolyy, erroneous.

with the equivalent matrix form The proof of Theorem 4 lies heavily on Lemma 2, so we
L A first state it as follows.

Axs =2 = Zolm, Lemma 2. If matrix ®™*" takes value—1/,/m on every
where A’ = [A - 1,], andx = [x} eo]”. We know entry in the last column and takes valdel /\/m with equal
that with the measurement matrit, one can recover alt- probability independently on every other entry, then foly an
sparselS|-dimensional vectors g, but with the erroneous hubo > 0, there exists some consta@t such that as long as
measurement, the question now is can one redyerl-sparse m > Cklog(n/k) and n is large enough, with probability
vectorx’y with the measurement matri' ? If the answer is yes, at leastl — O(n~“) for some constant > 0 it holds that for
then with the measurement design method we proposed earksery setS C {1,...,n} with |T'| < 2k+1 and for every vector
by augmenting the measurement matrix and the sparse vectox € R?#+1,
recover, we can easily recover the sparse vector togethhr wi 9 9 9
the errors, if any, in thye hub measure?nents. We nex?show that (1= 0)lxllz < f[@sx[lz < (1 + d)ll]l2. (3)
under certain conditions, the statement is indeed true yattd Proof: Consider anm by n matrix &’ with each entry
the same way of measurement construction as we proposadng value+1/y/m with equal probability independently.



For every realization of matrixp’, construct a matrixp as [6] M. Coates, A. Hero, R. Nowak, and B. Yu, “Internet tomaqung,” IEEE

follows. For everyi € {1,...,m} such that®}, = 1/\/m, let Signal Process. Mag., vol. 19, no. 3, pp. 47-65, May 2002.
<i> — ' f |)|/ . _{ R { <i> — mf / h [7] M. Coates, Y. Pointurier, and M. Rabbat, “Compressedvogt monitoring
g T Eij oralj=1,..,n. Let j T Fij or every other for IP and all-optical networks,” ACM Internet Measurem&unference,”

entry. One can check thdt and @ follow the same probability San Diego, California, October, 2007. 12 pages, 28

c . . . - M. Coates, Y. Pointurier, and M. Rabbat, “Compressedvogt monitor-
distribution. Besides, according to the constructiondoffor ing.” IEEE Statistical Signal Processing Workshop, Madisd/isconsin,

any subsets C {1,...,n}, August, 2007.
T A [9] D. Donoho, “High-dimensional centrally symmetric ptipes with neigh-
(I)’S fg = cbgcl)s, (4) borliness proportional to dimension Discrete and Computational Geom-

etry, 1(?2(27), pp. 617-652, 2006, Springer.
The Restricted Isometry Property in Compressed Sensirlg [ N.Duffield, “Network tomography of binary network permance char-

states that for any >0, if m > Ck logn for some constant’ ggtgélszté%sé IEEE Transcations on Information Theory,(1529:5373-

andn is large enough, then with probability at ledst O(n~)  [11] N. Harvey, M. Patrascu, Y. Wen, S. Yekhanin and V. Chapri-adpative
for some constant > 0 such that for every sef C {1,...,n} fault diagnosis for all-optical networks via combinatbrggoup testing on

. 2%k+1 graphs," Proc. of IEEE INFOCOM 2007.
with |T| <2k + 1 and for every vectok € R ! [12] J. Haupt, W. Bajwa, M. Rabbat, and R. Nowak, “Compressensing

for networked data,” IEEE Signal Processing Magazine, 28).no. 2, pp.

(1= 8)[Ix]13 < [|Psx15 < (14 8)]x]3 (5) 92-101, March, 2008.
. [13] N. Feamster and H. Balakrishnan.“Detecting BGP coméigion faults
holds simultaneously. with static analysis,” In Proceedings of the 2nd SymposiumNetworked
Since (4) holds for all$, and ”(I)SSXH% — XT(I)S;T tsxi then Systems Design and Implementation (NSDI), May 2005.

" ; . ] [14] J. Kleinberg."Detecting a network failure”. In Prociegs of the 41st
the above statement still holds if we repla@% with ®g in Annual Symposium on Foundations of Computer Science (FOZE)0.

(5). Since® and ® follow the same probability distribution, [15] M. Laifenfeld and A. Trachtenberg, “Identifying codemd covering
the lemma follows. u problems,” IEEE Transaction on Information Theory,vo|.5b. 9, 2008

. P [16] H. Nguyen and P. Thiran,“Using end-to-end data to iéesy links in
As the number of nodes in a network goes to 'nfm'ty’ 'F sensor networks,” in Proceedings of IEEE INFOCOM, 2006.
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each group goes to mfm'ty’ (One example of such netwoﬁ%] L. Qiu, P. Bahl, A. Rao and L. Zhou,“Troubleshooting titubp wireless
is G%) then by applying Theorem 4 with a simple union networks; In Proceedings of ACM SIGMETRICS, June 2005.
bound, we know that with high probability;-minimization [19] Y. Wen, V. Chan and L. Zheng, “Efficient Fault Diagnosisgérithms

. for All-Optical WDM Networks with Probabilistic Link Failtes (invited
can successfully recover all the sparse vectors even if tibe h paper),” IEEE/OSA Journal of Lightwave Technology, Vol., 280. 10,
measurements are erroneous, provided that while desi¢iming  October 2005, pp.3358-3371.

measurement matrix for a general graph based on hubs, @ Y. Zhang, M. Roughan, W. Wilinger and L. Qiu, “Spatieriporal
compressive sensing and Internet traffic matrices," Pricge of IEEE

randomly generate matrices with each entry taking valuar@ SIGCOMM. 2009,
‘1" with equal probability independently as the measuretnefz1] VY. Zhao, Y. Chen, and D. Bindel, “Towards unbiased emd network
matrices for complete graphs. diagnosis,” IEEE/ACM Transactions on Networking, DeceereP009.
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