FUTURE CONVERGED WIRELESS AND MOBILITY PLATFORM

AN INTEGRATED SECURITY FRAMEWORK FOR
OPEN WIRELESS NETWORKING ARCHITECTURE

JONGMIN JEONG AND ZYGMUNT J. HAAS, CORNELL UNIVERSITY

Cellular RAN

An infegrated
security mechanism
is one of the key
challenges in the
open wireless
network architecture
because of the
diversity of the
wireless networks in
OWA and the unique
security mechanism
used in each one of
these networks.

ABSTRACT

An integrated security mechanism is one of
the key challenges in the open wireless network
architecture because of the diversity of the wire-
less networks in OWA and the unique security
mechanism used in each one of these networks.
Because the overall security of the network is as
strong as its weakest component, integration of
the overall security mechanism in OWA is of
primary importance. In this article, we compara-
tively analyze the unique network-centric fea-
tures and security mechanisms of various
heterogeneous wireless networks that are expect-
ed to be part of OWA. Then, after defining the
specific integrated network model of OWA, we
propose an integrated security platform based
on the security profile concept.

INTRODUCTION

The ever-increasing demand of users for various
wireless communication services has lead to the
development and to the co-existence of differ-
ent, and often incompatible, wireless networks.
Each one of these wireless networks has its own
unique application and characteristics, as com-
pared to other networks. Moreover, each net-
work continues to evolve individually, most
frequently not in a coordinated manner with
other networks, further reducing compatibility
among these networks. From the user’s perspec-
tive, the future networks will implement person-
al service mobility (PSM) — supporting
ubiquitous and consistent access to the networks
and preserving the user interfaces to network
services, independent of the location of the user,
including when the user roams across different
networks. From the perspective of the network,
the realization of PSM will be accomplished
through the integration of the various different
wireless networks by the open wireless network
architecture (OWA). We term such individual
networks OWA-related wireless networks.

The work of Z. J. Haas on this project was supported in
part by the U.S. National Science Foundation under grant
number ANI-0329905 and by the MURI Program admin-
istered by the Air Force Office of Scientific Research
(AFOSR) under contract F49620-02-1-0217.

To integrate several OWA-related wireless
networks into a single architecture, there are a
number of challenges that must be addressed;
these include support for mobility management,
quality of service (QoS) provisioning, and securi-
ty interoperability. Especially, integration of
security techniques used by these various and
different networks is one of the key problems, as
due to the inherent vulnerability of wireless
communications, the security requirements of
wireless communication are usually more strin-
gent than in wired networks. Also, because of
the inherent and often quite fundamental differ-
ences among the various OWA-related wireless
networks, integration of the security schemes of
those networks is not an easy task. In the follow-
ing section, we discuss some of those differences.
* Architectural characteristics: basic character-

istics, such as device capacity, radio band-
width, coverage area, maximal transmission
power, and other architectural features can
significantly differ among the OWA-related
wireless networks. For example, from an archi-
tectural point of view, cellular networks and
WLAN (wireless local area networks), which
are both infrastructure-based networks, can
use infrastructure-aided security, such as an
access point (AP) or a base station (BS), to
perform some security functions. In contrast,
infrastructure-less ad hoc and sensor networks
must rely only on network nodes for execution
of the security functions.

* Security requirements: the security require-
ments of network communication services are
tailored to the special requirements of the
applications and the capabilities of a network.
In general, security requirements depend on the
vulnerability of the communicated data. The
implementation of those security requirements
must match the available network services.

* Selected security mechanisms and standards:
The designers of each network adopted a par-
ticular set of security mechanisms and stan-
dards, which in general, may not be
compatible with those of the other OWA-
related wireless networks. Those security
mechanisms include key distribution methods,
cryptographic procedures, and crypto algo-
rithms. Often the security mechanisms are so
different that integration of those mechanisms
is impossible.
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To realize ISA (Industry Standard Architec-
ture) in OWA, security operations should be
independent from the specific characteristics of
the OWA-related wireless networks. Therefore,
we focus on a security management approach,
which would co-operate with the individual secu-
rity mechanisms of the networks, rather than
designing a single security mechanism to be used
throughout all the networks. ISA should support
adaptive security, where the provided level of
security is determined according to the particu-
lar environment of each one of the networks and
the requirements of the user/application. The
approach for adaptable security service, on
which we selected to rely, is the profile-based
approach.

Thus, in summary, the ISA framework, as it is
applicable to OWA, is based on security profiles
and a policy-based approach that are indepen-
dent from the particular security mechanisms of
each network. We consider ad hoc networks,
sensor networks, and RFID (radio frequency
identification) systems, as well as WLAN and
cellular networks as OWA-related wireless net-
works. First, we compare the characteristics of
each one of these networks. Then, we compare
the security services of the individual wireless
networks. Finally, we introduce the proposed
integrated security architecture.

A SHORT DESCRIPTION OF THE OWA
WIRELESS NETWORKS

Network-level security schemes tend to rely on
the features of their networks. ISA also is affect-
ed by the integrated network model. Therefore,
first we present the features of the individual
networks, and we define the integrated network
model.

NETWORK-CENTRIC FEATURES

We limit our discussion to cellular networks,
WLAN, ad hoc networks, sensor networks, and
RFID systems as the individual networks of the
future OWA.

A cellular network is a single-hop and infra-
structure-based network using base-stations
(BAS) and provides radio coverage over a wide
area. The available spectrum is limited as it uses
licensed frequency bands. The universal mobile
telecommunication system (UMTS) supports up
to a 1920 kb/s data-transfer rate although cur-
rently, users in the existing networks can expect
performance up to 384 kb/s only.

A WLAN is also a single-hop and infra-
structure-based network that uses access points
(AP) to connect wireless users to a local wired
network. The signaling rate of a WLAN is signif-
icantly higher than that of cellular networks.
However, the maximal transmission power of an
AP is less than the maximal power of a BAS,
and the coverage area supported by a WLAN is
smaller compared to the coverage area of cellu-
lar networks.

Distinguishable differences of an ad hoc net-
work, as compared to a WLAN and to a cellular
network, are that an ad hoc network uses multi-
hop routing and is an infrastructure-less net-
work. Also, due to ad hoc networks being open

communication environments, the network man-
agement can be significantly more complex,
especially when networks merge or partition.

A sensor network is also a multi-hop-routed
and infrastructure-less network. However, sensor
networks are task-specific; for example, the pur-
pose of a sensor network can be to detect or
monitor a specific event. The nodes in a sensor
network do not communicate with each other;
rather the sensor nodes communicate with the
sink node; that is, sensor data acquired by sensor
nodes are transferred (possibly using multi-hop
routing) to the sink node, which typically is con-
nected to other networks. The main difference
between sensor networks and other networks
discussed here is that sensor networks are closed
environments; this means that usually, new sen-
sor nodes cannot join the network after the ini-
tial deployment of the network.

An RFID system extends the concept of com-
munication from exchange of data to acquisition
of particular information about an object or a
person through automatic identification. An
RFID system is comprised mainly of: RFID tags,
which are small microchip devices capable of
wireless data transmission; RFID readers, which
are used to interrogate an RFID tag; and back-
end systems, which connect to a database to
retrieve information related to the identified
object.

NETWORK INTEGRATION MODEL

We classify a network-centric integration model
as either a tightly-coupled or a loosely-coupled
model. In the tightly-coupled model, a network
connects to another network as an alternative
radio-access network. For example, for integra-
tion of a WLAN and an UMTS network, an AP
or a WLAN router is connected directly to the
serving GPRS! supporting node (SGSN) and is
treated by the SGSN as a radio network con-
troller (RNC). Therefore, a cellular network
would recognize a WLAN as another access
radio area of the cellular network. In a loosely-
coupled model, the RNC of two wireless net-
works are independent and separated from each
other. Therefore, gateway functionality between
the two RNC is required. In the case of loosely
coupled integration between a WLAN and an
UMTS network, the WLAN is connected to the
gateway GPRS gateway supporting node
(GGSN) through a WLAN router. The WLAN
router is treated as a GGSN, and the WLAN is
considered a peer of the UMTS network.

Even though there are only two coupling
models between networks, there are a variety of
possible scenarios of interoperation among the
five wireless networks that we discussed. Figure
1 shows the scenario where all five networks are
tightly connected to each other. The WLAN is
tightly coupled with the cellular network, while
the ad hoc network, the sensor network, and the
RFID system are integrated with each other
without the use of a cellular network. A sink
node of the sensor network and an RFID reader
of the RFID system should support a multi-
mode function to communicate with the nodes
of the ad hoc network. In this article, we assume
the coupling scenario of Fig. 1 as the integrated
network model.

An RFID system
extends the concept
of communication
from exchange of
data fo acquisition of
particular information
about an object or a
person through
automatic
identification.

1 GPRS: General Packet
Radio Service.
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Because of the
susceptibility of
wireless networks,
security can be
more easily
compromised and
may be vulnerable to
a more diverse range
of threats than wired
networks. However,
fundamental security
requirements of
wireless networks
are almost identical
fo those of wired
networks.

2 That is, knowing the
encryption key and the
encrypted message (cipher
text) does not allow the
plain text to be recovered.

Sensor networks

HSS/HLR

HSS: Home subscriber
HLR: Home location register

Cellular CN

Cellular device
Cellular RAN

M Figure 1. An instance of tightly integrated network model among the five wireless networks.

OVERVIEW OF SECURITY TECHNOLOGIES

Before discussing the security standards or
mechanisms of each network, we first present
the basic security concepts and the commonly
used security technologies used in wireless net-
works.

BASIC SECURITY CONCEPTS

Because of the susceptibility of wireless radio
communications, security of wireless networks
can be more easily compromised and may be
vulnerable to a more diverse range of threats
than wired networks. However, fundamental
security requirements of wireless networks are
almost identical to those of wired networks. The
generic security requirements of wireless net-
works are as follows:

* Confidentiality guarantees that communicated
data is accessible only to the intended recipi-
ent(s).

* Authentication provides the communicating
parties with a way to verify their identity.

¢ Integrity enables the recipient of a message to
verify that a message was not altered while in
the network.

* Availability ensures that the system remains
operational even in the presence of malicious
or faulty nodes. The common threat to avail-
ability is a denial of service (DOS) attack.

* Non-repudiation facilitates the proof that a
message was sent and received by the parties
that actually sent and received the message,
respectively, that is, to prevent the parties
from repudiating the transaction after it is
committed.

SECURITY TECHNOLOGY

Security technology is a term that relates to the

technical methods used to realize security

requirements. We discuss cryptographic mecha-
nisms, hash schemes, and key management meth-
ods here.

A cryptographic mechanism, a scheme that is
controlled by a cryptographic key, is composed
of two processes: encryption and decryption. The
most common cryptographic mechanisms are:

* Private-key (or symmetric) cryptosystem: a
cryptographic mechanism where the same key
is used for both the encryption and the decryp-
tion processes.

e Public-key (or asymmetric) cryptosystem: a cryp-
tographic mechanism where different keys are
used for encryption and decryption. For exam-

ple, the common use of such a cryptosystem is
to allow the encryption key to be widely publi-
cized, while the decryption key is kept secret
and known to the intended recipient of the mes-
sage only, enabling only the recipient to decrypt
the message. Of course, such a scheme requires
the encryption to be a one-way function,? and
the knowledge of the encryption key does not
enable one to deduce the decryption key.

A hash mechanism is a deterministic func-
tion that maps a bit string of an arbitrary length
to a value (hash value) that is a bit string of a
fixed (usually smaller) length. Hash mecha-
nisms are used in cryptography as a method to
generate message digests for digital signature,
practical pseudo-random numbers, and for
data integrity.

Key management is a method for establishing
and renewing keys to communicating parties. A
key for a symmetric cryptosystem can be estab-
lished mainly by two methods: conventional
techniques and public-key techniques. In the
conventional techniques, a physically secure
means is employed to make the communicating
parties exclusively share a key. In the public-key
techniques, public-key cryptosystem protocols
are used to establish a symmetric session key at
the communicating parties.

SECURITY FEATURES OF THE OWA
WIRELESS NETWORKS

SECURITY MECHANISMS

We compare the unique security mechanisms of
the individual OWA-related wireless networks,
focusing on the distinguishable security features
of each of these networks.

Security of Cellular Networks — We summarize the
3G UMTS security mechanism as an example of
security mechanisms used in cellular networks.
The service coverage area of UMTS can be
divided into radio access network (RAN) and
core networks (CN), with each of the two areas
having its own unique security mechanisms. The
security mechanisms of RAN consist of the fol-
lowing four functions [3]:
 User privacy is based on temporary identities
such as pseudonyms or on re-authentication
identities that are generated by an authentica-
tion, accounting, and authorization (AAA)
server.
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* Mutual authentication is based on the chal-
lenge handshake authentication protocol
(CHAP) of a single round-trip exchange with
a pre-established key, K.

e Session key agreement, which occurs during a
mutual authentication process, generates ses-
sion keys for confidentiality (CK), and for
integrity (IK), based on the random challenge,
RAND.

* Secure communication with a session key
enables confidential communication and mes-
sage integrity; in the 3GPP, the KASUMI [4]
algorithm is recommended, which is a 64-byte
block encryption algorithm, used for the 8
function.

The goal of network domain security (NDS)
is to secure all important control plane proto-
cols. NDS covers both the telephone signaling
system (SS7) protocol stack (NDS/MAPsec) [5]
and the IP protocol stack (NDS/IPsec) [6].
NDS/MAPsec is a secure transport of the mobile
application part (MAP) messages and supports
features such as message integrity, replay protec-
tion, confidentiality and data origin authentica-
tion, and key negotiation and distribution.
NDS/IPsec is based on the IPsec and offers fea-
tures such as connectionless data integrity,
replay protection, data origin authentication,
data confidentiality, and protection against traf-
fic flow analysis.

WLAN Security — The security of WLAN can be
divided into authentication and confidentiality
features. The original IEEE 802.11 standard
supports the confidentiality feature through
wired equivalent privacy (WEP) and entity
authentication through open-system [7]. Howev-
er, WLAN security proved to be vulnerable due
to collision of the initial vector (IV) and due to
its short key length. To address these security
faults of IEEE 802.11, the IEEE 802.11i stan-
dard was proposed and includes:

* Authentication: 802.11i does not use the
shared-key-based approach of the 802.11 stan-
dards for authentication and for key manage-
ment. Instead, it interoperates with 8§02.11X,
which uses a port-based mechanism for
authentication and device authorization.

* Confidentiality: To address the weaknesses of
WEP, IEEE 802.11i developed the temporary
key integrity protocol (TKIP). TKIP also is
based on the RC4 encryption, which is the
most widely-used stream cipher, to generate
key stream. TKIP defines a temporal key (TK),
which is a 128-bit shared secret key, extends
the 24-bit IV to 48-bit length, and employs a
packet sequence counter to protect against
replay attack. Nevertheless, because TKIP uses
the RC4 stream algorithm, it cannot overcome
the cryptographic limitation of RC4. As a
long-term solution, IEEE 802.11i also defines
the counter mode with CBC/MAC? protocol
(CCMP) to replace WEP. CCMP uses the
advanced encryption standard (AES), which
adopts the CCM mode with 128-bit keys and
128-bit block size operation.

Security of Ad Hoc Networks — The efforts to design
security mechanisms for ad hoc networks con-
centrated mainly on supporting security for the

routing operation of ad hoc protocols. The
secure routing protocols rely on the availability
of secure key distribution schemes.

Key Distribution — Because of the infrastructure-
less and the open-environment attributes of ad
hoc networks, a public-key approach, based on
the threshold schemes, is a more applicable
approach than private-key schemes [8] although
a private-key scheme also can be used. The pub-
lic-key distribution schemes of ad hoc networks
can be classified into three mechanisms: partial
distribution, full distribution, and self-organized.
In the partial distribution method, » ad hoc
nodes are delegated as server nodes [8]. Each of
these server nodes can generate a partial signa-
ture, using its share of the certificate singing key;
however, only by the commitment of ¢ such par-
tial signatures can a valid certificate be obtained.
In the full distribution method, each neighbor
node possesses a portion of the signature key of
CA,* which is restored by a combination of at
least k pieces of partial secret keys. The main
difference between the two distribution methods
is that the full distribution method does not des-
ignate specific nodes such as server nodes, and it
uses a combination of any network nodes. In the
self-organized method, each node generates its
own certificate and constructs certificate chains
with one-hop-away nodes until reaching the des-
tination node.

Secure Routing Protocols — We divide secure rout-
ing protocols into public key-based and private
key-based protocols, according to their underly-
ing cryptographic algorithms. The representative
private key-based protocol is the secure routing
protocol (SRP)[9]. SRP assumes the existence of
security associations between the source node
and the destination node only. SRP can provide
message authentication of the route request and
the route reply messages. A typical public key-
based scheme is the secure AODV (SAODV)
protocol [10]. SAODYV enhances the confiden-
tiality and the authentication functions of the
original AODYV protocol by the digital signature
scheme and by the hop-count hashing mecha-
nism. A source node sends a route request mes-
sage after signing it with its private key. Then,
intermediate nodes verify the signed route
request message and re-sign it after adding new
information.

Security of Sensor Networks — Security require-
ments of sensor networks are similar to those
of ad hoc networks, as network features are
similar to those of ad hoc networks. However,
because the capabilities of sensor nodes are too
limited to operate a public-key mechanism, the
private key-based cryptosystem is more applica-
ble. In particular, the closed-environment fea-
ture of sensor networks makes it possible to
pre-deploy information within the devices dur-
ing the manufacturing stage, information that
could be used to generate common session keys
during the network operation. Therefore, a sen-
sor network can use the pre-deployed key dis-
tribution (PKD) scheme as a session key
distribution scheme.

A trivial example of the PKD method is to

Because of the
infrastructure-less
and the open-
environment
attributes of ad hoc
networks,
publickey approach,
based on the
threshold schemes,
is a more applicable
approach than
private-key schemes
although a private-key
scheme also

can be used.

3 CBC/MAC: Cipher
block chaining message
authentication code.

4 Certification authority.
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The security concerns
of an RFID system
are focused on the
privacy of D
information during
wireless transmission
between a tag and a
reader. We divide
security schemes for
an RFID system info
the following three
(ategories:
non-cryptographic;
lightweight
cryptographic; and
conventional
cryptographic.
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directly embed the master session key into each
one of the sensor nodes. However, in such a
scheme, compromise of any node might disrupt
the operation of the whole network. Therefore,
a security-related scheme should be set up in
all the nodes of the sensor network, such as a
sequence of pseudo-random numbers generated
from a common seed, rather than the embed-
ded key used as the actual session key. In
another probabilistic scheme, each sensor node
randomly selects key chains from a key pool
and stores them to produce a common secure
session key.

For example, in the random pair-wise key
pre-distribution scheme [11], each sensor node
stores a random set of N pair-wise keys. To
negotiate a session key, each node broadcasts its
ID. The identity of a node is matched with N
other randomly selected node IDs with probabil-
ity p. In the random key chain-based key pre-dis-
tribution solution [12], for each sensor, k keys
are randomly drawn from the key pool without
replacement. These k keys and their identities
form key chains for each sensor node. In the
phase of key negotiation, two nodes exchange
and compare the list of identities of keys in the
key chains.

RFID Security — Because the main application of
an RFID system is to convey a particular type of
information to the RFID reader through an
automatic identification process of a person or
an object, the security concerns of an RFID sys-
tem are focused on the privacy of ID informa-
tion during wireless transmission between a tag
and a reader. We divide security schemes for an
RFID system into the following three categories.

Non-Cryptographic Schemes — The representative
non-cryptographic mechanisms use the kill com-
mand and blocker tag. To kill tags, a reader
must transmit a tag-specific 32-bit PIN, which is
to prevent wanton deactivation of tags. If a tag
receives the kill command, it remains perma-
nently in the inactive mode. A blocker tag is a
special RFID tag that prevents unwanted scan-

ning of tags. Through the blocker tag, the infor-
mation of a tag becomes permanently or tem-
porarily inactive at an optional location and for
an optional time period.

Lightweight Cryptographic Schemes — The represen-
tative lightweight cryptographic mechanisms use
a pseudonym or apply a one-way hash chain
scheme. Juels, et al. [13] proposed a minimalist
system where every tag contains a small collec-
tion of pseudonyms, and where it rotates through
them and releases a different one on each read-
er query. An authorized reader can store the full
pseudonym set for a tag in advance and there-
fore identify the tag consistently. In the case of a
one-way hash chain scheme, the tag transmits
the hash chain value of its ID on the air, rather
than its real ID. Because the reader already has
the hash-chain information, it can find the corre-
sponding ID and identify the tag.

Conventional Cryptographic Schemes — Jules and
Pappu (JP scheme) [14] applied the public-key
cryptosystem to consumer privacy protection for
RFID-enabled banknotes. An RFID tag includes
the encrypted ID, public key, and private key
that are used for encryption and decryption and
that also are stored in a law enforcement agency.

SECURITY INTEGRATION FRAMEWORKS

In this section we consider possible approaches
for integrated security platforms in an OWN
(open wireless network) environment.

APPLICATION SCENARIOS

First, we briefly describe two examples of possi-
ble application scenarios, which are based on the
network model defined earlier: a healthcare
alarm service and a telemetric service.

Scenario 1: Healthcare Alarm Service — Let us assume
that an elderly couple travels in a suburban area.
Each has several healthcare sensor devices with-
in his or her body to monitor health status, such
as blood pressure, heartbeat, and body tempera-
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M Figure 3. Security reference points between boundaries of entities and networks.

ture. They also carry a sink device in a portable
bag that gathers health information from the
sensor devices. This health information is trans-
mitted to WLAN devices in an urban area
through sink nodes and ad hoc nodes; those are
carried by other tourists in the couple’s proximi-
ty. Then, this information is conveyed to a health
expert system via an AP and a cellular network.
Thus, medical experts, who contracted with the
couple for their heath management, can periodi-
cally monitor vital signs. If a medical expert
finds an abnormal symptom, he promptly trans-
mits an alarm signal or a notification in the form
of a beep or a short message. If the situation is
more critical, the health care expert can transmit
multimedia information, such as emergency
instructions on the use of first-aid medication.
The messages from the medical expert eventual-
ly are displayed at the sink node, which may be a
cellular phone, a PDA, or a specific device devel-
oped for the healthcare system. Because an
RFID tag is attached to each first-aid medicine,
the medication can be easily and accurately
identified through an RFID reader. In this case,
a node that was previously used as a sink node
now functions as an RFID reader.

Scenario 2: Telemetric Service — Let us assume that
a user who subscribes to a telemetric service is
driving on a highway. Sensor devices are
attached to the surface of the body of his car,
wheels, braking systems, and other automotive
parts. While driving, information that is rele-
vant to the state of the car, as well as informa-
tion related to traffic and road conditions, is
periodically gathered at the sink node located
in the car. The data can be conveyed with the
assistance of other cars in the proximity, acting
as ad hoc nodes, to a WLAN AP that is located
at the side of the highway. Then, the telemetric
data is delivered to a safety expert monitoring
system through a cellular network. As in the
case of the healthcare system, if there is any
abnormal condition in a car or on the road, the
safety expert system sends back a message
through the cellular network, the WLAN, and
the nodes of the ad hoc network. The node that
was previously used as a sink node is now used
as an RFID reader to read location identifica-
tions posted on the side of the highway. Figure
2 illustrates the network architecture of the
telemetric service system.

SECURITY INTERFACES IN OWN
The previous two application scenarios are used
in Fig. 3 to define the security reference points.
Because the two application scenarios are based

on the same network integration model, the

security reference points of two scenarios are

identical:

* Between user and user device (the A-reference
point). Mobile devices are independent from
the users in OWN. That is, a user can use any
device that supports access to a network in the
current location of the user. Therefore,
authentication between the user and the
device is the first point of security negotiation.

* Between user and network (the B- and C-ref-
erence points). Before a user can access the
application server, the user must be authenti-
cated by the serving network that provides
connection to the application server.

e Inter-networks (the D-, E-, and F-reference
points). The security points that are the main
topic of this article are located on the bound-
ary between heterogeneous networks. Two
devices existing at the edges of two networks
should posses a multimode of functions to
enable access to different radio networks.

* Intra-network security. This is a security point
between devices within a single network
domain. For example, the B- and C-reference
points also can be an intra-network security
point of a sensor network and an RFID net-
work, respectively.

FUNDAMENTAL SECURITY APPROACHES

In the following section, we summarize the pos-

sible approaches for a security integration

scheme of OWN and consider the unique fea-
tures of each heterogeneous wireless network.

* Multiple security mechanisms for source-to-desti-
nation security: although a single underlying
cryptographic algorithm as a security mecha-
nism is best from the integration point of
view, nevertheless, a single security mecha-
nism cannot guarantee the particular security
requirements of each one of the OWN net-
works. Therefore, in our integrated security
model, the various security mechanisms of all
the OWN networks co-exist to support secure
communication from the source node to the
destination node.

* Evolution from the notion of security mecha-
nisms to the notion of security management: to
support multiple security mechanisms, an effi-
cient interoperation procedure among the
mechanisms is required. In other words, the
key issue of integrated OWN security is the
design of an appropriate security management
procedure, rather than a single optimal securi-
ty mechanism.

* Upper layer security approach: as multiple secu-
rity mechanisms will co-exist within OWN, the

Although a single
underlying
cryptographic
algorithm as
security mechanism
is best from the
integration point of
view, nevertheless,
a single security
mechanism cannot
quarantee the
particular security
requirements of each
one of the OWN
networks.
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The concept of level
of security (LOS) is
similar to the
concept of level of
service in QoS
management. L0S is
a key piece of
information within a
security profile and is
used to defermine
whether user data is
allowed to be
fransferred by a
particular network.

Network Profile

Minimum Key Length — 128bit for Private Key/1024bit for Public Key

}
Authentication Type: SIM-based (1), PASSWORD-based (2), Certificate-based(3), Non(4)

{
Type: Ad Hoc Network (2)
Security Level: 5
Cryptographic Suits
{
Cryptographic Algorithm
{
Public Key-based: RSA (1), Rabin (2)
Private Key-based: DES (1), 3DES (2), AES (3)
}
Key Type
Minimum Key Refresh Period — 3 months
¥
}

M Figure 4. A simple example of the network security profile, which includes information related to the net-

work identification and cryptographic suits.

individual security mechanisms will continue

to be used within a single network domain.

Thus, for transparent security management,

ISA must be implemented in an upper layer

of the protocol stack; that is, at the network

layer or above.

* Mutually independent security processes: the
ongoing security interoperation, for exam-
ple, between a WLAN and a cellular net-
work, is a cellular network-based operation,
as the security mechanism of cellular net-
works is more stable than that of WLAN.
However, it is expected that the individual
security mechanisms of each network will
continue to be improved and adapted to the
particular security requirements of the net-
work. Furthermore, OWN will be managed
by multiple operators. Therefore, ISA can-
not delegate more responsibility to a specif-
ic network domain, as the authority to
provide security for each one of the wireless
networks cannot rely on elements of other
networks.

Based on the previous comments on the
requirements for security interoperation, we
adopt the following scheme to design the inte-
grated security architecture.

Security Profile-based Mechanism — Security man-
agement for OWN should be flexible in regard
to the security mechanism of each wireless net-
work and accommodate the variety of security
mechanisms at the upper layers. A security pro-
file-based approach is one of the methods that
could be used in the integrated environment.
Security profile includes security-related infor-
mation, such as the minimally acceptable secu-
rity level and the available cryptographic
features.

Level of Security — The concept of level of securi-
ty (LOS) is similar to the concept of level of ser-
vice in QoS management. LOS is a key piece of
information within a security profile and is used
to determine whether user data is allowed to be
transferred by a particular network.

PROFILE-BASED INTEGRATED
SECURITY ARCHITECTURE

First, we define security profiles that are essen-
tial elements in the design of the ISA. The secu-
rity profiles are divided into three categories:
user security profiles (USP), device security pro-
files (DSP), and network security profiles (NSP).
USP includes the user required minimally
acceptable security level, the cryptographic suits
such as cryptographic algorithm, and the mini-
mum key length required by the user. DSP
includes device information, such as the unique
ID of the device, the manufacturer’s ID, and the
hardware capabilities. DSP can be stored within
the device or stored in and provided through a
device security profile server (DSPS). NSP,
which is located within each network, includes
the required minimally acceptable security level
and the cryptographic suits that can be support-
ed by the network. Figure 4 shows a simple
example of a network security profile. It includes
the network type, the security level (determined
by various factors, such as supportable crypto-
graphic algorithms and key-management
schemes), the physical network capabilities, and
the cryptographic suits supportable by the net-
work.

We now discuss the integrated security proce-
dure based on the security references model. We
assume that there is a network path between a
user and a cellular network in the integrated
network and that every device has access to the
security services of its network.

User-to-Device — The first process is the authenti-
cation between the user and the user device. Of
course, a user might mutually pre-authenticate
with a device in an off-line manner. However,
online authentication is more practical in OWN,
which supports device mobility. In our scenario,
the user device plays several roles such as a
portable sink node, an RFID reader, or an ad
hoc node; in each case based on the application.
If the user owns a SIM card and the device can
support a SIM module and if the device stores
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its device security profile within the device,
authentication between a user and a sink node
can be performed directly. On the other hand, if
either the user security profile is stored only in
the user home network or the device security
profile is stored only in DPS, authentication
between the user and the device must be per-
formed between the DPS and the user home
network.

Sensor Device to Sink or RFID Tag to Reader — The
security procedure within sensor networks is
based on the native security mechanism of the
sensor network. Due to the sensor network being
a closed communication environment, the sensor
devices and the sink node already share the pre-
deployed, security information. Therefore, within
the sensor networks, sensed data are securely
transferred to the sink node. In the case of an
internal RFID network, a secure communication
between the tags and the reader is established
according to the particular RFID security mecha-
nism. Because our main concern in this article is
an integrated security approach, we do not
address in detail the security procedure of any
particular network.

Sensor Network to Ad Hoc Network — This is the
first security integration between two diverse
networks in our application scenarios. Whenever
sensor data are to be sent over an ad hoc net-
work, the sink node that activates the ad hoc
function sends a request message to join the ad
hoc network. We assume that there already
exists at least one securely established ad hoc
network that the sink can join. After receiving
this join-request message, if the NSP does not
reside locally on the edge node, the edge node
of the ad hoc network looks for its NSP in the
other ad hoc devices within the same domain.
Then, the edge node sends the NSP to the sink
node. After the sink node receives the NSP of
the ad hoc network, it caches the NSP and exam-
ines whether the ad hoc network can support the
user’s minimally acceptable security requirement
level. If the ad hoc network can provide the
user’s minimally acceptable security requirement
level, the sink node transfers the sensing data to
the edge node of the ad hoc network. The NSP
of the ad hoc network can be managed by a sin-
gle authorized ad hoc node or by multiple ad
hoc nodes. After the sensor data enters the ad
hoc network, the data is routed toward the desti-
nation, based on the security mechanism of the
ad hoc network, until it reaches the next network
or the destination node.

Ad Hoc Networks to WLAN — A public-key algo-
rithm is more applicable than a private-key algo-
rithm as a cryptographic mechanism for ad hoc
networks, while security mechanisms of WLAN,
such as TKIP and CCMP, are based on a pri-
vate-key algorithm. Therefore, when user data
arrives from an ad hoc network to a WLAN,
redefining the security level may be required.
When the last node of an ad hoc network sends
the join-request message to the WLAN, the first
node of the WLAN with dual mode function
retrieves the WLAN security profile. The profile
is retrieved from the profile server or from

another third party entity though the existing
protocol such as RADIUS [IETF RFC 2865] or
DIAMETER [IETF RFC 3588]. Then, the first
WLAN node sends the network security profile
to the last edge node of the ad hoc network,
which is the interface node between the ad hoc
network and the WLAN. If the original user del-
egates the authority to negotiate the security
association with other networks to the ad hoc
network, the last ad hoc node decides itself,
whether the user data can be sent through the
WLAN or not.

WLAN to Cellular Network — Because WEP and
TKIP use the RC4 cryptographic algorithm,
their security strength is inherently weaker than
the cryptographic algorithm of cellular networks
such KASUMI. However, when the CCMP is
generalized in the future, the cryptographic
strength of WLAN will be significantly improved.
In OWN, WLAN may be operated by a different
provider than the cellular network. Therefore, it
is not required to follow the existing cellular net-
work-based integration model. WLAN may have
an independent authentication server and may
use it instead of the AAA server of the cellular
network for authentication and for key manage-
ment. Under these circumstances, when user
data is ready to pass through a cellular network
from WLAN, a WLAN node requests the net-
work security profile of the cellular network.
Then, the cellular network sends its network
security profile to the authentication server of
the WLAN. After receiving the profile, the
authentication server examines whether the
security level supported by the cellular network
matches the user’s required minimally accept-
able secure level. If it does, the authentication
server notifies the WLAN node and sends the
user data to the cellular network. Figure 5 shows
the previously described procedure.

CONCLUSION

To summarize our proposed approach, we out-
line the following key aspects in the design of
the integrated security platforms.

¢ Integration between two diverse networks:
even though more than two networks are inte-
grated within the OWN, the fundamental inte-
gration process of security mechanisms is
applied between just two adjacent networks.
This network-by-network integration of securi-
ty means that decryption-encryption processes
are performed at the boundary of two diverse
networks. If we do not want the decryption-
encryption process to be performed between
two diverse networks, then a mechanism of
tunneling could be employed (similarly to
IPsec), and the source and the destination
should share a security association.

* The importance of a network-centric integra-
tion model: an integrated security model must
rely on the integrated network model. Thus, if
one of the heterogeneous networks, for exam-
ple, a cellular network, is prominently superi-
or to other networks in several security
features, integrated security approach depends
on the security mechanism of the cellular net-
work, which results in an embedded integra-

Because WEP and
TKIP use the RC4
cryptographic
algorithm, their
security strength is
inherently weaker
than the
cryptographic
algorithm of cellular
networks such
KASUMI. However,
when the CCMP is
generalized in the
future, the
cryptographic
strength of WLAN
will be significantly
improved.
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Qur proposed
integrated security
architecture, which is
based on securify
profiles, is applicable
to OWA. Qur inte-
grated security
architecture provides
a practical workable
framework for the
realization of the
OWA integrated
security challenges.

networks

E:g‘ NSP of WLAN

B Figure 5. Procedure of security integration based on the security profile with heterogeneous wireless net-
works: 1) security management from user to device; 2) sensor devices to sink node (internetwork); 3) sink
node to ad hoc networks; 4) ad hoc networks to WLAN; 5) WLAN to cellular networks.

tion architecture, rather than in a mutually
independent integrated architecture.

* The weakest security point defines the security
of the entire network: in OWN, the security of
source-to-destination can involve a sequence
of several different networks and interopera-
tion procedures between the networks. There-
fore, the entire security level is limited by the
weakest network in the chain of networks.

* The role of sensor network and RFID network:
based on the proposed architecture, neither a
sensor network nor an RFID network can be
an intermediate network in OWA, because the
main application of these networks is monitor-
ing or tracking, with limited transfer capacity.
As indicated by this article, the security con-

cerns are one of the toughest challenges in suc-
cessful realization of OWA. Our proposed
integrated security architecture, which is based
on security profiles, is applicable to OWA. Our
integrated security architecture provides a prac-
tical workable framework for the realization of
the OWA integrated security challenges.
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