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Abstract—We study the state-dependent (SD) wiretap channel
(WTC) with non-causal channel state information (CSI) at the
encoder. This model subsumes all instances of CSI availability as
special cases, and calls for an efficient utilization of the state
sequence for both reliability and security purposes. A lower
bound on the secrecy-capacity, that improves upon the previously
best known result published by Prabhakaran et al., is derived
based on a novel superposition coding scheme. Our achievability
gives rise to the exact secrecy-capacity characterization of a
class of SD-WTCs that decompose into a product of two WTCs,
one independent of the state and the other depends only on
the state. The results are derived under the strict semantic-
security metric that requires negligible information leakage for
all message distributions.

Index Terms—Channel state information, Gelfand-Pinsker
channel, semantic-security, soft-covering lemma, state-dependent
channel, superposition code, wiretap channel.

I. INTRODUCTION

Reliably transmitting a message over a noisy state-
dependent (SD) channel with non-causal encoder channel
state information (CSI) is a fundamental problem information-
theoretic problem. Its formulation and capacity derivation date
back to Gelfand and Pinsker (GP) [1]. A key virtue of the
GP model is its generality. Namely, it is the most general
instance of a SD point-to-point channel in which any or all
of the terminals have non-causal access to CSI. Motivated by
the above together with the importance of security in modern
communication systems, we study the SD wiretap channel
(WTC) with non-causal encoder CSI, which incorporates secu-
rity versus a wiretapper into the GP channel coding paradigm.

The study of secret communication over noisy channels was
pioneered by Wyner, who introduced the degraded WTC and
derived its secrecy-capacity [2]. Csiszar and Korner extended
Wyner’s result to the non-degraded WTC [3]. These two
results formed the basis for the study of physical layer security
and spawned a variety of works on related topics, among
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which are SD-WTCs. The interest in WTCs with random
states relates to the observation that knowledge of the state
sequence may be exploited as an additional source of random-
ness to boost secrecy performance. This oftentimes involves
decorrelating the transmission and the state sequence so as
to avoid leaking information that might compromise security.
Reliable transmission over SD channels, on the other hand,
favors coherent strategies that correlate the channel input and
the state. Resolving the tension between these two utilizations
of the transmitter CSI is the main challenge in the considered
communication scenario.

The first to consider a discrete and memoryless (DM) WTC
with random states were Chen and Han Vinck [4], who studied
the encoder CSI scenario. They established a lower bound
on the secrecy-capacity based on a combination of wiretap
coding with GP coding (see also [5] for the special case
where the WTC is driven by a pair of states, one available
to the encoder and the other one to the decoder). Their
achievable rate, however, was shown to be suboptimal in
general in a later work by Chia and El-Gamal [6]. In that
work, a coding scheme that uses both wiretap coding and
secret key agreement! was proposed for the scenario where
the encoder has causal access to the state sequence, while
the decoder has full CSI. Despite the restriction to use the
state causally, the authors of [6] proved that their scheme can
strictly outperform the adaptations of the non-causal schemes
from [4], [5] to the encoder and decoder CSI setup. Subsequent
related works include achievability results for the WTC with
correlated sources [8], action-dependent SD-WTCs [9] and
WTCs with generalized feedback [10]. The benchmark result
for the SD-WTC with non-causal encoder CSI considered
here is the one derived by Prabhakaran er al. [11], via a two
layered superposition coding scheme. As a consequence of the
analysis in [11], the inner layer of their superposition code is
restricted to be independent of the state. However, such coding
distributions are suboptimal in general.

In this paper we propose a novel superposition-based coding
scheme for the SD-WTC with non-causal encoder CSI, in
which both layers are correlated with the state. The scheme re-
sults in a lower bound on the secrecy-capacity, which recovers
the previously best known achievability formula from [11] (as
well as all preceding works) as a special case. The correlation
between the inner layer of the superposition code and the state
is fundamental as it allows our scheme to strictly outperform
that of [11] for certain instances of the considered model.
Our achievability formula also gives rise to new secrecy-
capacity results. In particular, we derive the semantic-security

Isee also [7] for a related work focused solely on secret key agreement



(SS) capacity of a class of SD-WTCs that decompose into a
WTC that is independent of the state and another channel that
generates two noisy versions of the state, each observed either
by the legitimate receiver or by the eavesdropper.

We use an over-populated superposition codebook and en-
code the entire confidential message at the outer layer. The
transmission is correlated with the state sequence by means
of the likelihood encoder [12], while security is ensured by
making the eavesdropper decode the inner layer codeword
that contains no confidential information. Having done so,
the eavesdropper is lacking the resources to extract any
information about the secret message. Superposition-based
code constructions for secrecy purposes have been considered
before in the context of lossy source coding in [13]-[16],
where the eavesdropper was also allowed to decode a layer
that contains no useful information

Our results are derived under the strict metric of SS. This
criterion is a cryptographic benchmark that was adapted to
suit the information-theoretic framework (of computationally
unbounded adversaries) in [17]. In that work, SS was shown
to be equivalent to a negligible mutual information between
the message and the eavesdropper’s observations, for all
message distributions. In contrast to our stringent security
requirement, all the aforementioned results were derived under
the weak-secrecy metric, i.e., a vanishing normalized mutual
information with respect to a uniformly distributed message.
Nowadays, however, weak-secrecy is regarded as being insuffi-
cient, giving rise to the recent effort of upgrading information-
theoretic secrecy results to strong-secrecy (by removing the
normalization factor but keeping the uniformity assumption on
the message). SS further strengthens both these; consequently,
our achievability result outperforms the schemes from [4], [5],
[11] for the SD-WTC with non-causal encoder CSI, not only in
terms of the achievable secrecy rate, but also in the upgraded
sense of security it guarantees.

The remainder of this paper is organized as follows. Sec-
tion II provides notation, basic definitions and properties. In
Section III we describe the SD-WTC with non-causal encoder
CSI and state the lower bound on its SS-capacity. Section
IV discusses our result, compares it to previous works, and
states some tight SS-capacity results. The proof of our main
theorem is provided in Section V. Section VI summarizes the
main achievements and insights of this work.

II. NOTATION AND PRELIMINARIES

We use the following notation. N is the set of natural
numbers (0 is not included), while R denotes the reals. We
also define Ry = {r € Rl > 0} and Ry, = {z € R|x > 0}.
Given a,b € R, we use [a : b] for the set of integers
{n € N|[a] < n < [b]}. Calligraphic letters denote sets,
e.g., X, the complement of X is X'¢, while |X| stands for
its cardinality. X" is the n-fold Cartesian product of X.
An element of X™ is denoted by z" = (z1,22,...,Zn);
whenever the dimension n is clear from the context, we use
boldface letters, e.g., X, for vectors (or sequences). A substring
of x € X™ is designated by z!] = (x;,zit1,...,2;), for
1 <1 < j5 < n; when ¢ = 1, the subscript is omitted.

We also define 2™\" = (21,...,2i_1,Tit1,...,2,). Random
variables are denoted by uppercase letters, e.g., X, with similar
conventions for random vectors.

Let (X, F,P) be a probability space, where X is the sample
space, F is the o-algebra and PP is the probability measure.
Random variables over (X F, IP’) are denoted by uppercase
letters, e.g., X, with conventions for random vectors similar to
those for deterministic sequences. The probability of an event
A e Fis P(A), while IP’(.A‘B) is the conditional probability
of A given B. We use 14 for the indicator function of A,
while pff) is the uniform distribution over A. The set of all
probability mass functions (PMFs) on a finite set X’ is:

> Px) = 1}} S,

reX

P(X)A{P:Xﬁ[o,l]

In our notation for PMFs we oftentimes use subscripts to
identify the involved random variable(s) and its possible
conditioning. For example, for a discrete probability space
(X,F,P) and two random variables X and Y over that
space, we use px, px,y and px|y to denote, respectively, the
marginal PMF of X, the joint PMF of (X,Y") and the condi-
tional PMF of X given Y. In particular, px |y is a stochastic
matrix whose elements are px|y (z]y) = P(X = z]Y =y).
Expressions such as pxy = pxpy|x are to be understood in
the pointwise sense, i.e., px,y(z,y) = px(z)py|x (y|z), for
all (z,y) € X x ). Accordingly, when three random variables
X, Y and Z satisfy px|y,z = px|y, they form a Markov
chain, which we denote by X —Y — Z. Subscripts of a PMF
are omitted if the arguments are lowercase versions of the
random variables.

For a discrete measurable space (X, F), a PMF ¢ € P(X)
induces a probability measure on (X, F), denoted by Pg;
accordingly, Py (A) = 3" . 4 q(), for every A € F. We use
E, for an expectation taken with respect to PP,. Similarly, we
use H, and I, for entropy or mutual information terms that
are calculated with respect to g. For a sequence of random
variables X", if the entries of X" are drawn in an i.i.d.
manner according to px, then for every x € X" we have
pxn(x) =[], px(z;) and we write pxn(x) = p’k (x). Sim-
ilarly, if for every (x,y) € &A™ x Y™ we have pyn|xn» (y[|x) =
H?:1 pY\X(yi|Ii)v then we write pyn|xn (ylx) = p%x(Y‘X)
The conditional product PMF p’{,‘ » given a specific sequence
x € X", is denoted by p%xzx.

The empirical PMF vy of x € X" is

el & B 2

n

where N(z[x) = > 1 Iyy,—yy. We use 7*(p) to denote
the set of letter-typical sequences of length n with respect to
p € P(X) and € > 0 [18, Chapter 3], i.e., we have

T (p) = {x € " |iule) ~ p(a)] < ep(@). Va € X} 3

For a countable X' and p,q € P(X), the relative entropy
(Kullback-Leibler divergence) between p and ¢ is

Dillg) = 3 pla)log (7”(””)) @)

z€supp(p) q(x)
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Fig. 1. The state-dependent wiretap channel with non-casual encoder channel
state information.

and the total variation between them is

1
llp—dllrv =5 D [p(x) — a()]. (5)
reX
Relative entropy dominates total variation through Pinsker’s
inequality [19, Theorem 4.1]: for any p,q € P(X)

1
llp—qllrv < §D(pllq)- (6)

There is no reverse Pinsker’s inequality in general, but a
reverse asymptotic relation sometimes holds [20, Remark 1].

Lemma 1 (Total Variation vs. Relative Entropy) Let X be
a finite set and {pn}n en be a sequence of distributions with
pn € P(X™). Let ¢ € P(X) and assume p,, < q" for every
n € N. Then

1
D(pnll¢") € O ({” + log |p—q”|Tv} |lpn — qn|Tv> .
(7

IIT. WIRETAP CHANNELS WITH RANDOM STATES
NON-CAUSALLY AVAILABLE AT THE ENCODER

We study the SD-WTC with non-causal encoder CSI. A
novel achievability bound is derived that, in some cases,
strictly outperforms the previously best coding scheme.

A. Problem Setup

Let &, X, Y and Z be finite sets. The
(S, X, ), Z,ps,py,z\x,s) DM SD-WTC with non-causal
encoder CSI is shown in Fig. 1. A state sequence s € S™ that
is 1.i.d. according to pg is revealed non-causally to the sender.
Upon observing s and choosing a message m € [1 : 2],
the sender maps them onto a channel input sequence x € X"
(the mapping may be random), which is fed into a DM
SD-WTC with transition probability py, z|x,s. The outputs
y € Y" and z € Z" are observed by the receiver and the
eavesdropper, respectively. Based on y, the receiver produces
an estimate m of m. The eavesdropper tries to glean whatever
it can about the message from z.

Remark 1 (Model Generality) The considered model is the
most general instance of a SD-WTC with non-causal CSI
known at some or all of the terminals. The seemingly broadest
setup one may consider is when the SD-WTC PY,7|X,S1,52,55 is

driven by a triple of correlated states (S1, S2,.53) ~ Ds,.85.85»
where S, So and S3 are known to the transmitter, receiver
and eavesdropper, respectively. However, setting S = 951,
Y = (Y,8,), Z = (Z,83) in a SD-WIC with non-causal
encoder CSI and defining the channel’s transition kernel as

PY,z1X,5 = P(Y,8:),(2,53)|1X,51 — PS52,5315:1PY,2|x,5,,52,53°
8

one recovers this general SD-WTC from our model. The
encoder CSI only model also supports a public or a private
bit-pipe (respectively, from the transmitter to the receiver and
the eavesdropper, or to the receiver only), in addition to, or
instead of, the noisy channel.

Definition 1 (Code) An (n, R)-code c¢,, for the SD-WTC with
non-causal encoder CSI has a message set M, £ [1 : 2”R],
a stochastic encoder fp, : M, x 8™ — P(X™) and a decoder
bn 2 V" — M, where M,, = M,, U {e} and e ¢ M,,.

For any message distribution py; € P(M,,) and an (n, R)-
code ¢y, the induced joint PMF on S" X M, x X" x Y" x
2" x M,, is
P(Cn) (Sa m,X,y,z, m) :pg(s)pM(m)fn(xlma S)

X p@,Z\X,s(y, zx, S)]l{m:%(y)}-
)

The performance of ¢, is evaluated in terms of its rate R, the
maximal decoding error probability and the SS-metric.

Definition 2 (Maximal Error Probability) The maximal er-
ror probability of an (n, R)-code c¢,, is

(10a)

e(cn) = mnelzflxil( em(cn),

n

where

(s,x)eSnx X"
XD
(y,2)eY" xZ":
¢n(§')7£m

em(cn) = P (s) fu(x|m;s)

Py, z1x,s (¥, z[x,s). (10b)

Definition 3 (Leakage and SS Metric) The information
leakage to the eavesdropper under the (n,R)-code ¢, and
the message distribution py; € P(M,,) is

Uprscn) = Ipen) (M3 Z),

where P(¢n) s given in (9). The SS metric under c,, is

éSem (Cn) -

(1)

max

(12)
P EP(My)

E(pM; Cn)-
Definition 4 (Achievability) A number R € R, is called an
achievable SS-rate for the SD-WTC with non-causal encoder

CSI if for every € > 0 and sufficiently large n there exists a
CR (n, R)-code c,, with

e(cn)

<e (13a)
éSem(Cn) <e

(13b)



Definition 5 (SS-Capacity) The SS-capacity Csem of the SD-
WTC with non-causal encoder CSI is the supremum of the set
of achievable SS-rates.

B. Main Result

Our main result is a novel lower bound on the SS-capacity
of the SD-WTC with non-causal encoder CSI. Let &/ and V
be finite sets and for py v x|s: S = P(U x V x X) define

Ra (pu,v,.x|s)
2 min {I(V; Y|U) - I(V; Z|U), I(U,V;Y) — I(U, V; S)},
(14)

where the mutual information terms are calculated with respect
to the joint distribution pspy,v,x|spy,z|x,s, i-€., such that
(U, V)= (X,9) = (Y, 2).

Theorem 1 (SD-WTC SS-Capacity Lower Bound) 7he
SS-capacity of the SD-WTC with non-causal encoder CSI is
lower bounded by

C’Sem > RA £ max (15)
Pu,v,x|S*

I(U;Y)—I(U;8)>0

Ra (pU,V,X\S) )

and one may restrict the cardinalities of U and V to U] <
SII]+5 and [V] < |SPIXP? + 5/S]|] + 3.

The proof of Theorem 1 is given in Section V and is based
on a superposition coding scheme for secrecy. The entire secret
message is encoded in the outer layer of the superposition
codebook encodes, with no confidential information carried
in its inner layer. As explained next, the coding distribution
is chosen so that the inner layer is better observable by the
eavesdropper. This makes the eavesdropper ‘waste’ channel
resources on decoding it, leaving insufficient resources to
extract information about the secret message. The outer code-
book is designed to give a physical layer advantage to the
legitimate parties, thus enabling wiretap coding to conceal
the confidential message. The transmission is correlated with
the state sequence by means of the likelihood encoder [12].
The SS analysis relies on the soft-covering for superposition
codes (Lemma 4) and an expurgation argument (see, e.g., [21,
Theorem 7.7.1]).

Remark 2 (Optimal Distributions) Note the following:

1) The Jjoint distribution in (15) satisfies
(U, V) — (X,S) — (Y,Z). However, since in all
the mutual information terms from (15) the auxiliary
random variable V appears next to U or conditioned
on it, we may replace V. with V. = (U,V) without
changing the rate. Thus, one may restrict optimization

to distributions with U =V — (X, 8) — (Y, 2).

2) Feasible distributions py,y,x|s in Theorem 1 must satisfy
I(U;Y) > I(U; S). This restriction can be replaced with
I(U;Z) > I(U;Y) > I(U;S) without changing the
rate. Due to the Markov relation above, I(U,V;Y) —

I(U,V;S) can be rewritten as 1(V;Y) — I(V;S). Ex-
panding the first expression as

I(V;Y|U) = I(V; Z|U)
= I(V;Y) = I(V;2)+ I(U; Z) — I(U;Y), (16)

we see that if py v, x|s satisfies I(U; Z) < I(U;Y'), then
taking U = 0 achieves a higher rate.

Remark 3 (Interpretation of Theorem 1) 7o gain insight
on the structure of Ra, notice that I(V;Y|U) — I(V; Z|U)
is the total rate of secrecy resources produced by the
codebook’s outer layer. That is, the outer layer can
achieve a secure communication rate of I(V;Y|U) —
max {I(V; Z|U),1(V;S|U)}, and produce a secret key at a
rate [I(V;S|U) — IV Z|U)r
This is since some of the dummy bits needed to correlate the
transmission with the state are secure for the same reason the
transmission is secure.

Also, the total amount of reliable (secured and unsecured)
communication that this codebook supports in both layers
combined is I1(U,V;Y) — I(U,V;S). Therefore, one inter-
pretation of our encoding scheme is that the secret key
produced in the outer layer (if any) is applied to the non-
secure communication in the inner layer. This achieves a
secure communication rate that is the minimum of the total
secrecy resources I(V;Y|U) — I(V; Z|U) (i.e., secure com-
munication and secret key) and the total communication rate
(U, V;Y)—I(U,V;S), corresponding to the statement of R.
This effect happens naturally by the design of the superposition
code, without explicitly extracting a key and applying a one-
time pad.

, where [z]T = max{0,z}.

Remark 4 (Cardinality Bounds) The cardinality bounds on
U and V' in Theorem 1 follows by a standard application
of the Eggleston-Fenchel-Carathéodory theorem [22, Theorem
18] twice. The details are omitted.

Remark 5 (Recently Reported Related Result) /n [23], a
lower bound on the secret key capacity, Csk, of the SD-WTC
was reported. Specifically, Theorem 1 therein states that*

Csk > max [I(V;Y|U) — I(V; Z1U)], (17)

where the maximization is over all py, x|s and py |y satisfying
I(V;Y) > I(V;S). The underlying joint distribution is
PsPv,x|sPU|VPY,z|s,x, where U=V — (S, X) — (Y, Z) forms
a Markov chain. The coding scheme employed in [23] is
reminiscent of the superposition code proposed herein, though
the analysis is different. As noted in Section I, the usage of
superposition coding for SD-WTCs seems to have originated
from [11] (see also [13]).

Secret key capacity is generally higher than secret message
capacity, and therefore, the above lower bound does not di-
rectly apply to our model. Furthermore, [24] showed that [23,

2123, Theorem 1] considers a setting with state observations at the receiver
and the eavesdropper, and a public communication link. As Remark 1 explains,
this is a special case of the SD-WTC. It can be verified that [23, Theorem 1]
(in its original form) is recoverable from the following restatement.



Theorem 1] is missing a condition to be correct. The missing
condition would have ensured that the legitimate receiver can
decode the inner layer codebook without relying on the outer
layer. Without it, [24] constructed a counterexample for which
the right-hand side (RHS) of (17) exceeds Csk.

C. Alternative Characterization of Achievable Rate

The formula for Ra can be restated in an alternative, yet
equivalent, form. As before, let I/ and V be alphabets with
cardinality bounds as in Theorem 1, and for any py,v x|s :
S—=PUXV xX) set

I(V;Y|U) = I(V; Z|U),
RR"(pu,v,x|s) Emin{ I(U,V;Y) = I(U, V5 5), 7
I(U,V;Y) = I(U; S) - I(V; Z|U)
(18)
where the underlying joint distribution is pspy, v, x|sPy,z|x,s-

Proposition 1 (Alternative Characterization of Rp)
Setting
Rﬁlt L

max Rp" (puv,x|s) » (19)

Pu,v,x|S

we have Rﬁ't = Ra.

The proof of Proposition 1 is given in Appendix D. The main
challenge is showing that RA"t < Ra. This is since in R}, the
legitimate user may not be able to reliably decode the (inner)
U layer of the superposition codebook separately. Decoding U
in RA" is possible, in general, only with the assistance of the
(outer) V layer. This is evident from the second and third rate
bounds in Rﬁ't. Indeed, even if an input distribution py v, x|s
induces I(U;Y) < I(U;S), it still might result in a positive
achievable rate. In contrast, Ra only allows input distributions
with I(U;Y) > I(U;S), under which U is decodable on
its own by the legitimate user. This discrepancy is resolved
by the fact optimal input distributions for Rﬁ't always satisfy
I(U;Y) > I(U;S) (see the proof in Appendix D).

IV. SPECIAL CASES AND EXAMPLES
A. Comparison to Previous Benchmark

Theorem 1 recovers the previously best known achievable
secrecy rate over SD-WTCs with non-causal encoder CSI, due
to Prabhakarn et al. [11]. Theorem 2 of [11] established a
tradeoff between achievable secret message and secret key
rate pairs. Specializing their result to the secret message only
scenario implies the achievability of

Rpeg 2 (20a)

max  Rper (pupv,x|v,s) ;

pupPv,x|U,S

where, for any py € P(U) and py x|v,s : UXS = P(VxX),
Reer (pupv.x|v,5) = {I(Uv ViY) = I(U,V;95)
I(ViY|U) = LV Z|U) |, (200)

and the mutual information terms are taken with respect to
PSPUPYV,X|U,SPY,z|S, x> 1-€., such U and S are independent
and (U, V) — (S, X) — (Y, Z) forms a Markov chain.

The difference between Rpgr and Ra from Theorem 1
is that the former requires U to be independent of S. This
essentially means that Rppr does not support GP coding in the
inner layer of the superposition code. Our scheme, on the other
hand, supports inner layer GP coding so long as it is decodable
by the legitimate receiver. Thus, U and S may be correlated
in Ra but must satisfy I(U;Y") > I(U;S). As explained next,
independent S and U are suboptimal in general.

Clearly, Theorem 1 recovers Rpgr by restricting U to be
independent of S in Ra. This restriction is valid as it satisfies
I(U;S) = 0. Furthermore, there are instances of SD-WTC
with non-causal encoder CSI for which Rp is strictly larger
than Rpgr. In concurrent work with collaborators [24], we
construct a particular example of such a channel (see Section
V-A therein). The idea is to consider a channel for which GP
coding is necessary in order to attain capacity (e.g., Memory
with Stuck-at-Faults) and force communication to happen in
the inner layer of the codebook (by considering a strong
eavesdropper). As the scheme from [11] does not allow inner
layer GP coding, it achieves rates strictly below capacity. Our
scheme, on the other hand, is optimal for the considered setup.
This establishes the suboptimality of Rpgr and illuminates the
fundamental role of the correlation between U and S for secure
transmission over SD-WTCs with non-causal encoder CSI.

Lastly, we note that the result from [11] was derived under
the weak-secrecy metric.?. Our achievability ensures SS, and
thus Theorem 1 improves upon [11, Theorem 2], not only
in the rate it achieves, but also in the sense of security it
guarantees.

Remark 6 (WTC with Correlated Sources) Another
related setup is that of the WTC with correlated sources [8],
where the WIC py, z|x is not SD and two correlated sources
(S,81) ~ p&, are observed non-causally by the encoder
and the legitimate receiver, respectively. In [8],
max
Pw|sPT,Xx:
I(T;Y)>1(W;S)
21
where the joint distribution is ps s,Ps|sPT,XPy,z|x, Was
established as a lower bound on the weak-secrecy capac-
ity of that model. Setting U = 0 and V = (T,W)
into Rpgr (pUpv,X\U,s) from (20b) and maximizing over
pw|spr,x recovers (21). Thus, Theorem 1 also subsumes the
result of [8].

B. An Earlier Benchmark by Chen and Han Vinck

The benchmark result for the SD-WTC with non-causal
encoder CSI prior to [11] is due to Chen and Han Vinck [4].
Theorem 2 of [4] lower bounds the weak-secrecy capacity by

Renv £ max Renv (pv,x|s) » (22a)
Pv,x|s

where for any py x|s: S = P(V x X),

Reny (pyxis) S min{I(V:Y)=1(V3 2), I(V3Y)=1(V; S)},
(22b)

3Weak-secrecy refers to a vanishing normalized information leakage
%I (M;Z), where M is a uniformly distributed confidential message.

{\I(T; Y)—max {I(T; Z), [(W; ) }|+1(W; 51)},



and the mutual information terms are with respect to
PSPV, x|sPy,z|x,s» i-€., such that V — (X, S) — (Y, Z) forms
a Markov Chain.

The code construction that achieves Rcyy combines GP
coding and wiretap coding. A single-layered codebook is
employed, in which the bins are large enough to simulta-
neously facilitate correlating the transmission with the state
and confusing the eavesdropper. This construction is evident
from the structure of the achievability formula by rewriting

Renv (pv,x|s) as
Renv (pvxis) = 1(V;Y) —max {I(V; Z), 1(V; S)} (23)

The later work [5] studied a SD-WTC driven by a pair of
pairwise i.i.d. state sequences (S,S1) ~ p% g (the channel
transition matrix is py 71X, 8, s,)- The encoder has non-causal
access to S, while the legitimate receiver has S;. As explained
in Remark 1, h~owever, this instance is a special case of [4] by
taking Y = (Y, .51) and setting py, z|x s = P(¥.81).2|X,8 =
Ps1|SPY, 2|X,8,8, - The achievability of Rcny is recovered from
Theorem 1 (and from Rpgr or Ra) by setting U = 0.

Remark 7 (Suboptimality of [4]) In [6], Chia and El
Gamal showed that Rcnpy is suboptimal in general. Specifi-
cally, [6] studied a SD-WTC with causal encoder CSI and full
decoder CSI. Their coding scheme generated a cryptographic
key from the state sequence, which is in turn used to one-time
pad a part of the confidential message. The other part of the
message is protected via wiretap coding. Despite the causality
restriction, this strategy was shown to achieve strictly higher
rates than the one from [4] for certain classes of SD-WTCs.

C. Tight SS-Capacity Results

1) Reversely Less Noisy SD-WTC with Full Encoder and
Noisy Decoder and Eavesdropper CSI: Let S1,Sy be fi-
nite sets and consider a SD-WTC py, 7 ¢ with non-causal
encoder CSI, where Y = (Y, S1), 7 = (Z,53) and
PS1,5,,v,2|X,5 = Ps;,5,|sPy,z|x- Evidently, pgs, s, v, zx s
decomposes into a product of two WTCs, one independent
of the state, and the other depends only on it. The legitimate
receiver (respectively, the eavesdropper) observes both Y
(respectively, Z) from p?c 71X and S; (respectively, S3). The
latter is S passed through (the marginal of) pgh RS

We characterize the SS-capacity of this setting when py, 7 x
is reversely less noisy, i.e., when I(U;Y) < I(U; Z), for every
random variable U with U — X — (Y, Z). After submitting
this paper, we became aware of an independent derivation of
this result under an average error probability and the weak-
secrecy metric [10]. That work derived an achievable rate
region based on secret key agreement for the WTC with
generalized feedback. Although being different from the setup
considered herein, both capture the less noisy SD-WTC as a
special case.* Both achievability results (our Theorem 1 and
[10, Theorem 1]) are tight for this instance.

4In fact, this is true for the slightly more general setup of the WTC with
correlated sources [8].

To state the result, let A, B be finite sets, and for any px €
P(X), pajs : S — P(A) and pgj4 : A — P(B) define

Rrun (Px,Pa|s:PE|A)
2 min { I(4; $1| B) = I(4; 82| B), I(X;Y) — I(4; S|$1) }
(24)

where the mutual information terms are with respect to
PSPA|SPB|APX DS, ,S.|SPY, 7| x> 1-€., where (X,Y,Z) is in-
dependent of (S,S57,52,4,B) and A — S — (51,52) and
B—A— (S, S1,S2) form Markov chains (on top of the Markov
relations induced by the channels).

Corollary 1 (Reversely Less Noisy SD-WTC SS-Capacity)
The SS-capacity of the reversely less noisy WITC with full
encoder and noisy decoder and eavesdropper CSI is

max
PXx,PA|S:PB|A

Rein (pxspajs:pea) - (25)

Crin =
A proof of Corollary 1, where the direct part is derived from
Theorem 1, is given in Appendix E. Instead, one can establish
achievability of (25) via an explicit coding scheme based
on key agreement through multiple blocks and one-time pad
operations. To gain insight, an outline of the scheme for the
case where So = 0 is given Below. It shows that in the absence
of correlated observations with S at the eavesdropper’s site,
one may design a secure transmission strategy over a single
block. Notwithstanding, a single block coding scheme is
feasible even when S is not a constant, via the superposition
code from the proof of Theorem 1.

Explicit Achievability for Corollary 1: Observe that when
So = 0, setting B = 0 in (25) is optimal. The resulting rate
Rrun (px,pags) 2 min {1(4;81), 1(X; Y) = 1(4; 5|81 },

for any fixed px and p4|s as before, is achieved as follows: 3

i) Generate 2"%4 a-codewords as i.i.d. samples from p}.

ii) Partition the set of a-codewords into 2"/%®n equal sized
bins. Label each a-codeword as a(b, k), where b € [1 :
2nFen] and k € [1: 2n(Ra—Ren)],

iii) Generate a point-to-point codebook that comprises
27+ Ren) codewords x(m,b), where m € M, and
be [1:2nfen] drawn from to p’y.

iv) Upon observing s € S", the encoder searches the a-
codebook for an a-codeword that is jointly-typical with
s, with respect to psp4|s. Such a codeword is found with
high probability if

Ra > I(4A;95). (26)

Let (bk) € [1 : 2nfen] x [1 : 2n(Ra=Rew)] be the
indices of the selected a-codeword. To sent the message
m € M,, the encoder one-time-pads m with & to get
m=mdk € M, and transmits x(r, b) over the WTC.
The one-time pad operation requires

R < Rj — Rgin. (27

A reminiscent coding scheme was employed in [25] for the purpose of
key generation (rather than secret message transmission) over the SD-WTC
with non-causal encoder CSI.



v) The legitimate receiver first decodes the xz-codeword
using y. Reliable decoding requires the total number of
x-codewords to be less than the capacity py|x, i.e.,

R+ Rgin < I(X;Y). (28)

Denoting the decoded indices by (ﬁl,i)) € M, x [1 :
Q”RB‘"] , the decoder then uses the noisy state observation
s; € ST to isolate the exact a-codeword from the b-th
bin. Namely, it searches for a unique index ke [1 :
2”(RA*RBi")], such that (a(l;, I%),sl) are jointly-typical
with respect to pa s, (the marginal of psps, |spajs)- The
probability of error in doing so is arbitrarily small with
the blocklength, provided that

Ra — Rein < I(A; S)). (29)

Having decoded (mn, b) and k, the decoder declares 1 £
m @ k as the decoded message.
vi) For the eavesdropper, note that although it has the correct
(m, b) (due to the less noisy condition), it cannot decode
k since it has no observation that is correlated with A, S
or S;. Security of the protocol, therefore, follows by the
security of the one-time pad.
Putting the above bounds together establishes the achiev-
ability of Rrin (px,pA‘S).

vii)

2) Semi-Deterministic SD-WTC with Non-Causal Encoder
CSI: Another observation is that Rp from Theorem 1 is tight
when the main channel is deterministic, i.e., when py, z|x,s =

ﬂ{Y:y(X,S)}pZIX’S’ for some function y : S x X — Y. In

fact, the achievability results from [4], [5] are sufficient to
attain optimality in this case. We state this secrecy-capacity
result merely because, to the best of our knowledge, it was
not explicitly stated before.

Corollary 2 (Semi-Deterministic SD-WTCM SS-Capacity)
The SS-capacity of the semi-deterministic SD-WTC with non-
causal encoder CSI is

Csemi-pet = maxmin { H(Y|2), H(Y]5)},

Px|s

(30)

where the entropy terms are calculated with respect to
pspx|s1{yzy(x7s)}pz|x,s.

The achievability of Csemi_pet follows by setting U = 0
and V =Y (a valid choice for deterministic channels) in
Theorem 1. The converse follows by standard techniques —
see Appendix F.

Note that the SS-capacity is unaffected by whether or not the
eavesdropper’s channel is deterministic. Letting Z = z(X, 5),
for some z : S x X — Z does not changes the result of
Corollary 2.

V. PROOF OF THEOREM 1
Fix € > 0 and a conditional PMF pyy x5 : S — P(U x
V x X)), for which the induced single-letter distribution

p= DPSPU,V,Xx|SPY,Z|X,S 3D

satisfies I(U;Y) — I(U;S) > 0. Assume that R <
Ra (pu,v,x|s) and for any n € N, let M ~ p%l be a
uniformly distributed message. We first prove the existence of
codes with an arbitrarily small average error probability and a
vanishing strong secrecy metric.5 The expurgation method is
then used to upgrade reliability to a vanishing maximal error
probability and upgrade strong secrecy to SS.

Codebook C,,: We use a superposition codebook that en-
codes the confidential message in its outer layer. The codebook
is drawn independently of the state sequence S, but with
sufficient redundancy to correlate the transmission with it.

Let I and J be independent uniform random variables over
Z, £ [1: 2] and 7, £ [1 : 2"F2], respectively.” Let
cim & {U(i)},.,, bearandom inner layer codebook — a set
of random vectors of length n that are i.i.d. according to pg.
A realization of ngn) is denoted by C((]") = {u(i)}iezn'

For the outer layer codebook, fix C[(Jn) and for every ¢ € Z,,
let W) & {V(i,j, m)}(j’m)ej.an.n be a collection of
ii.d. random vectors of length n with distribution p(}lU:u(i).
A random outer layer codebook (with respect to an inner code-
book €y is €\ 2 {1 (i)} ,cz, - A realization of c(m (i),
fori € Z,, is denoted by C‘(/") (i) £ {v(i,], m)}(j,m)ejann,
while C‘(/") denotes a realization of C§/" . A random su-
perposition codebook is C,, £ {Cgl), Cgf) } while C,, =

{Cl(]"%C‘(," Il denotes a fixed codebook.

Let €, be the set of all possible outcomes of C,,. The above
construction induces a PMF p € P(&,,) over the codebook
ensemble. For every C,, € €,,, we have

pe) =TI T st (vGim)|uG).
i€y i,9,m
eIn(QijanMm
(32)

The encoder and decoder, for a fixed superposition codebook
C, € ¢, are described next.

Encoder fc_: We utilize the likelihood-encoder [12], which
enables to approximate the induced joint distribution by a
simpler distribution used for the analysis.

To send m € M,, upon observing s € S", the encoder
randomly chooses (i, j) € Z,, X J,, according to

N pg‘U’v (s‘u(i),v(i,j, m))

PC (i jim,s) =
gl ) D5 )ETn X T pg\U,v(S|u(i/)vV<i/’j'vm)) ’
(33)
where pgy,1 is a conditional marginal distribution of p from
(31). The channel input sequence is then generated by feeding
the chosen u- and v-codewords along with the state sequence
into a discrete and memoryless channel (DMC) px v,v,s i.€.,
it is a sample of X ~ PX|U=u(i),V=v(i,j,m),S=s"
Accordingly, the (stochastic) encoding function f¢, : M,, x
S — P(X") is

fe, (x|m,s)

6Strong secrecy refers to I(M;Z) — 0 with the blocklength, where M is
uniformly distributed.

"For simplicity of notation we assume that 277, 271 and 2772 are
integers.



Z .7’ )7 )7
(34

Z pen) (4,7|m, S)pX|UVS(X‘
(4,5)ELn X Tn

for all (m,s,x) € M,, x " x X"

Decoder ¢c¢,,: Define three decoding functions:

1) ¢e, : V' — Mn which is the actual decoder of the

message m.

2) ¢y 1, where 7, £ T,, U {e}.

3) wé‘i) V" — T, where J,, £ 7, U {e}.
Here, e is the same error symbol from the definition of Mn,
which is assumed e ¢ M,,UZ,UJ,. The role of ngt) and wé‘i)
is to decode the indices I and .J, respectively. These functions
will be used in the reliability analysis. Although, there is
no reliability requirement on (I, .J), the subsequently chosen
codebook rates enable their decoding with high probability.

Upon observing y € V", the decoder searches for a unique
triple (%,j’,m) €T, x I, x M,, such that

(ud)? V(& 57 m)7 y) € tn(pU,V,Y)'
i’) (y) = i and

If a unique triple is found, then ¢¢, (y) = m, wé
w& (y) = J: otherwise, éc, (v) = v (y) = v¢) (v) = e

The triple (M, fe,.¢c, ), defined with respect to the
codebook C,, is an (n, R)-code c¢,. The joint distribution
PCn) over M, x 8™ X Ty X T XU XV X X X Y X 2" x M,
induced by C,, is

(35)

P(C") (S’ m7 i?j’ u? V? X? y’ z? m)

n 1 > T
= PO T PO IS dafvmvioon)
X p}\U,v,s(Xhl) v, S)p?z‘x,s(y, z|x, S)ﬂ{%n(y):m}'
(36)
Approximating Distribution: We next show that P(¢») is

close in total variation to another distribution Q(“»), which we
use for the reliability and security analyses. Let

Q) (m i,
= M 1Zn ]| 7] {u=u() }n{v=v(ijm) }PSILV
X p?{\U,v,s(xmvVvs)p?z‘x,s(y’Z‘Xv S)]l{¢c (y):m}'

(37)

J7u7v7s7x7y7z’m)

(s|u,v)

For simplicity of notatlon we sometimes abbreviate

(Cn) (Cn)
PS,M,I,J,U,V,X,Y,Z,M and QM,I,J U,V,S,X,Y,Z,M as P

and Q("), respectively. The following lemma states sufficient
conditions for the expected value of the total variation between
P(©) and Q(“») to converge exponentially fast to zero.

Lemma 2 (Sufficient Conditions for Approximation) If
(R1, Ry) € RY sarisfy

Ry > I(U; S)
Ry + Ry > I(U,V; 5),

(38a)
(38b)

then there exist o > 0, such that for any n large enough

< e—na

’TV - (39)

]E#H P _ Cn)

The proof of Lemma 2 relies Lemmas 4 and 5 from
Appendix A (see Appendix G for details). Lemma 2 is key
in analyzing the performance of the proposed code.

Average Error Probability Analysis: For the reliability
part, we first show that the average error probability can be
made arbitrarily small. At the last step of this proof, the
codebook is expurgated to attain a vanishing maximal error
probability (in accordance with Definition 4). The main idea
here is to use Lemma 2 to move away from analyzing the
error probability under P(¢») to an analysis with respect to
Q(©»). Analyzing the latter involves only standard typicality
arguments.

The average error of a code c,, with an underlying super-
position codebook C,,, is

1
] 2. enlen)

" omeM,,

ea(Cp) = =Ppe.) (M # M), (40)

where the subscript P(°») on the RHS indicates that the
probability measure is induced by P(C») from (36).

We first show that a sufficient condition for the RHS of
(40) to be arbitrarily small is that the average error probability
induced by the Q) PMF, i.e., P,y (M # M), is small.
Recall the following property of total variation (see, e.g., [12,
Property (b)]). Let u,v be two probability measures on a
(X,F)and g : X — R be a non-negative measurable function

bounded by b € R. It holds that
Eug = Eugl < b || —v||5y- (41

For every n € N, define go, : M, x M, — R, as
ge, (m,m) = l¢p 2y, and note that

Epen ge, (M, M) =Pp,, (M # M) (42a)
Egcenr g, (M, M) = Py, (M # M). (42b)
For any C,, we thus have
[Priear (N # M) = Poie (N # M)|
(Cn) (C )
HPMM MMHTV
2P — Q|| . w3

where (a) is because pr — qX||-|-V < HPX,Y - quyHTV’
for any pxy.,qxy € P(X x Y) with marginals px and
qx., respectively. Taking an expectation over the codebook
ensemble, we have

EuPqen (M # M) — E,||P€
<E,Ppec (M # M)
< E#PQ(CW) (M 7é M) + E#‘ ‘p(C,L) — Q(C”)

TV

Lemma 2 states that E,|[P(Cn) — Q(Cn) ’ can be made
arbitrarily small with n, prov1ded that (38) are satisfied. To
show that the expected average error probability under Q(¢+)
also converges to 0 with n, consider the following arguments.
For any codebook C,, € ¢,, and (g, 7, m) € Ly X Tpn X My,



. (@
E,Pocn (M # M) < E,Poicn ((
®)

ML J) # (M.1,))
M
(©

E/LPQ(Cn) 5(1,1,1,(:
i#1

(7,m)#(L.1)

uslJed

Py

+ > P

(7,:m)#(1.1)

n n
Py, v XPyu

< EPoen (M,1,0) # (1,1, 1)‘(M, 1,J)=(1,1,1))

1,1,C,)

) ) )

(i, j,m, Cy)

U &a,jmCy)pu U

(4,5,m)#(1,1,1)

v ((va’Y) € 7En(pU,V,Y)) +ZP1)Z)V><;D{‘, ((UaVaY) € 7;n(pU,v,Y))

i#1

Py

(U V. Y) € T (o))

Ps

LD

(i.3,m)#(1,1,1)

e (V.)€ T01),

Py
(48)

define the event

5(2757 ’ﬁ% Cn) = { (Ll(;), V(ajv m)v Y) S 7;n(pU,V,Y)}7
(45)
where Y ~ p’;‘U:u )V =v(ijm) is the receiver’s observation

i,7,7m) are sent over the effective DMC

when (7, 7,
wa,v(y\uyv) = Z PS\U7V(S|U7U)px|s7U7v($|57u,U)
(s,2,2)ESXXXZ

X pY,Z\X,S(Z%Z\%S),
(46)

where  V(u,v,y) € UxVxY. The PMF py v,y with respect
to which we define the letter-typical set in (45) is a marginal
of p from (31).

To bound the expected average error probability under
Q)| for each C, € €,, we extend Q) to the space
Mo XS XLy X T XU X VX XX Y X 27X Moy X Ly X T

Q(Cn)(ma Z.7j7 u,v,s,X,y,z, Th, %’ '})

:Q(C”)(m,i,j7u7v,S,X,y,z7m {w(f)

thus allowing us to account for errors in decoding / and .J.
We have (48) at the top of this page, where:

(a) is because the probability of error in decoding M is upper
bounded by that of decoding (I, .J, M);

(b) follows by the symmetry of the code under Q(¢») with
respect to (¢,7,m);

(c) is the definition of the decoding rules ¢¢,,, z/)éi) and wéi);
(d) uses the union bound and takes the expectation over the

{5}
S

ensemble of codebooks.
By the law of large numbers P, — 0 as n — oo, while P,
P5 and P, also converge to 0 as n grows if
R+ Ry < I(V;Y|U)

R+ R+ R < I(U,V;Y).

(49a)
(49b)

Specifically, (49a) implies that P3 — 0 as n — oo, while
(49b) ensures that both P, — 0 and Py — 0 as n — oco. A
sufficient condition for the former is

Ry < I(U,V;Y). (50)

However, (50) is redundant having (49b). Concluding, so long
as (38) and (49) both hold, we have

E,eq.(Cp) — 0. (51)

Security Analysis: The security analysis shows that under
proper conditions the induced conditional distribution of Z
given (M, U) approximates the product distribution Py To
demonstrate this, we once again rely on the approximation of
P(€) through Q(¢+). It is first shown that if strong secrecy
is achieved under Q(C"), then it is also achieved under P(Cn),
Strong secrecy is then upgraded to SS through expurgation.
Having that, it remains to show that security is attainable under
Q(€"). The following lemma justifies that strong secrecy under
Q©~) implies strong secrecy under P(C).

Lemma 3 (SS via Approximating Distribution) Let C,, <
&, be a superposition codebook for which there exists a



B1 > 0, such that for all sufficiently large n

< e "B

(Cn)
HPM*Z N TV

MZ (52)

Then, there exists a By > 0, such that for any n large enough
(possibly larger than the n needed for (52) to be valid)

’IPW (M;2) — Iyen (M; Z)‘ <e B (53)

The proof of Lemma 3 is relegated to Appendix H. As
subsequently shown, the existence of a codebook C, that

satisfies (52) follows by Lemma 2. For such a C,,, we have
Ipen) (M;Z) < I, (M;Z) 4 e P2, (54)

for n sufficiently large.

With that in mind, we focus on the mutual information term
from the RHS of (54). For any C,, € €,,, we have

Iogen (M;Z) < I (M;1,U, Z)

Y Ioen (M; Z]1,U)
- D(ngcfnz)u UHpMn (ZC|I)U Q(C ))
b) D<QZ|JWI UHQ(ZCﬁ,)U‘ (U) (C )>

(C) ( ‘pM)QI )

where (a) is because M and (I ,U) are independent under
Q(C"), (b) is by the relative entropy chain rule and because

(55)

Qg\cﬁl) U= ps\[/]l) , while (c) follows from
(Cn) | (U) ~(Cn)
(QmMzuHQmIU P, LU)
_ (U) ~(Cn)
=D (QZ|M 1,U U )
00| ) 9

and the non-negativity or relative entropy. The inequality from
(55) is true for any py : U — P(Z); we chose py i as the
conditional marginal p from (31).

Recall that Qch) = p(IU)]l U:u(I)}

tion over the codebook ensemble on both sides of (55):

E IQ(cn) (M Z)

and take an expecta-

) (Cn)
<E D(QZ|MI U ’pMnXInQU\I )
(a) (Cn)
) D( QU\I:I)

Cn Cn .
DRITILIC VN T
uEM?L

= Z E ]l Q Cn)

- 1 H{u=u } ZIM=1,T=1U—u| [PZ|U=u
uelm

(b)
Xu: ]EC(") C(n)c(n){ {U(l)_u}
ucl™

(QZ\M 1,I=1,U=u leU—u)

c;;w}]

(57)

where (a) is by symmetry, while (b) is the law of total
expectation. In step (b) above we switched from the notation
E,, that emphasizes the distribution of the random codebook

C, = {C[(J"),Cgl )}, to a notation that states the random
variables themselves (and their possible conditioning).

The inner (conditional) expectation from the RHS of (57)
is evaluated next. We present an argument for decorrelating
the relative entropy inside the expectation and the inner layer
random codebook ngn). This enables removing the condition-
ing from the inner expectation, which simplifies the term and
adjusts it to the framework of the SCL from [26, Corollary
VIL5]. Applying this SCL, in turn, implies strong secrecy.

C(")

Fix u € U™, an inner layer codebook Cgl ) = v » and

consider the quantity

E ) cm_nmq 1
e L.

(Cn) (n) _
X D<QZ\M:1,I:1,U:u(1 szw u(l)) Cy

=c }
(58)

For each u € U™, let C"(u) {V(mj)}jej be a
collection of i.i.d. random vectors of length n, each distributed
according to p@\U:u independently of C,. The collection

¢ 2 {Pwf
A(E) =

is distributed according to

H H P (¥

ueU” jeJ,

(u,j)|u), (59)

(rb)

where, as before, Cy, {V u,j } e is an outcome of

Cgf )(u). For each u € L{" define a conditional PMF

5 1 .
) vz 2 ot b (ay). 60
n 3

Let C{V(1,1) £

outer layer codewords from the codebook C%}I )(1) that cor-
respond to m = 1. Note that the random distribution
Q(Zﬁ’;v)lzl I=1,U—u(1) 1§ @ function of Cg}l)(l, 1) only. Further-

C~(") (u(1)), the distributions

{V(l,j,l)}jejn be the collection of

more, whenever C‘(/")(l, 1) =

o
and H( (v )) are equal as PMFs on Z™.
)(1, 1) coincides with

that of Cgl) (u(l)) , we may rewrite the conditional expectation
from (58) as

QZ\M 1,7=1,U=u(1)
Since the set of possible outcomes of Ci,”

(Cn)
x D(QZM{:I,I:l,U:u(l)"p%\U:u(l))

= c}}”}
_ (€5)
- ﬂ{u:u(l)}EﬂD(qu‘}:u

This follows by the independence between p and fi. Inserting
(61) into the RHS of (57), we obtain

E#IQ(CW) (M, Z)

(61)

p%|U:u) .



<> Ece IL{U(1)=u}
ucln
Cn n
X Eci/n)lcgjn)D(Q(Z“\/}:LI:LU:LI p%|U:u) ng)‘|
=) Em|l ]E~D(H(é$l)) Y )
= i | Humy=u} 0 Z|U=u||PZ|U=u
ucln
(@) 0 ey
= Z QU(u)EﬁD< Z|U=u pZW—U)
eu’n,
(®) nrr G
2 EaD (e s |[ptr2) (62)

where (a) is because U(1) ~ ¢f}, while (b) uses the relative
entropy chain rule. The RHS of (62) falls within the framework
of [26, Corollary VIIL.5] and it converges exponentially fast to
zero as n — oo, provided®

Ry > I(V; Z|U). (63)

Code Extraction: Summarizing the results up to this
point, we have that so long as (38), (49) and (63) hold,
E,eq(Cr) —— 0 and, for sufficiently large n,

n—roo
—ny

]EHIQ(C,,L) (M; Z) <e (64)

for some 4 > 0 independent of n.
The Selection Lemma from [27, Lemma 5] implies the
existence of a sequence of superposition codebooks {Cn}n N

(giving rise to a sequence of (n,R)-codes {C”}nEN)’ for
which

eq(Cn) ——0 (65a)

Igen (M;Z) <e ™, (65b)

where (65b) holds for n large enough and some ~ > 0.
Through the relation from (54), we further deduce that there
exists 6 > 0 such that for sufficiently large n

Ipeny (M;Z) < e ™. (66)

It is left to upgrade the vanishing average error probability
and strong secrecy metric to a vanishing maximal error prob-
ability and SS. This is done by expurgating the superposition
codebook [21, Theorem 7.7.1] (see also [28]). Let n be
sufficiently large, so that

~ €
ea(Cp) = > Ppen (M #m|M =m) < 3
n meM,,
(67a)
1 Cn Cn €
Tpien (M 2) = - D(PélM):mHPé )) <<
" meM,,
(67b)

The fraction of messages that induce an error probability
greater than e is less than . Similarly, the fraction of messages

8The original statement from [26, Corollary VIL.5] deals with total variation
rather than with relative entropy. Nonetheless, the result applies here as well
due to Lemma 1. Namely, because over finite probability spaces an exponential
decay of total variation implies an exponential decay of the corresponding
relative entropy.

with relative entropy greater than € is less than % Therefore,
the fraction of offending messages is less than % By removing
them one obtains a new sequence of codes that is {C,*L}

such that for every large enough n

neN’

miac Ppcs) (M #m|M = m) <e (68a)
me
(c (9]
max D(Psiton| [P ) < (680)
The rate of the n-th code in the new sequence {Cy} . is

R— @, and the loss is negligible for large n.

(68a) is the small maximal error probability requirement
from (13a). It remains to show that (68b) implies SS. Recall
that P(¢») is induced by a uniformly distributed message, i.e.,
PC) = p(MUl For any ¢ € P(M,,), let P(C2:9) be the induced
probability distribution when M ~ ¢. Namely, P(Cn9 is given
by (36), but with ¢(m) instead of \Milnl For any ¢ € P(M,,),
consider the following:

Ipees.a)(M;Z)

Ccr, Cr,
= > qlm )D(Péu@zq)m Py Q))
mEMn
(a) Cha c Ch c
oS q(m)[o( [P N P ))}
meM,,
<
< > alm) max O(PyH,||PE)
meM.,
®) ) )
= max (P ||FE™)
<e, (69)

where (a) follows by a similar reasoning as step (c) in the

derivation of (55) (see (56)), while (b) is because pé‘ﬂq)m =
(c)

Py ity for any ¢ € P(M,). Maximizing both sides of
(69) over all ¢ € P(M,,) establishes the SS requirement from
(13b).

Finally, we apply Fourier-Motzkin Elimination on (38), (49)
and (63), to eliminate R; and Rs. Doing so shows that
any R < Ra (pv,v,x|s) is achievable. Maximizing over all
pU,v,x|s establishes Theorem 1.

Remark 8 (Alternative Security Analysis) The security
analysis shows that under the conditions (38) and (63),
the induced conditional distribution of Z given U and M
approximates a product measure p’ZL‘U, on average over the
messages. Since the inner layer codebook (encoded by U)
carries no confidential information, this implies a vanishing
information leakage. An alternative approach to establish this
is to make the induced conditional distribution of Z given M
(without the conditioning on U) be a good proxy of p%,. This
also implies security because

|/\/11\ Z D(P(

The SCL for superposition codebooks implies that the RHS of
(70) decays exponentially fast to O, provided that

R1>I(U;Z)

Tpe (M; Z) < p%).  (0)

(71a)



Ri+ Ry > I(U,V; 2). (71b)

Replacing (63) with (71) and combining it with (38) and (49),
achieves any R with

R < Ra (puv,x|s)
2 min {I(U, V.Y) - I(U,V; 2)

I(VIYIU)I(U,V3Y) = IO V3 8) ). (72)

Seemingly, the best secrecy rates our scheme achieves is the
maximum between the RHS of (72) and Ra (pva’ X S) from
(14). However, a closer examination of Ra (pU’V_, X| S) reveals
that when optimizing over all pyy x|s, Ra (pU7V7 X‘S) is
actually redundant. To see this, notice that for any py v, x|s
with Ra (puv.x|s) > Ba (puv.x|s). taking P,v,x|s With
U=0V= (U, V), and Px|s,0,7 = PX|s,u,v, where the
subscript p in the definition of V denotes that the random
variables are distributed according to p, gives

Ra(pg. %)
— min {I(U, VY~ I(U,V; 2), [(U,V;Y) — I(U,V; S)}

> Ra (PU,V,X|S) .

This implies that Ra is at least as high as the maximal
Ra (pu,v,xs)-

Remark 9 (SS via Strong Soft-Covering) The above proof
establishes SS via expurgation. The random coding argu-
ment first produces a sequence of codes that attain strong
secrecy. Then, the messages with the highest information
leakage are eliminated to obtain SS. Another approach is to
derive SS directly from the random coding argument using
a pair of strong SCLs. Namely, using Lemma 4 one can
show that the probability that the the approximation from
(39) fails is doubly-exponentially small. Having that, the
heterogeneous strong SCL from [29, Lemma 1] further implies
that PéTXZ):m,U is close in total variation to p’ZL‘ > for each
m € M, (rather than on average as above). The continuity
of mutual information over discrete probability spaces with
respect to total variation would then imply SS with (doubly-
exponentially) high probability, with respect to the random
coding ensemble. Although this approach is not necessary
here, we note it because it applies in various scenarios where
the expurgation argument fails. Such scenarios include com-
pound or arbitrarily varying settings, as well as cases where
instead of (or in addition to) a secret message transmission,
the legitimate parties aim to agree upon a semantically secured
secret key. A key is typically required to be approximately
uniform; however, expurgation can alter the distribution of
the key. Strong soft-covering arguments enable SS proofs in
all these aforementioned instances (see [24], [27], [29]).

VI. SUMMARY AND CONCLUDING REMARKS
We studied SD-WTCs with non-causal encoder CSI. A
novel lower bound on the SS-capacity was derived. Our coding
scheme is based on a superposition codebook, which encodes
the confidential message in the outer layer. The codebook

I Inner Codebook u(l)
R
B W~ pE)
Pw\u,v
; Outer Codebook A% (I ,J )
_— B&/ﬂ): {BE/")(I)}

Fig. 2. Superposition soft-covering setup with the goal of making P‘(,g") =~
Py > where By, = {Bgl), Bg/n)} is a fixed superposition codebook.

has sufficient redundancy to facilitate correlating both layers
and the transmission with the observed state sequence. The
correlation is attained using the likelihood encoder [12]. SS
is ensured via distribution approximation arguments and the
expurgation technique. The structure of the rate bounds for
secrecy implies that the eavesdropper can decode the inner
layer codeword. Since no confidential information is encoded
in the inner layer, this doesn’t compromise security. The gain
from doing so is that decoding the inner layer exhausts the
eavesdropper’s channel resources. Consequently, this prevents
him from inferring any information on the outer layer, which
contains the confidential message.

Our result was compared to several previous achievability
bounds from the literature. Notably, a comparison to the best
past achievable scheme for the SD-WTC with non-causal
encoder CSI from [11] revealed that our scheme not only
captures it as a special case, but also strictly outperforms it in
some cases. We further showed that our scheme achieve the
SS-capacity of the reversely less noisy SD-WTC and the semi-
deterministic SD-WTD, where Y = y(X, S) is the legitimate
receiver’s observation. The latter can also be retrieved from
[11], and even from the simpler achievable regions of [4], [5].

APPENDIX A
SOFT-COVERING LEMMAS

A. Strong Soft-Covering Lemma for Superposition Codes

The SS analysis for the SD-WTC with non-causal encoder
CSI relies on a SCL for superposition codes. Here, we give
a strong version of this lemma (in the spirit of [27], [29]).
The proof of Theorem 1 only uses a classic soft-covering
statement (i.e., convergence in expectation). We present the
stronger version for two reasons. First, the SS derivation in
the proof of Theorem 1 can be preformed directly using the
stronger version. Second, we believe that the sharp claim of
Lemma 4 could prove useful for other research problems.

The setup is illustrated in Fig. 2, where inner and outer
layer codewords are uniformly chosen and passed through a
DMC to produce an output sequence. The induced distribution
of the output should be asymptotically indistinguishable from
a product measure. The approximation is in terms of relative
entropy, which is shown to converge to 0 exponentially quickly
with high probability. The negligible probability is doubly-
exponentially small with the blocklength n.

Fix pyv,w € P(UxV xW) and let I and J be independent
and uniformly distributed over Z, £ [1 : Q”Rl} and J, £



[1:2"82], respectively. Let B £ {U(i)},., bearandom
inner layer codebook — a set of random vectors of length n

that are i.i.d. according to pf;. A realization of Bgl) is denoted
by Bgl) £ {u(z’)}ieln.

For the outer layer codebook, fix B[(J" ), and for every i € Z,,,
let Bg}l) (i) & {V(i’j)}jejn be a collection of i.i.d. random
vectors of length n with distribution PV iu=u() A random
outer layer codebook (with respect to an inner codebook

BTy is BV £ {B&}l)(z)} . An outcome of B{" (i), for

€T,
i € I, is denoted by B‘(/") (i) = {v(i,], m)}jej . We also use

B‘(/” ) to denote an outcome of Bg}l )

. A random superposition
codebook B, = {Bgl), Bg/”)}, while B, = {B[(}L),Bgl)}
denotes a fixed codebook.

Letting ®B,, be the set of all possible outcomes of B,,, the

above construction induces a distribution x € P(B,,) over the
codebook ensemble. For every B5,, € B,,, we have

vB) = [I @) TI  pbw(vii)|ud).

i€y (i.4) €Zu x T
(73)

For a fixed superposition code B3,,, the output sequence W
is generated by independently drawing I and J from Z,, and
Jn, respectively, and feeding u(7) and v (i, ) into the DMC
p’VLV‘U v+ The induced distribution on Z,, X J, XU™ x V™ x YW"
by P(Br) is?

P(B”) (7’7 j’ u? V7 W)

— 9—n(i+R2)q 1 . (74

{u:u(i)}ﬂ{v:v(i,j)}pW‘UaV(w|u7v) ( )

Accordingly, the induced output distribution is

>

(4,9) €L X Tn

P(Bn) (W) — 2—7L(R] +R2)

(75)
We also set

P(By.i,j,u,v,w) £ p(B,)PE) (i, j,u,v,w),  (76)

and denote by P £ Pp the probability measure induced by
P. This notation is used in the remainder of this section and
in the proof of the following strong SCL. When switching to
other probability measures, we do so in accordance with the
notation defined in Section II.

Lemma 4 (Strong Superposition SCL) For any pyv,w,
where |W| < oo, and (R1, Rs) € R2 with

Ry > I(U; W) (77a)
Ri+ Ro > I(U, V; W), (77b)

there exist vy1,v2 > 0, such that for n large enough
P, <D<P‘(,S") Piy) > e—ml) <e ™ 1)

9To simplify notation, from here on we assume that quantities of the
form 2" where n € N and R € R4, are integers. Otherwise, simple
modifications of some of the subsequent expressions using floor operations
are required.

Pwiu,v (W‘u(i% v (i,5))-

The proof of the lemma is relegated to Appendix B, where
exact exponents is found.

B. Strong Soft-Covering Implies Classic Soft-Covering

The strong superposition SCL stated above implies the
convergence to zero of the corresponding expected value [27,
Lemma 2]. The expected value result is used for SS analysis
in the proof of Theorem 1. For completeness, we next restate
Lemma 2 from [27]; the proof is omitted.

Lemma 5 (Stronger than Classic Soft-Covering) Under
the framework of Lemma 4, let 1,72 > 0 be such that (78)
holds for n large enough. Then, for every such n we have

ED(PG"

1 ny
p%) <e ™ +nlog <) e, (79
ww
where iy = Miny,cgupp(py ) Pw (w) > 0.

APPENDIX B
PROOF OF LEMMA 4
We state the proof in terms of arbitrary distributions (not
necessarily discrete). When needed, we will specialize to the
case where W is finite. For any fixed superposition codebook
B,,, denote the Radon-Nikodym derivative of the induced
distribution with respect to py;, by

dpP{E )
W).
dpyy,

In the discrete case, A, is a ratio of PMFs. Accordingly, the
relative entropy of interest, which is a function of 5,,, is

p%) - / AP 10g A, .

To describe the jointly-typical set over u-, v- and w-
sequences, we first define information density i, , = U X
W — Ry and dpy, o U XV X W = Ry as

Ag,(w) £

(80)

D(P‘(,g") 81)

. dpw U=,
iy (1, w) 2 log (:ZJVL;W) (82a)
d =u,V=v
oy, v, w (u, v, w) £ log (pWIC[l]pWV(U))) . (82b)

In (82), the arguments of the logarithms are the Radon-
Nikodym derivatives of pyy—, and pw|y—y,v—y, respec-
tively, with respect to py . Let €1,eo > 0 be arbitrary (de-
termined later) and define A, ., as the set of all (u,v,w) €
U™ x V" x W" satisfying

1.
ﬁng’w(u,w) <I(U;W)+ e

1

Sipg v (W VW) <T(U VW) + €. (83)

Note that
i (W) = (g, wy) (84a)
t=1
Z.I’Z,V,W(u’v’vv) = Zipu,v,w(utvvt7wt)7 (84b)

t=1



[ar o= [ are,

= (Rt N ((u(i),v(i,j, m), W) ¢ Ac, ,|U = (i), V = v(i,j)). (88)
(4,J)ELn X Tn
/ APy, =27 ") N By (U6, V(00), W) ¢ A o|U=UG.V=VG.5)),  (§9)
(1,4)ELn X Tn
BBy, ., ((00), V(i) W) ¢ A [U=0(),V = V(. 7))
=Py ((U, V,W) ¢ Aﬂ@)
=Ppp <{ZipU)W(Ut,pt) > n(I(U; W) + 61)} U {ZipUYV,W(Ut, Vi,pe) > n(I(U,V; W) + €2) })
t=1 t=1
<Py (2>\ St ipyw (Uept) > 2nA(I(U;W)+61))+IEDpU . (QA Yzt yw U Verd) > QnA(I(U,V;W)Jrez)) , (90)

We split P‘(,g") into two parts using indicator functions. For
every w € W", define

Pg, 1(v) £ n(RatHa) Z Pwiu,v W|u )
(8,)ELn X Tn
1
“H (ati)wviid), )eAel o)
Pps, 2(v) £ 270N Tl (wla(i), v (i, )
(713)61 XTn
1 .
“H (a@)viid)w) gAcp b
(85)
The measures Pg, 1 and Pg, o on the space WW" are not
probability measures, but Plgm1 + P, 2 = P( ") for each
codebook B,,. For every w € W", we also deﬁne
dPg, ,
D, g(w) = =t (W), j =12, (86)
Pw

With respect to the above definitions, Lemma 6 states an
upper bound on the relative entropy of interest.

Lemma 6 For every fixed superposition codebook B,, we

have
D( p(Bn) < h (/dPB,L,l) /dPB",llogAB 1
J’_/dPanQ IOgABn,Qa

87)

where h(-) is the binary entropy function.

The proof of the lemma is omitted as it follows the same steps
as in the proof of [27, Lemma 3] (see Appendix B therein).
Based on Lemma 6, to prove Lemma 4 it suffices to show
that the probability (with respect to a random superposition
codebook) of the RHS of (87) not vanishing exponentially
fast to 0 as n — oo, is double-exponentially small.

Note that P, ; usually contains almost all of the probability
mass. That is, for fixed B,,, we have (88) at the top of this page,
which becomes (89) when the codebook is random. In (89),
the RHS is an average of exponentially many i.i.d. random
variables bounded between 0 and 1. The expected value
of each is the exponentially small probability of correlated
sequences being atypical, as seen in (90), where the last
inequality uses the union bound and holds for any A > 0.

We further bound the two terms from the RHS of (90) by
exponentially decaying functions of n as follows. For the first
term, consider:

P, (zx Eirigw Uep) > 2nA<I(U;w>+e1>)
U, v,w

(2) EP?),W
= NI (W) Fe1)

E,, 2\ 0w G\ "
= NI(T;W)+er)

(:b) 271)\(% logs Epyy [QAiPU,W (U?W)] —I(U;W)—el)

2/\ i1 tpy,w (Ut,pe)

(©) g (s (pwaw prpw)—HUW)—cr) 1)

where (a) is Markov’s inequality, (b) follows by restricting
A to be strictly positive, while (c) is the definition of Rényi
divergence of order A + 1. We use units of bits for mutual
information and Rényi divergence to coincide with the base
two expression of rate. For the second term from the RHS of
(90), we have

P,. (2)\ Sy gy (U Viope) > 2n/\(I(U,V;W)+52))
U,v,W

< gnA (dx+1 (ru,v,w aPU,VpW)_I(va?W)_EQ) ) (92)

Substituting « = A + 1 into (91)-(92) gives

E Ppgv\u v((U(Z) V(Z )aW) ¢ "451762
+ 27 nﬁfx 12

U=U(@)V=V(, j))

< 9Bl (93)



where
5921 = (o= 1)(I(U;W) + €1 — da(pu,w,pupw)), (94a)
B, = (a—1)(I(UV;W) + €2 — da(pu,v,w, puypw)),

(94b)

for every o > 1 and €1, €2 > 0, over which we may optimize.
The optimal choices of €; and e, are apparent when all bounds
of the proof are considered together (some yet to be derived).
Proceeding, fix 6, € (0, Ry — I(U;W)) and 65 € (0, Ry +
Ry — I(U,V;W)), and for any a > 1 set

(1) L(Ry = 61) + (o — 1)da(pu,w, pupw)

@ = - - I(U, VV)7
261 % +(a—1)
(95a)
G- 3(R1 + Ro — 82) + (o — 1)da(pu,v,w, pu,vpw)
s It (a—1)
_[(U,V;W). (95b)

Substituting into Ba ¢, and Ba ¢, gives

a—1

Ba 01 ﬁ(l)(l) = 2@ 1 (Rl - 51 — da(pU,W7pUpW)),
€a ;01 -
(963)
Ba ,02 £ ﬁ(2)(2)
€a 62
o —
=51 (R1 + Ry — 6o — da(pU,V,W,pU,VpW)).

(96b)

Observe that 68,251 and 6(042,232
ple, 6((11351 > 0 by the Ry — 91 > I(U; W) assumption, because
a > 1 and do(pu,w,pwpv) > di(pw,v,puvpw) = L({U; W).

The properties of Rényi divergence imply the existence of
a > 1, for which (96a) and (96b) are positive.

in (95) are nonnegative. For exam-

Lemma 7 (Strlctly Pos1t1ve Exponents) There exists an

a>1suchthatﬂj5 >0, for j =1,2.

Lemma 7 is proven in Appendix C and shows that the RHS
of (93) exponentially decays with n. To bound the probability
(with respect to a random superposition codebook) of (89) not
producing this exponential decay, we use a Chernoff bound.

Lemma 8 (Chernoff Bound) Let {Xm} be a collection
of i.i.d. random variables with X, € [0, B] and EX,, <u#
0 for all m € [1 : M]. Then, for any c with P>l

M
1 7ﬂ(£ In<-1 1)
P(MZXmZC> <o PUEREDR) T o7
m=1
Furthermore, lfﬁ € [1,2], then
]. M M 2
P (M 3 X > c> <e 3G (97m)
m=1

These bounds are proven in [27, Appendix C]. Having Lemma
8, we show that [ dPg, - is exponentially small with a prob-
ability doubly-exponentially close to 1. To do so we exploit
the fact that for any j € J,, the structure of the superposition

code implies that { (U (i), V(i,j)) },_, comprises i.i.d. pairs
of random variables. Consequently, denoting

f(u, V) £ PP;V\U,V ((u v W) §é A )@

aJl’ a,do

U=uV= v)7
(98)
we have that {f(U(i)7 V(i,j)) }ieI are i.i.d. for any j € 7,

and that

(1)
E,.f(U(i), V(i,j)) <2 "Pao 427 "5 (i, ) € Tux T

99)

For any ¢ € Ry consider now the following:

P, (/ dPg, 2 > c)

_ PM 2—n(R1+R2)

2.

(4,J)ELn X Tn

n(R1+Rz) Zf

1€L,

F(U30),V(i.j) > ¢

<P, U{

JE€EITn

i,§)) =c2” ”RZ}
<> P, (2“"4 > f(ug

V(i j)) > c) .
JE€ETn i€y

Using (97b) on each summand from the RHS of (100) with
(1) )
M =2nF, gy =27"Pan 4 97 am B=1,and £ = 2:

P, (2—"R1 > F(UG), V(i) >2 (gfnﬁfiél +27n553,22) )

€L,
—ionM (2
<e

- —50,)

(100)

1 2
)

< ep{men (101)
Inserting (101) into (100), we have
P#(/dpgn,g > 2 (2 nﬁaél + 27 nﬁ(\, 52)>
5D
<ot 4 )

for which &« > 1 can be chosen to produce a double-
exponential convergence to 0 of the RHS because for any
a > 1, we have

(1) OéRl + (O[ - 1)(61 + da(pU,W7pUpW>)
Ry = Bos, = 20 — 1

> 0.
(103)

We next treat Ag, 1(w), for w € W", and show that

it also decays expone;ltlally fast with a probability doubly-
exponentially close to 1. To simplify notation, for each w &€
W let gw : U™ X V" — R, be

de|U:u V=v
gw(u,v) = ———=——(w)1 :
w de {(uvw) cA L)@ }

Accordingly, note that

Ag, 1(w) =2 "(FitFa) §7
(.9)ELn X Tn

9w (U(9), V (i, 1))



P, (26,1 (w) > c)

=P, (270 N g0, (U(0), V(i 5)) > ¢
(’L‘,j)EInXJn

2*n(31+R2) Z

(4,3)ELn X T

<Y P27 Y 9w (U(0), V(i g) >

€Ly, JEITn

<P (D()) + P,

gw(U(i), V(i,5)) = ¢ |D(c)°

/ . 2n (1(U§W)+5£)¢11)51)

+P, [ 2700 N gy, (UG0), V(i ) 2 ¢ |D()°
(1.)ETn X Tn
W)™
<> /dPH(U(i) = “) Pu( 27 ) " 9w (U@0), V(i j)) > 2" n(1Uw)+ell, U(i)=u
zeI"uGZ/l" JE€EIn
Pl(i,u)

+P, |27 Z gl Z gw(U(@), V(i,5)) | =c Vi e Z, Di(c)° (107)
i€, JEITn
P>
APW (U —a V=V (0.5
Eu[gw (UG,Bu), V(0. )[UG) = u] =B, | =220 () U@i) = u
Pw (u V(i 7_]),W) cA (1)5 (2)5 }
«@,81’ a,dg
de\U:u

<L n — (W

e ™
gn(1WW)+el; ) (108)

_ 2—nR1 Z

i€L,

_nRz Z gw Z ])) ,

JE€ETn
(105)

where the RHS is an average of 2" i.i.d. random variables
due to the structure of the superposition codebook. Next, for
any ¢’ € R, and i € Z,, define

Di C/ _ 2—’!LR2 Zg )) >C 2 < (UQW)+EE¥1,)51)
JE€EIn
(106a)
and set
)= J Di(c) (106b)

i€ly,

Consider the upper bound in (107) at the top of the page.
on the probability that Ag ;(w) is lower bounded by a
constant ¢ € R, .To invoke the Chernoff bound from (97a)
on Pj(i,u), where ¢ € Z, and u € U", first note that
conditioned on U (i) = u, {gw (U(3), V(i,)) }jejn are i.i.d.

Furthermore, each gy (U(i), V(i,7)) is upper bounded by

2”(I(U ViWted “2) with probability 1, and has expected value
bounded as in (108). Using (97a) with M = 2"f2 ; =

. . )
”(I (UsW)+el| 51) B = "(’(Uv"’w)“azﬁz), and ¢ = ¢ - p,
for any ¢’ > —- o gives
. @
Py(iju) < e’2n(R2il(v’W‘U)+€“1’51 ”2°2)(C'(1n0’71)+1),
(109)
for all (i,u) € Z,, x U"™.

For P, we have that {2 M2 3 e ow (U(0), V(i J))} et

are i.i.d. by the codebook construction. The condmomng
on D(c)¢ implies that each random variable
27y 9w (U(0), V(i,j)), for i € Z,, is almost

surely bounded between 0 and ¢’ Qn(I(U;WHEQ 51) The
expectation of each term with respect to the codebook
is bounded above by one, which follows by removing
the indicator function from gw (U(i), V(i,5)). Setting



n M 6(1)
M=2"F =1 B=2 (I(U’W)+ Ml), and any ¢ € [1, 2]

into (97b), gives
n(Rl _I(U;W)_efxl,)rh ) (e—1)?

P, < ¢~ 32 (110)

Inserting (109) and (110) into (107), we have that for any
. . e
weW ce(l,2] and ¢ > 2 (I(U’W)+ )

a,8q
P, (ABml(W) > c)

N @
P (Ro—1(viw )+ o)1 ”’62)(0/(1nc’—1)+1)

21L(R171(U;W)—e(<11’)51) (c—1)2

1 c
+e 3 <

(111)

Our next step is to choose ¢ and ¢’ to get the double-
exponential decay on the RHS of (111). Let

8
’ 2n([(V;W\U)7R276(1) +e&,+260%,+%) _ 1

C a,81 a,d9 , (112)
and note that the exponent is strictly positive since
1

I(ViWIU) = Ry — ey, +eon, +28.0, + 5

(@ 02 1

= Ry - I(UW) = o — e,

2(a—1)| Ry —do(pu,w, purw) — 51} + 20‘2;1(261 —d2)

a 20— 1

>0 (113)

where (a) is because 6&272;2 +2,8é2)2;2 =Ri+Ro—I(U,V; W)~

02 and the positivity is by choosing « as in Lemma 7 and since
Ja < 261. Consequently, ¢’ — oo as n — oo, and, therefore,

—n H E<1) . . .
d >2 (I(U’W)+ ‘1’51) for sufficiently large n. Since ¢’ is

unbounded (as a function of n), for n large enough we also
have In¢’ — 1 > 1, which simplifies the RHS of (111) as

@

n(Rzil(V;W‘UHéu) %52)(Cl(lnc’fl)+1)

_ a,81
2nR16 2

v @
- 2nR1672n(R2 L(VW|U) e s m?’2)(c’+1)

25

a,52+572)

_ gnta g2 : (114)
which decays doubly-exponentially quickly to O.

Setting ¢ = 1 + 2_”%, we upper bound the second term
from the RHS of (111) by

7l2"(R1—I(U:W)—62)51) (c—1)2
S e 3 (c’+1)

712n,(R1—I(U;W)—e((XlY)51) (e-1)2
e’3 <

1 on92=%91
— 32 2
—e ,

(115)

which also converges to 0 with double-exponential speed
because §; < 0».

Concluding, (111), (114) and (115) upper bound the prob-
ability of interest as

P, (ABml(W) > 1+ 27”5%)

(2) S2 5o —6
n(28y 5.+ 5 1om 2—907
< 9nfap—2 (a5t %) +e752 2 (116)

At this point, we specialize to a finite V. Consequently,

Ag,, 2 is bounded as

1 n
max ) , VweWnr  (117)
wesupp(pw ) pW(w)

Be.a(w) < (
almost surely. Notice that the maximum is only over the
support of pyy, which makes this bound finite. The under-
lying reason for this restriction is that with probability 1 a
conditional distribution is absolutely continuous with respect
to any of its marginals.

Having (102), (116) and (117), we can now bound the
probability that the RHS of (87) is not exponentially small.
Let S be the set of superposition codebooks B,, € B,,, such
that all of the following are true:

./dPBn,Q <2 (Tnﬁ‘(‘l’)“ + 2%&‘(‘2’)52) ,

Ap, 1(w) <1+27"F vwewn,
max

A w) < —_
5,2(W) = <w€supp(pw) pW(w)>

First, we use the union bound and the fact that W” is only
exponentially large, to show that the probability of a random
codebook not being in S is double-exponentially small:

Pu(Bn ¢ S)

(a) B
< P, /dPBn,2 >2.27"Pws

+ Z P, (Agml(w) > 1+ 2‘5%5”)

(118a)
(118b)

vw e W". (118c)

wewn
1 n
+ P,| Ag, 2(Ww >< max )
2 m(so (L,
o)
. 25((’2), 492 Lon82-081
+ lQ”Rlez( BT ] (119)

where (a) is the union bound, and (b) uses (102), (116) and
(117).

Next, we claim that for every codebook in S, the RHS
of (87) is exponentially small. Let B,, € S and consider
the following. For every x € [0,1], h(z) < xlog £, which,
together with (118a), implies that

h(/dPBm1>
—h (/ dPBn72>
(2)

,nﬁ(l) —n8
<2 [logeflonglog (2 a8 4 9 &,52>:|
X |:27nﬁ511’231 + 27n56(¥21252}
(a)
< 4(loge + 284,55, log 2)n2 sz (120)

where (a) follows by setting S, 5, .6, £ min {ﬁsgl, 5((127()52}.
Furthermore, by (118b), we have

/dPBml log Ag, 1 < /dPBmllog (1 —|—2*"%)



S (a) 51
= log (1 + 2*"T) < 27"7 loge,
(121)

where (a) is since log(l + z) < xloge, for every > 0.
Finally, using (118c) and the definition of 3, s, 5,, We obtain

)

1
< /dPBn 2 log( max ————
- wesupp(pw) PW (w

< 2log ( ) N2~ "Ba.s1.02
(122)

/ dPBmQ log ABH,Q

max
wesupp(pw) P (W)

Combining (120)-(122),
min {Ba.s,.5,5 % | yields

h (/dPB,LJ) /dPB 110gA3m1+/dPB QIOgABmg

< (4( loge + 284,55, l0g 2) +loge

while setting 74,5,

1
+ 2log < max > N2~ Ya,51.62
wesupp(pw) Pw (W)
@ Cady,8,n2 7T, (123)
where (a) comes from setting

Ca,61,65 £ 4( loge + Qﬁa,gl,@ log 2) +loge

1
+ 2log < max > . (124)

wesupp(pw) Pw (W)

This implies that

<P (h (/dPB 1) +/dPBn,110gABm1

+ /dPBn,210g Ag, 2 > Ca,5n2nﬁa'5>
<B4 9)
(@ (mes)

§2TLR2.6 3

(2) s
+ |W‘n [2ane—2 ( Ba 8o 22) n e_:1327,,‘52251‘|

596
122301

nd2
+ " [2’”"{16_2 P 4es ,
(i25)

b
(_<) gnRa , o—32""

where (a) follows from (119), while (b) is because ﬂ((xly()sl <
2(Ry1—01) and ﬂgsg > 0. Denoting cs, 5, =
(125) further gives

P, (D(P\(,S")

SUPq>1 Car,61,025

W) 2 661,62”2_"%51’52)

251

_1lg9néy

1on
e 3 —352

< 277,32 + |W"n 2nR1672n 52

(126)

Since (126) holds for all a > 1 (the interesting values of «
are those from Lemma 7, but the derivation is valid for all
a > 1), it must also be true, with strict inequality in the LHS,
when replacing v,.s,,5, With 75, s, = SUPg 1 Ya,d1,5,> Which
is the exponential rate of convergence we derive for the strong
SCL for superposition codes.

Concluding, if Ry > I(U;W), Ry + Ry > I(U,V; W),
then for any 6; € (0,Ry — I(U;W)) and 6, € (0,Ry +
Ry — I(U,V; W)) with §; < d2 < 2; we get exponential
convergence of the relative entropy at rate O(2~"7%1:52 ) with
doubly-exponential certainty. Discarding the precise exponents
of convergence and coefficients, we state that there exist
Y1,7Y2 > 0, such that, for n large enough,

]P’M<D<P‘(,5") p{}v) > e_”'“) <e ¢,

APPENDIX C
PROOF OF LEMMA 7

(127)

The proof uses basic properties of Rényi divergence (see,
e.g., [30]). First, recall that for fixed measures p and v,
do(p,v) is monotone non-decreasing in «. Furthermore, if
i < v then dy(u,v) is continuous in v € (1,00]. Since a
joint distribution is always absolutely continuous with respect
to the product of its marginals and by the choices of J; and
0o, there exist oy, ap > 1 such that

— 01 > do, (Quw, Qu, Qw)
> di(Quw, Qu,Qw)

— (U W), (1282)
Ry + Ry — 62 > do, (Quv,w, Quv, Qw)

> di(Quyvw,Quy,Qw)

— I(U,V;W). (128b)

Setting « = min{ay, s}, we have 6((535] >0, for j =1,2.

APPENDIX D
PROOF OF PROPOSITION 1

To prove Ra < Rﬁ't, note that the two first rate bounds in
Rﬁ't (see (14)) are the same as those defining Ra, while the
third bound in RA" is obtained by adding the first bound from
Ra with I(U;Y) — I(U; S), which we know is non-negative
by (19).

For the opposite direction consider the following. Let
Phvxis @ S — PU XV x X) an optimizer of RR"
such that Rp" R\ (P} xjs) > O (otherwise there
is nothing to prove). Recall that the mutual information
terms in RA"(p} . x|s) are taken with respect to p* =
pSpUVX‘Spme g. First, note that if pUVXlS is such that

I(U;Y)—1(U;S) >0, then Ry < Ra(pfrv,x|s) = Bia and
the desired inequality holds.

Otherwise, if py; 1/ | has I(U;Y)-I(U;S) <0,letU’ =
(U,V) and V' =V, where V is V passed through an erasure
channel, with erasures independent of all the other random



variables. Denoting the probability of an erasure by € € [0, 1],
the joint distribution of (S,U,V, X,Y,Z,V,U’, V') is

Psuvxyzvu . v
— * ~
B pspUﬁvalspva\XvspV\V]l{Uf:(U,f/),V/:v}7 (129

where py 0V = VU{?}, with 7 ¢ V, is the transition
probability of a BEC(e). The value of e will be specified later.
All subsequent information measures in this proof are taken
with respect to (129) or its marginals.

We first show that ¢ € [0,1] can be chosen such that
pu,ve,x|s is a valid input distribution in Ra, i.e., satisfying

usy)-1U,s)>o. (130)
Consider
IU,y)-1(U;8)
=IU;Y)-LIU;S)+ I(V;Y|U) — I(V;S|U)
— [(U;Y) - I(U;S) + €[I(V; Y|U)—I(V:; S|U)] ,
(131)
where € = 1 — €. Notice that when ¢ = 1 this quantity is
negative by assumption, while € = 0 gives
IU,Y)-1U;S)=1(UV;Y) - I(U,V;S) >0 (132)

by the second rate bound in RA". We set € € [0, 1] such that
I(U;Y) - I(U'; S) = 0, thus satisfying (130).

We next evaluate Ra(py- v/, x|s). Starting from the second
rate bound, we have

U VLY~ 10U,V 8) Y10, Vv, Y) —I(U,V: S) > RA
(133)
where (a) uses the Markov chain (S,U, X,Y,Z) -V — v,
which follows because V is a noisy version of V.
For the first rate bound, note that

I(VhY|U') = I(V; Z|U'")
=I(V;Y|U,V) - I(V; Z|U,V)

W rwv.yiu) - (v Zlu) — [I(f/; Y|U) - I(V; Z|U)}

Y 1wy - 1(v; Z|u) - g[[(v; Y|U) — I(V; Z|U)]
= [1v;Y|U) - 1(vi 2|0, (134)

where (a) and (b) follow by Markovity. A similar derivation
also gives

IV5YU') = I(V'5 S|UT) = e[I(V; Y |U) = 1(V; S|U)]3.

(135)

We complete the proof by considering two cases. First, if
I(V;S|U) > I(V; Z|U), we obtain

ey — (v ziu'y & e[I(V;Y|U) IV Z|U)]
®
> e[1(v3Y|U) — 1V S|)
9 vy o - (v 8|07
= I(U,\ V3 Y') - I(U', V", 5)

(e)
> RQ", (136)

where (a) is (134), (b) follows by the assumption that
I(V;S|U) > I(V; Z|U), (c) is (135), (d) is by choosing e
to satisfy I(U’;Y) — I(U’; S) = 0, while (e) uses (133).
Finally, assuming I(V;S|U) < I(V; Z|U) gives:
v,y |\u —1(v';z|\u
@ e[f(v; Y|U) — I(V; Z|U)]
= [(V;Y|U) = I(V: Z|U) = e[ 1(V; Y|U) = I(V; Z|0)]
Q)
S I(V;Y|U) - I(V; Z|U) — E[I(V; Y|U) - I(V; S\U)]

9 [(viYU) - (Vs Z2|U) + LU, Y) — I(U; S)

Q)

> R, (137)

where (a) is (134), (b) is by the assumption in the second case,
(c) uses (131) with I(U";Y) — I(U’; S) = 0, and, finally, (d)
follows by the third rate bound in RA™.

Concluding, we obtain

RaA > Ra(pur v x1s)
= min {I(v’; YUY — I(V'; Z|U")

AU VEY) = LU,V S) |

> RA" (138)
APPENDIX E
PROOF OF COROLLARY 1

A. Direct

We use Theorem 1 to derive achievability of Corollary 1.
For any quv.x|s : & = U xV x X, replacing Y and Z in
Ra (qu,v,x|s) with (Y, S1) and (Z, S), respectively, implies
achievability of

R/I-\{LN(QU,V,Xw)
— min {I(V; Y, $,|U) — I(V; Z, S|U)
AU V3Y,8) = 1(U, V5 S)
(U, VLY, S1) — I(U; 8) — I(V; Z, 52|U)}.
(139)

To properly define the gy v,x|s that achieves (25), re-
call the p distribution stated after (24) that factors as

PSPA|SPB|APXDS, ,S,|sPy,z|x - Let p be a PMF over & x A x
BXxXx)YxZx8 x8 xBx X, such that

ﬁS,A,B,X,Sl,Sz,Y,Z,B,)_( :pS7A,B,X,Sl,Sg,Y,Z]l{B:B}m{X:X}'
(140)

Now, fiX ps,A,B,x,5,,5,,v,z and let qy, v, x|s in (14) be such
that V' = (4, B);, U = (B, X); and gx|s,u,v = Px = pPx.,
where the subscript p means that the random variables on the
RHS are distributed according to their marginal from (140).
Consequently, Qu,v, x|sPs,,5,|sPy,z|x is equal to the RHS of
(140). We next evaluate the mutual information terms in Ra
to show it coincides with (25). We again use the notation [,



I5 and I, to indicated that the underlying PMF is ¢, p or p,
respectively. We have

1,(V3Y,81|U) = 1,(V; Z,52|U)

= I;(A,B;Y, $1|B, X) — I3(A, B; Z, 55| B, X)

(a)

I,(A; S4B, X) + L(A; Y|B, X, S1) — I(A; S5 | B, X)
_IP(AaleaX752)
D 1,(4; 81| B) = I(A; S| B), (141)

where (a) is because B = B and X = X almost surely

and since Ps, A, B,X,5,,5,,Y,Z = DS,A,B,X,S1,5,,Y,7- Step (b) is
because in p the chain (Y, Z) — X — (A, B, S1, S2) is Markov.
Next, consider

I,(U, VY, 81) = 1,(U,V;9)
= I;(A,B,B,X,Y,8)) — I;(A, B, B, X 8)
W I (A B,X;Y,81) — I,(A, B, X;S)
Y 1(A, B, X;Y|S1) - L(A, B; S|S1)
9 1(X:Y) - L(A; 8]8)), (142)

where:
(a) is for the same reason as step (a) in the derivation of (141);
(b) is because in p we have the Markov chain (4, B, X) —
S — Sy, since X is independent of (A, B,S,S;) and due to
the chain rule;
(c) follows because under p, (X,Y) is independent of
(A, B,S;) and since I(B;S]S1,A) =0as B— A —(S,51)
is also a Markov chain.

Finally, we shown that the third term from the RHS of (139)
is since 1,(V; S|U) > I,(V; Z, S3|U) for the aforementioned
qu,v,Xx|s- Consider

1,(V; 2,5:|U) 2 1,(4; 5,|B)
< I,(4; 5. S| B)
©1(A,B;S) -
9 1,(4;8|B, X)
D 1,(4; 5|B, X),

1(B;S)

(143)

where:

(a) is due to similar arguments as those justifying (141);

(b) is because (A, B) — S — Sy is a Markov chain under p;

(c) uses the independence of (A, B, S) and X;

(d) follows from the definition of the gy v, x|g distribution.
Consequently, the third term in R{™(qyv, x|s) is redun-

dant because of (142). Along with (141), this establishes the

direct part of Corollary 1.

B. Converse

Let {¢,}, _y be a sequence of (n, R) semantically-secure
codes for the SD-WTC with a vanishing maximal error prob-
ability. Fix € > 0 and let n € N be sufficiently large so that
(13) holds. Since both (13a) and (13b) hold for any message
distribution ¢ € P(M,,), in particular, they hold for a uniform

20

(U) . All the following multi-letter information measures are

calculated with respect to the induced joint PMF from (9),
where the channel py z|x s is replaced with pg, s, v,z|x,s
defined in Section IV-C1. Fano’s inequality gives

H(M|S?,Y™) <1+ neR = ne,, (144)
where ¢,, = % + €eR.

The security criterion from (13b) and the reversely less
noisy property of the channel py, 7| x (that, respectively, justify
the two following inequalities) further gives

e>I(M;Sy,Z")

_I M SQ Z p52 S2 M,Zn|S£L:SQ)
SQES"
I1(M;S%) Z Ps, (s2)I(M;Y™|Sy = s3)
s2€SY
= I(M; Sy, Y™). (145)

Having (144) and (145), we bound R as
nR

(

]

)

IN

H(M)
(M; 5?7 Yn) -
I(M; SpY™) —

I(M;S3,Y™) + né,
I(M; S2Y™) + nd,

© Z[ (M; SlaS z+1|Yn> - I<M§Siilvsg,i|yn)} + 1oy

—

M/: Ik

c

= { (M;51,|B;) — I(MWSQ,Z"Bi)} + ndy,

1

.
Il

I(M;S1,7|Br,T) — I(M;S2,T\BT,T)}+n5n

—
3]
~

A
||5~,

1(4; 1[B) — I(4; S31B)| + o, (146)

where:

(a) is by (144) and (145) while setting 6,, = €, + =

(b) is a telescoping identity [31, Egs. (9) and (11)];

(c) defines B; £ (57,8, ,,Y™), for all i € [1: n];

(d) uses the standard time-sharing technique, where T is
uniformly distributed over [1 : n] and independent of all other
random variables in P(¢n):

(e) defines S = Sp, Sy = S1p, So & Sor, X = Xr,
Y &Yy, Z% Zy, B2 (Br,T) and A 2 (M, B).

Another way to bound R is

I(M; ST, Y"™) + ne,

=I(M;S?, Y™, S") —I(M;S"|ST,Y") + ne,

= [(M;Y"|S?,8™) —I(M,Y™; S"|Sl)

+ I(S™; Y™ ST) + ney,
)

= I(M,S"™;Y™|ST) — I(M,Y™;S"|ST) + ney,

I(M,S™Y"™) — I(M,Y™; 8™ ST) + ne,



|A§
~
—~

X™Y"™) = I(M,Y"™; S™|ST) + ney,

—~
8}
~

-

«
I
—

(X3 Y5) = (M, Y73 8,187, 8771 + ey

INS

s
Il
-

_I(Xza YVZ) - I(Ma an Sf\ia Siil; SZ|S1,1):| +neyp

—~
Q
~

NE

>I(Xi§ Y;) — I(M, B;; Si|Sl,i)] + ne,
< |

-
Il

—~

h)
< n[I(Xr3Yr) = I(M, By, T; Sr|S1.7) | + nen
(@)

< n[I(X; Y) - I(4; S\Sl)} + ey, (147)

where:

(a) is by (144);

(b) uses the independence of M and (ST, S™) (Ist term);

(c) is because conditioning cannot increase entropy and since
Y™ — (M,S™) — ST forms a Markov chain (1st term);

(d) uses the Markov relation Y — X" — (M, S™);

(e) follows since conditioning cannot increase entropy and by
the discrete and memoryless property of py ZX5

(f) is because Pé(ff;)SIL’ sy = P35, .5, 1-€., the marginal distri-
bution of (S™, S}, ST) are i.i.d.;

(g) is by the definition of B;;

(h) uses time-sharing (see step (d) from (146)), the fact that
conditioning cannot increase entropy and the Markov relation
Yr — X1 —T (1st term), and ]P’(ST =55 r=5,1= t) =
ps.s, (8, s1)pr(t), for all (s,s1,t) € S x S1 x [1 : n] (2nd
term);

(i) reuses the definition of the single-letter random variable
from step (e) in the derivation of (146).

The joint distribution of the above variables factors as
]P’(S:s,Sl=$1,Sg:SQ,A:a,B:b,X:x,Y:y,Z:z)
= ps(8)ps, s5515(s1, 52|8)P(A = a|S = 5,51 = 51,5 = 52)
x P(B =b|A=a)
XP(X=x|S:S,Sl = 51,95 :SQ,A:a,B:b)

X pY,Z\X(:% Z|$), (148)
where the equalities P(S = 5,9 = 51,5 = s) =
Ps(5)Ps,,s.|5(51, 52|s) and P(Y =y, 7 = z’S = 35,5 =

51,589 = 89, A = a,B =bX = x) = py,z1x (y, z|x) are
straightforward from the probabilistic relations in P(¢») and
the definition of 7', while IP’(B = b|S = 5,5 = 51,5 =
s2, A =a) =P(B = b|A = a) follows because A = (M, B).
Furthermore, for every (s, $1, 82,a) € S xS1 xSz X A, it holds
that P(A = a‘S =5,5 =581,5 = 32) = IP’(A =alS = S)
To see this, for any (s",s7,s5,y") € S" x § x S x Y™,
we define the corresponding realization of A as a = (¢, m, b;),
where (t,m) € [1:n] € M,, and b, = (y",s’fl,sg’tﬂ). For
any (S¢, S1.4,52.4) € S X S X Sa, we have

IP(A = a’S = 54,51 = 51,,52 = 52,15)

(a) _
= pT(t)P(c") (mﬁi 1»Sg,t+1»yn|5t,51,t’52,t)

21

_ c n\t ..n t—1 n n
_pT(t) E P( n)(s \,.’17 ,1M,Sq 782,t+17y
(s™\t 2™)
esm T xan

®) U
= pr(t)pli, (m)
xS (Vs (1P (B lsT)

(s™\,z™)
esnixan

t n
Sty S1, S2,t7 m)

X f (2"|m, s") pY x (y"]2")
= pT(t)P(Cn) (m,stl_l,sgt_i_l,yﬂst)

:P(A:a|5’:st), (149)

where (a) is because 7' is independent of all other random
variables, while (b) uses the dependence relations in plen)
from (9) with pg, s,s5Py,z|x in the role of the SDWTC.

Denoting P(A = a|S = s) £ pajs(als), P(B = b|A =
CL) £ pB|A(b|a) and IP(X = I’|S = S,Sl = 81,32 = SQ,A =
a,B = b) = PX|S,51,52,4,8(T|s, 81, 82,a,b), we have the
following bound on the achievable rate:

min{z(A; S11B)—I(A; S| B), I(X;Y) — I(A:; S|51)}

1—e
1 €

+ (l—e)n+ 1—¢€
where the mutual information terms are with respect
10 PsPs,,S,|SPA|SPB|APX|S,S:,52,4,BPY,z|x- Noting that in
none of the mutual information terms from (150) do
X and (5,571,952, A, B) appear together, we may replace
PX|5,5:,5:,4,5 With px without affecting the expressions.
Taking ¢ — 0 and n — oo completes the proof of the converse.

R <

(150)

APPENDIX F
CONVERSE PROOF FOR COROLLARY 2

Let {cn}, . be a sequence of (n, R) codes for the SD-
WTC satisfying (13). By similar arguments to those from
the converse proof in Appendix E-B, we assume a uniform
message distribution and note that all the following multi-
letter information measures are with respect to (9). By Fano’s
inequality, we have

H(M|Y™) <1+ neR = ne,, s

where €, = L + €R.
First, we bound the rate R as

nR = H(M)

()

< I(M;Y™) —I(M; Z") + ne,
< I(M;Y™Z"™) + ne,

(b) &

< ZH(mZ,») + nel,, (152)

i=1

where (a) uses (13b) and (151) and defines €/, Le, + %, and
(b) follows by the chain rule and since conditioning cannot
increase entropy.

Another way to bound R is:
nR = H(M)



(a)
< I(M;Y™) — I(M; S™) + ney,
< I(M;Y™[S™) 4 ney,

() &
< Y H(Yi[S:) + nen,
i=1
where (a) is due to (151) and because M and S™ are
independent in (9), while (b) is similar to step (b) in (152).
Having (152)-(153), the converse is established by standard
time-sharing arguments (as in Appendix E).

(153)

APPENDIX G
PROOF OF LEMMA 2

First note that for any C,, € €,, and (i, j,m,s) € Z,, X J,, X
M,, x 8™, we have
Q(Cn)(m7i7j7 s)
Q@I (m, )
pg‘U,v (S|u(i)> V(ia.j7 m))

i PSjuv (s|u(@), v(@,j',m))
1,J" ) ELn X Tn

= P (i, jlm,s),

Q) (i, jlm,s) =

(154)

where the last step uses the definition from (33). Having (154),
note that

Hp«rn) — Q)

(a) 1
= 2 M.,|

’TV

meMy,
s SOs] |
S,I1,J,U,V.X, Y ,Z|M=m SIJUVXYZ|M m ||y
®) n_ (Cn) H
- |Mn| Z S QS|M:m . (155)
meM

n

where (a) uses QSS[") = P(C") p%) , while (b) is because

for any px,qx € P(X) and py|x + & = P(Y) we have

||poY\X - QXPY|XHTV = pr qx||TV Combining this
with (154) and the relations

(Cn) —
Qva‘I)‘LS)]\/[:m B ]l{U—u(I)}ﬁ{V:v(I,J,m)}

_PI(JCV)H J,S,M=m (156a)
Q(Cn) —
X,Y,Z|U,V,I,J,8,M=m leUVSpYZ\XS
(Cn)
PXYZ|UV,I,JSM m  (156b)
justifies (b).
Now, consider
Byl [P - Q[
(G«) 1 7 (Cn)
< B M, Z ’psiQs‘M:mHTv
meM,
@ 7 (Cn)
N ‘ Ps— QS‘M_1HTV
1
L/ 2o (@i )
© /1
S\/ D(Q4- 1‘ 8, (157)
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where (a) is due to (155), (b) follws by symmetry of the
codebook with respect to m € M,,, (c) is Pinsker’s Inequality,
and (d) is Jensen’s inequality.

To conclude the proof, note that the expectation on the
RHS of (157) falls within the framework of the SCL for
superposition codes (Lemma 5), with the DMC p’S‘|U7V. Taking
(R1, R2) as in (38) implies that there exist & > 0 such that
for any n large enough

ED(QH | [p8) < e (158)
Combining this with (157) proves Lemma 2 with o = %

APPENDIX H
PROOF OF LEMMA 3

To simplify notation, throughout his proof we abbreviate
Ipc,) and I, as Ip and Ig, respectively. Consider:

|10 (0M;2) — Io(M; Z)|
(a)

(Z) — Ho(2)| + |Ho(M. Z) — Hp(M.Z)|

< || - g \ =
]
./\/ln : Z"
M

e A (nlog |Z| + nlog (27| 2]) ) — HPZ "

NS ’ 1 HPwn) PN ‘
@z v 8|1z Z v
_ P(Cn) _ 1 HP(CW) _
H M,Z Z||1y 08 | |4,z MZ| |,
(159)

where (a) is because Hp(M) = Hg(M
Theorem 17.3.3], while (c) is (52).

The function  — —x log = is monotone increasing for x €

0, 2~z nb1 ¢

), (b) uses [32,

and, for large enough values of n, we have e~

O,Q*ﬁ . Therefore, as HPéC”’) - Q" < HP](V%’Z) —

(Cn)
M,Z

v < e~ ™%, we have that for sufficiently large n
T

— Hpécn)_ Q(Z n

g || P Q8
|z @z

TV
_ P(Cn)_ H ’
H M,Z M.Z||1y MZ||1y
) L (160)

Inserting (160) into (159) gives

’Ip (M;Z) — Io(M; Z)‘ < ne~"h (2logZ| YR+ 1%)

(161)
for the aforementioned values of m. This implies that (53)
holds and concludes the proof of Lemma 3.
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