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Information Theoretic Security over Noisy Channels

Pros:

1 Security versus computationally unbounded eavesdroppers.

2 No shared key - Harness intrinsic randomness of noisy channel.

Cons:

1 Eve’s channel assumed to be fully known & constant in time.

2 Security metrics insufficient for (some) applications.

Our Goal: Stronger metrics and remove “known channel” assumption.
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Wiretap Channels and Security Metrics
Degraded [Wyner 1975], General [Csiszár-Körner 1978]
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Induced Output Distribution: Codebook Cn =⇒ V n ∼ P
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V (QV is the marginal of QU QV |U ).

⋆ Goal: Choose R̃ (codebook size) s.t. P
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Extensions: Heterogeneous version, superposition codes.
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Wiretap Channels of Type II - Past Results
[Ozarow-Wyner 1984]
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◮ Rate equivocation region.
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Nafea-Yener 2015: Noisy main channel
◮ Built on coset code construction.
◮ Lower & upper bounds - Not match in general.
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For any α ∈ [0, 1]

CSemantic(α) = CWeak(α) = max
QU,X

[

I(U ; Y )− αI(U ; X)
]

RHS is the secrecy-capacity of WTC I with erasure DMC to Eve.

Standard (erasure) wiretap code & Stronger tools for analysis.
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Type Constrained States: Allowed sn have empirical dist. ≈ QS:

Theorem (ZG-Cuff-Permuter 2016)

CSemantic = max
QU,X

[

I(U ; Y )− I(U ; Z|S)
]

(Joint PMF: QSQU,XQY,Z|X,S)

⋆ Subsumes WTC II model and result ⋆
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Summary

Strong SCLs: Homogeneous, Heterogeneous, Superposition

◮ Double-exponential decay of P
(

soft-covering not happening
)

.

◮ Satisfy exponentially many soft-covering constraints.

Some Applications:

◮ Upgrade IT proofs to semantic security.

◮ Wiretap channels of type II with a noisy main channel.

◮ Arbitrarily varying wiretap channels.

Thank you!
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