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Pros:

1 Security versus computationally unlimited eavesdropper.

2 No shared key - Use intrinsic randomness of a noisy channel.

Cons:

1 Eve’s channel assumed to be fully known.

2 Security metrics insufficient for (some) applications.

Our Goal: Stronger metric and weaken “known channel” assumption.
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Wiretap Channels and Security Metrics
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⋆ A single code that satisfied exponentially many secrecy constraints ⋆
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Strong Soft-Covering Lemma

Theorem (Cuff 2015, ZG-Cuff-Permuter 2016)

If R̃ > IQ(U ;V ) and |V| < ∞, then there exists γ1, γ2 > 0 s.t.
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◮ General single-letter lower and upper bounds.
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Summary

Semantic Security: [Bellare-Tessaro-Vardy 2012]

◮ Cryptographic benchmark - relevant for applications.

Strong Soft-Covering Lemma:

◮ Codes that satisfy exponentially many secrecy constraints.

Wiretap Channel II: A model for channel uncertainty

◮ Noisy main channel - Open problem since 1984.

◮ Derivation of SS-capacity.

◮ Extensions to AVWTC.

Thank You!
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◮ Reliability: Successfully decode (M, W ) if R+ R̃ < I(X;Y ).
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WTC II SS-Capacity - Achievability Outline U = X

7 Finalization:

◮ Semantic Security: Ensured if R̃ > αH(X).

◮ Reliability: Successfully decode (M, W ) if R+ R̃ < I(X;Y ).

=⇒ R < I(X;Y )−αH(X) is achievable.

8 Channel Prefixing: Prefixing QX|U achieves I(U ; Y )− αI(U ; X).
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WTC II SS-Capacity - Converse

SS-capacity WTC II ≤ Weak-secrecy-capacity WTC I
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WTC II SS-Capacity - Converse

SS-capacity WTC II ≤ Weak-secrecy-capacity WTC I

◮ WTC I with erasure DMC to Eve - Transition probability α.

Difficulty: Eve might observe more Xi-s in WTC I than in WTC II.

Solution: Sanov’s theorem & Continuity of mutual information.
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