
Wiretap Channels with Random States

Non-Causally Available at the Encoder

Ziv Goldfeld
Joint work with Paul Cuff and Haim Permuter

Ben-Gurion University

2016 International Conference on the Science of Electrical Engineering

November 18th, 2016



The Wiretap Channel
Degraded [Wyner 1975], General [Csiszár-Körner 1978]

M

(nR bits)
Alice

Xn

PY,Z|X

Y n

Zn

Bob

Eve

M̂

M

Goldfeld, Cuff and Permuter Ben-Gurion University

WTCs with Random States Non-Causally Available at the Encoder 2



The Wiretap Channel
Degraded [Wyner 1975], General [Csiszár-Körner 1978]

M

(nR bits)
Alice

Xn

PY,Z|X

Y n

Zn

Bob

Eve

M̂

M

Secrecy-Capacity:

Goldfeld, Cuff and Permuter Ben-Gurion University

WTCs with Random States Non-Causally Available at the Encoder 2



The Wiretap Channel
Degraded [Wyner 1975], General [Csiszár-Körner 1978]

M

(nR bits)
Alice

Xn

PY,Z|X

Y n

Zn

Bob

Eve

M̂

M

Secrecy-Capacity:

Goldfeld, Cuff and Permuter Ben-Gurion University

WTCs with Random States Non-Causally Available at the Encoder 2

Reliable Communication.



The Wiretap Channel
Degraded [Wyner 1975], General [Csiszár-Körner 1978]

M

(nR bits)
Alice

Xn

PY,Z|X

Y n

Zn

Bob

Eve

M̂

M

Secrecy-Capacity:

Goldfeld, Cuff and Permuter Ben-Gurion University

WTCs with Random States Non-Causally Available at the Encoder 2

Reliable Communication.

Zn contains no information about M .



The Wiretap Channel
Degraded [Wyner 1975], General [Csiszár-Körner 1978]

M

(nR bits)
Alice

Xn

PY,Z|X

Y n

Zn

Bob

Eve

M̂

M

Secrecy-Capacity:

Goldfeld, Cuff and Permuter Ben-Gurion University

WTCs with Random States Non-Causally Available at the Encoder 2

Reliable Communication.

Zn contains no information about M .

Theorem (Csiszár-Körner 1978)

CWTC = maxPU,X

[

I(U ; Y ) − I(U ; Z)
]

Joint distribution: PU,XPY,Z|X
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Theorem (Gelfand-Pinsker 1980)

CGP = maxPU,X|S

[

I(U ; Y ) − I(U ; S)
]

Joint distribution: PU,X|SPY |X,S
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Theorem (Chen-Han Vinck 2006)

CGP−WTC ≥ maxPU,X|S

[

I(U ; Y )−max
{
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}

]

Joint distribution: PSPU,X|SPY,Z|X,S
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Theorem (Chia-El Gamal 2012)

CGP−WTC ≥ maxPU,X|S
min

{

H(S|U, Z) +
[

I(U ; Y, S) − I(U ; Z)
]+

,

I(U ; Y |S)

}

Joint distribution: PSPU,X|SPY,Z|X,S
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Un decoded by Eve =⇒ waste channel resources.

All secrecy comes from V n.

⋆ Analysis: Likelihood Encoder & Strong Soft-Covering Lemma ⋆
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Chen-Han Vinck scheme is suboptimal:
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C = max
PA|S

min
{

I(A; S1), 1 − h(α) − I(A; S|S1)
}

◮ 1st auxiliary - key agreement over BEC.

◮ 2nd auxiliary - transmission over BSC (indep. of state and key).

Chen-Han Vinck scheme is suboptimal:

◮ Only one auxiliary - lacks flexibility to play both roles!
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Summary

Gelfand-Pinsker wiretap channel

◮ Combination of two fundamental problems.

Novel superposition coding scheme

◮ Recovers best known rate when Sn known to Receiver [Chia-El Gamal].

◮ Strictly better than best known rate when Sn not known to Receiver.

Thank you!
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