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Analogy Transformation Principles

From Wiretap to Analogous GP Channel:

Given (X, Y, Z,py,zx) WTC with target qz:
@ Same alphabets for GPC as WTC.
© Replace Eve's observation in WTC with i.i.d. state Z" ~ ¢7.
© Non-causally reveal Z" to GP Enc. & Keep same Dec.

@ Set GP channel transition prob. to py|x 7.
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@ Analogous WTC and GPC.
® {(fa,¢n)}, 'good" (n, R) WTC codes for target qz.
— Induced WTC distribution P, £ PM,X",Y",Z",M

— Calculate g, £ Pxn |y zn and set ¢y, = ép.

Q {(9n,¥n)}, ‘good’ (n, R) codes for analogous GPC: P(error) — 0.

Q Q, is induced by (gn,Vn) = ||Pn— Q| |.|.V — 0 (superlinearly).
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Simple Application - New WTC Converse Proof

We know: CWTC(py7Z|X)ernax[I(U;Y)—I(U;Z)]. Converse..?
U, X

Q {(fu,dn)},, - good (n, R) WTC codes for gz (P, induced dist.)

Q Analogous GPC (gz, py|x,7): Construct {(gn,d)n)}n, g’néPX'ﬂ|M’Z"
® Thm. Part (1) — good GPC (n, R) codes (Q,, induced dist.)
© 'Borrow’ steps from GP converse (Hp, (M) = Hg, (M) = nR):

1 & ; ‘
R<—3 Lo, (M,Y'™1, 21,13 Y)) = I, (M,Y'™Y, 201 Z) | + en
i=1

® Thm. Part (2) = ||Pn — Qnl|;y — 0 + MI domination:

1 n
ks > [IPn(Ui; Y;) — Ip, (Us; Zi)} + €n + On
=1
@ Single-letterize 4 Verify Markov relations (hold under P,) W
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Analogy - Extensions to Multiuser

Analogy naturally extends to wiretap and GP BCs with the same 4 steps:
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Analogy - Extensions to Multiuser

Analogy naturally extends to wiretap and GP BCs with the same 4 steps:

From py, v, zx WT-BC with target gz construct (qz, py;,ys|x,7z) GP-BC

g 7yt
My, My, noo, My, M. .
%LPYI,YQ,Z‘X - R @ L2 Py, Y2\ X,Z n o .

vy i RN
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Analogy - Extensions to Multiuser

Analogy naturally extends to wiretap and GP BCs with the same 4 steps:

From py, v, zx WT-BC with target gz construct (qz, py;,ys|x,7z) GP-BC

P A 7yt
My, My, noo, M, M- o
%LPYI,YQ,Z‘X R @ L2 Py, Y2\ X,Z n - .

Yo' oo M Y5 M
gyt
|—. 7" = q%

( Point-to-point theorem extends:
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Analogy - Extensions to Multiuser

Analogy naturally extends to wiretap and GP BCs with the same 4 steps:

From py, v, zx WT-BC with target gz construct (qz, py;,ys|x,7z) GP-BC

P A 7yt
My, My, noo, M, M- o
%LPYI,YQ,Z‘X R @ L2 Py, Y2\ X,Z n - .
Y o N Y oo M
il =
7" = q%

( Point-to-point theorem extends:
— Good WT-BC codes induce good GP-BC codes.
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Analogy - Extensions to Multiuser

Analogy naturally extends to wiretap and GP BCs with the same 4 steps:

From py, v, zx WT-BC with target gz construct (qz, py;,ys|x,7z) GP-BC

Yy AL
My, My, n My, M.
%LP%YQ,Z\X . — =
Y5 [ M
ol
( Point-to-point theorem extends:

— Good WT-BC codes induce good GP-BC codes.
— Induced distributions are close in TV.

vy @éM,

Yot N\ M

"
Py, va|x,2
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Analogy - Extensions to Multiuser

Analogy naturally extends to wiretap and GP BCs with the same 4 steps:

From py, v, zx WT-BC with target gz construct (qz, py;,ys|x,7z) GP-BC

Yy AL
My, My, n My, M.
%LP;LY%Z‘X . — =
Y5 [ M
ol
( Point-to-point theorem extends:

— Good WT-BC codes induce good GP-BC codes.
— Induced distributions are close in TV.

@ Includes: Semi-Det. BC / Degraded BC / Rx. Cooperation / Rx. CSI.

Y Y
%@#M.

Y N M
2y WL

PyLy2|X.2
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Analogy - Extensions to Multiuser

Analogy naturally extends to wiretap and GP BCs with the same 4 steps:

From py, v, zx WT-BC with target gz construct (qz, py;,ys|x,7z) GP-BC

dz

Y O\ z" n y
~ e T (gt
I R n Vi n
%Lp%,b,z\x B R @ ]\%}X—I@hyﬂxz yn .
4*Y2 /¢2 )%M 22 M
|—. 7" = q%
( Point-to-point theorem extends:

— Good WT-BC codes induce good GP-BC codes.

— Induced distributions are close in TV.
@ Includes: Semi-Det. BC / Degraded BC / Rx. Cooperation / Rx. CSI.
@ Exploit existing outer bounds for GP-BCs to progress WT-BC study.
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Semi-Deterministic Wiretap BCs

. L. - yn N

Semi-Deterministic:
— My, My X" Mmooy

Pyi,Ye, 21X = Livi=y1 (X)}PYa,2|1X <P | 4 .

I:Z";wq%
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Semi-Deterministic Wiretap BCs

A~

S Y’I’L
Semi-Deterministic: . /4251 M
My, My X" Mmooy
Pyi,Ye, 21X = Livi=y1 (X)}PYa,2|1X x| 4 X
2 ¢y
Achievability: dg¢qz s.t.
P— "~ q%

~ N~ ; n ~ ~
My Mo, 27 5 5 ™ TG 92 L {0 )= (0 M)
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Semi-Deterministic Wiretap BCs

A~

S Y’I’L
Semi-Deterministic: . /4251 M
My, My X" Mmooy
Pyi,Ye, 21X = Livi=y1 (X)}PYa,2|1X x| 4 X
2 ¢y
Achievability: dg¢qz s.t.
P— "~ q%

~ N~ ; n ~ ~
My Mo, 27 5 5 ™ TG 92 L {0 )= (0 M)

Recent Work: [Benammar-Piantanida 2015]
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Semi-Deterministic Wiretap BCs

i - 9
Semi-Deterministic: %@%
My, My X" Mmooy
Pyi,Ye, 21X = Livi=y1 (X)}PYa,2|1X x| 4 X
Lo
Achievability: dg¢qz s.t.
S A ZTL ~ n

P ORI N ~ 0
My, Mz, Z™, My, M2 M| M2 1Z = {(M1,M2)=(M1,M>2)}

Recent Work: [Benammar-Piantanida 2015]

@ Extra Assumption: Stochastic Rx. less-noisy than Eve.
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Semi-Deterministic Wiretap BCs

YP SN
Semi-Deterministic: %@%
My, My f X" Mmooy
Pyi,Ye, 21X = Livi=y1 (X)}PYa,2|1X x| 4 X
Lo
Achievability: dg¢qz s.t.
e VAR

P ORI N
My, Mz, Z™, My, M2 M| M2 1Z = {(M1,M2)=(M1,M>2)}

Recent Work: [Benammar-Piantanida 2015]

@ Extra Assumption: Stochastic Rx. less-noisy than Eve.

@ Result: Secrecy-capacity region (2 auxiliaries)
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Semi-Deterministic Wiretap BCs
i - )
Semi-Deterministic: %@%
p 1 p My, M @ﬂ,ﬂmzmxn
Y1,Y2,Z| X — H{Y1=y51(X)}PY>,Z|X XDy, z|x ] .
Y?'L
i
Achievability: dg¢qz s.t.
P l: AR

P ORI N
My, Mz, Z™, My, M2 M| M2 1Z = {(M1,M2)=(M1,M>2)}

Recent Work: [Benammar-Piantanida 2015]

@ Extra Assumption: Stochastic Rx. less-noisy than Eve.
@ Result: Secrecy-capacity region (2 auxiliaries)

» Achievability: One auxiliary & Doesn't rely on less-noisy assumption.
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Semi-Deterministic Wiretap BCs
i - )
Semi-Deterministic: %@%
My, My /} X" ooy
vy, z1x :]l{Y1=y1(X)}pY2,Z\X Py ~ i
()
Achievability: dg¢qz s.t.
P l: AR

P ORI N
My, Mz, Z™, My, M2 M| M2 1Z = {(M1,M2)=(M1,M>2)}

Recent Work: [Benammar-Piantanida 2015]

@ Extra Assumption: Stochastic Rx. less-noisy than Eve.
@ Result: Secrecy-capacity region (2 auxiliaries)

» Achievability: One auxiliary & Doesn't rely on less-noisy assumption.

» Converse: Needs both - memory in Z" & correlation with (My, Ms).
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Analogous Semi-Deterministic Gelfand-Pinsker BCs

[Lapidoth-Wang 2013]

Semi-Deterministic (Special Case): az

v, Ya1X,2 = Livi—y (X1 Py2| X, 2 A 1

My, M. n
;@L

Liyi=yi ()}
XPYs|X,Z
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Semi-Deterministic (Special Case): az
@v1,Ya|x.2 = Livi=y (X)) PYa|X, 2 z" l
= Pvi,v2|X,Z

My, M. n
;@L

Liyi=yi ()}
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Analogous Semi-Deterministic Gelfand-Pinsker BCs

[Lapidoth-Wang 2013]

Semi-Deterministic (Special Case): az
av1,v21X,2 = L{yy =1 (X)}PY5) X, 2 Z1 -
= Dy,,v. e i
1, 2|X7Z v — 17[}1
M=1’ Ms :/g X" J L=y (x0)
XPYs|X,Z yon /,, ~
2y 2L

|
|

Theorem (Lapidoth-Wang 2013)

The capacity region of (qz, Liy,—y, (x)}Pys|x,z) GP-BC is union of

Ry < HM1|2)
Ry < I(U;Y2) — I(U; Z)

R+ Ry < H(Y1|Z) + I(U; Y2) — I(U; Y1, 2)

over all qzqu, x|z {vi=y,(X)}PYa|X,Z-
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Semi-Determi

ZTL
O e
M=1’MZ< :>Xn Ly (x)} — Ml
Y 7

@ Livi=un ()
XPYs, 21X N XPY,|X,Z
Y3 @ M

A Useful Analogy Between Wiretap and Gelfand-Pinsker Channels 12/13



Semi-Deterministic WT-BC - Capacity via Analogy

dz
Y& N M 7
o N
) % Yy @D hys
A%ﬁ,ﬂmzmx» e— MM/ X" ooy
XPy,,Z|X - N ~ [4 XPYy|X,Z n — ~
Yy j P Yot N\ M
2 /¢)2 M- %
|—> YALE] q%
Theorem

The secrecy-capacity region of 1y, —y, (x)}Pys,zjx WT-BC is union of
R, < HM1|2)
Ry <I(U;Y2) — I(U; Z)
Ry + Ry < HW1|2) + I(U; Y2) — I(U; Y1, 2)

over all pu x 1y, —y, (x)}Pv2,2|X -
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Semi-Deterministic WT-BC - Capacity via Analogy

dz

Yp o ~ A

1 Yr o M,
) *@D% %&@%

A%ﬁ’hnzmw e M X" M

XPy,,Z|X - N ~ [4 XPYy|X,Z n — ~

Y3 ) p Yo' N\ M
2 /¢)2 M- %

|—> Z" = qy
Theorem

The secrecy-capacity region of 1y, —y, (x)}Pys,zjx WT-BC is union of
R, < HM1|2)
Ry <I(U;Y2) — I(U; Z)
Ry + Ry < HW1|2) + I(U; Y2) — I(U; Y1, 2)

over all py x1{y,—y,(X)}PYs,2|X -

@ Single auxiliary & no less-noisy assumption.
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@ New analogy framework between wiretap and GP channels
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@ New analogy framework between wiretap and GP channels

» Point-to-Point

» Multiuser broadcasting (semi-det./degraded/cooperation/CSI)
@ ‘Good’ wiretap codes = 'Good’ GP codes.
@ Exploit existing GP (converse) results to progress wiretap study.
@ Application: Secrecy-capacity of semi-det. WT-BC.

@ Available on arXiv: https://arxiv.org/abs/1712.10299.
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@ New analogy framework between wiretap and GP channels

» Point-to-Point

» Multiuser broadcasting (semi-det./degraded/cooperation/CSI)
@ ‘Good’ wiretap codes = 'Good’ GP codes.
@ Exploit existing GP (converse) results to progress wiretap study.
@ Application: Secrecy-capacity of semi-det. WT-BC.

@ Available on arXiv: https://arxiv.org/abs/1712.10299.

Thank you!
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