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Information Theoretic Security over Noisy Channels

Pros:

1 Security versus computationally unlimited eavesdropper.

2 No shared key - Use intrinsic randomness of a noisy channel.

Cons:

1 Eve’s channel assumed to be fully known & constant in time.

2 Security metrics insufficient for (some) applications.

Our Goal: Stronger metric and remove “known channel” assumption.
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Wiretap Channels and Security Metrics
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Han-Verdú 1993: ECn

∣

∣

∣

∣

∣

∣P
(Cn)
V n −Qn

V

∣

∣

∣

∣

∣

∣

TV
−−−→
n→∞

0.

◮ Also provided converse.

Hou-Kramer 2014: ECn
D

(

P
(Cn)
V n

∣

∣

∣

∣

∣

∣Qn
V

)

−−−→
n→∞

0.

Ziv Goldfeld Ben Gurion University

Semantic Security vs. Active Adversaries 7

W
Code Cn

Un

QV |U
V n ∼ P

(Cn)
V n ≈ Qn

V

Unif
[

1 : 2nR̃
]



A Stronger Soft-Covering Lemma

Theorem
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SS-capacity WTC II ≤ Weak-secrecy-capacity WTC I

◮ WTC I with erasure DMC to Eve - Transition probability α.

Difficulty: Eve might observe more Xi-s in WTC I than in WTC II.

Solution: Sanov’s theorem & Continuity of mutual information.
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Summary
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◮ Gold standard in cryptography - relevant for applications.

◮ Equivalent to vanishing inf. leakage for all PM .

Stronger Soft-Covering Lemma:

◮ Double-exponential decay of prob. of soft-covering not happening.

◮ Satisfy exponentially many soft-covering constraints.

Wiretap Channel II: Noisy Main Channel

◮ Derivation of SS-capacity & Equality to weak-secrecy-capacity.

◮ Classic erasure wiretap codes achieve SS-capacity.

Thank You!
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