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Combining Secrecy and Cooperation - Simple Example

BCs with Degraded Message Set [Korner & Marton, 1977]:
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o Best coding (no secrecy): [ZG & Permuter & Kramer, 2013]
> Message splitting: (M17M2) — ((M107M2())7M117M22).
» Coding: Marton with common message.
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@ M is secret: No sharing information about M;!

Modify code construction and/or cooperation protocol

Strong-secrecy for Marton codes (superposing & multi-coding)
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Channel Resolvability and Multi-coding (Simplified)

Classic Case - PTP codebook [Wyner, 1975], [Han & Verdi, 1993]
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o Message: W ~ Unif[1 : 2",
@ Codebook: C, = {U(w,i)} iid. ~ Qu, i€ [l:2"F]
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Channel Resolvability and Multi-coding (Simplified)

Classic Case - PTP codebook [Wyner, 1975], [Han & Verdi, 1993]

W U(w,s) V ~ Pyis
—  Encoder ; Qviu,s — n
Rate R 2 codewords per w ~Qys
S nR’
.2 u-codewords
Qs ,’,xxx Nxxx| oL [xxx
l‘ XXX ’ X XX XXX
- ‘\w=1/w=2 —onht
@ Message: W ~ Unif[l : 27%]. S---7 v

@ Codebook: C, = {U(w,i)} iid. ~ Qu, i€ [l:2"F]
@ Encoding: Likelihood encoder [Song & Cuff & Poor, 2014] choose i
leU(s‘u(w,LCn))

pPILE) n) = .
(t|w,s,Cp) Yoy leU(s|u(w,i/,Cn))

@ Goal: Choose (R, R') s.t. Ec, [D(PV|S7CH||Q’(/‘S}Q’§)} — 0.
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Channel Resolvability and Multi-coding (Simplified)
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44 U(w,s,So) V ~ Pyiss,
~ Encoder S QVIU,S,SU ~
R 2"R" codewords per w T ~QVs
S, So
Qs,50

Theorem (Direct Part)

R > I(S;U . B
R+R> I((U; S,)V) = Ec, [D(Pwsxcn | IQv\s|Qs)] -0

@ When superposing on Sg:

Theorem (Direct Part with Superposing)

R' > I(S;U|S n n
R +R> I((U; S,|VO|)SO) = Ec, {D(PV|SvSOv(Cn||QV\S,SO|QS,SO):| —0
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Strong-Secrecy: I(Mi;Mi2,Y2) — 0.
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Cooperative BCs with a Confidential Message

~

Channel Dec.gl,—]wlﬂ
My, M
LT R

i

Strong-Secrecy: I(Mi;Mi2,Y2) — 0.

Theorem (Inner Bound)

An inner bound on the strong-secrecy-capacity region is:

Ry < I(Uy; Y1|Up) — I(Uy; U|Upg) — I(Uy; Ya|Uo, Us)

Ry = U Ry < 1(Up,Us; Y2) + Rio
Ry + Ry < I(Uo,U1; Y1) — I(Uy; Uz |Up) — 1(Uy; Y2|Uo, Us)
+1(Us; Y2|Up)

where the union is over all Qu, U, U, x Qy,,v2| X -
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~

Channel Dec.gl,—]wlﬂ
My, M
LT R

i

Strong-Secrecy: I(Mi;Mi2,Y2) — 0.

Theorem (Inner Bound)

An inner bound on the strong-secrecy-capacity region is:
Ry < I(Uy; Y1|Uo) — I(Ur; Us|Ug) — I(Uy; Ya|Uo, Uz)
Ry <I(Uy,U2;Y2)+ R

R, = U 2 < I(Uo, Us; Y2) 12

Ry + Ry < I(Up,Ur; Y1) — I(Uy; Ua|Uy) — I(Un; Ya|Uy, Us)
+1(Us; Ya|Up)

where the union is over all Qu, U, U, x Qy,,v2| X -

Extension to common-private messages
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Inner Bound - Proof Outline

@ Messages: My = (Moo, Mao).
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@ Messages: My = (Moo, Mao).
> Moo - Common message;
» (M., Mss) - Private messages.
» W ~ Unif[l : Q”R] - Randomizer.

@ Encoding:
1. My — Ug ~ Q;}O.
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Inner Bound - Proof Outline

@ Messages: My = (Moo, Mao).
> Moo - Common message;
» (M., Mss) - Private messages.
» W ~ Unif[l : Q”R] - Randomizer.

@ Encoding:

1. ]\/120 — UO ~ Q;}o
2. \[gg — U2 ~ QTI}Q‘UO.
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Inner Bound - Proof Outline

@ Messages: My = (Moo, Mao).
> Moo - Common message;
» (M., Mss) - Private messages.
» W ~ Unif[l : Q"R] - Randomizer.

@ Encoding:
1. Afgo — Uo ~ ng.
2. \Izg — U2 ~ QZQ\UO'
3. M1 — Resolvability codebook.
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Inner Bound - Proof Outline

/!
2" 4, -codewords

@ Messages: My = (Mag, Mas).

> - . P N
Msg Common. message; lexx[ N [xxx| % X X
> (M, Mss) - Private messages. [ lxx x| 1xxx X X X
]
\

f1 . onR ; 5
» W ~ Unif[l : 2""] - Randomizer. \w = 1// w=2 w — "R

o Encoding: \/

1. Msy — Ug ~ Q'r[}o Fixed m1
2. Maz — Uy ~ Q32|U0'
3. M; — Resolvability codebook.
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Inner Bound - Proof Outline

@ Messages: My = (Moo, Mao).
> Moo - Common message;
» (M., Mss) - Private messages.
» W ~ Unif[l : Q"R] - Randomizer.

@ Encoding:
1. My — Ug ~ ng.
2. \/22 — UQ ~ Q52|U0'
3. M; — Resolvability codebook.

Goldfeld /Permuter/Kramer

/!
2" 4, -codewords

7 A
S [xxx| N x X x X X X
XX x]xxx X X X
\

} _
\Nw=1,w=2 w= 2"k

\/

Fixed m;

- ~

Fixed (mag, maz, m1)

W U, Y,

Enc Qv |0, U1, Us—>

]

U27 UU

QU27U0
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Inner Bound - Proof Outline

@ Messages: My = (Moo, Mao). _

- ~

> _ . 7, A
Msg Common. message; x| [x xx
» (M., Mss) - Private messages. boIxxx| ixxx
)
\

» W ~ Unif[l : Q"R] - Randomizer.

1. My — Ug ~ ng.
2. ;\"/22 — U2 ~ QZgon'
3. M; — Resolvability codebook.
» Choose U; - The likelihood encoder.

/
\\wzlleQ
~ ’

o Encoding: \/

/!
2" 4, -codewords

X X X
X X X

w= 2"k

Fixed m;

Fixed (mag, maz, m1)

U,

Enc

QYQlUﬂle,U2

U27 UU

QU27U0
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Inner Bound - Proof Outline

@ Messages: My = (Mag, Mas).

- ~

> Moo - Common message;

7 N
] S [xxx| N x X x
» (M., Mss) - Private messages. XX x| i[xxx
\

» W ~ Unif[l : Q"R] - Randomizer.

@ Encoding:

1. M20 — UO ~ Q”[}o
2. Moy — Uy ~ QZQWD-

3. M; — Resolvability codebook.

» Choose U; - The likelihood encoder.

@ Cooperation:

/
\\wzlleQ
~ ’

\/

/!
2" 4, -codewords

X X X
X X X

w= 2"k

Fixed m;

Fixed (mag, maz, m1)

U,

Enc

QYQlUﬂle,U2

U27UU

QU27U0
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Inner Bound - Proof Outline

@ Messages: My = (Moo, Mao). _

- ~

> _ . 7, A
Msg Common. message; x| [x xx
» (M., Mss) - Private messages. boIxxx| ixxx
)
\

» W ~ Unif[l : Q"R] - Randomizer.

1. My — Ug ~ Q;}O'
2. ;\"/22 — U2 ~ QZgon'
3. M; — Resolvability codebook.
» Choose U; - The likelihood encoder.

/
\\wzlleQ
~ ’

o Encoding: \/

/!
2" 4, -codewords

X X X
X X X

w= 2"k

Fixed m;

Fixed (mag, maz, m1)

U,

@ Cooperation: Enc

QYQlUﬂle,U2

1. Bin Mso codebook into 2712 bins. I

U27UU

QU27U0
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Inner Bound - Proof Outline

@ Messages: My = (Moo, Mao). _

- ~

> _ . 7, A
Msg Common. message; x| [x xx
» (M., Mss) - Private messages. boIxxx| ixxx
)
\

» W ~ Unif[l : Q"R] - Randomizer.

1. My — Ug ~ ng.
2. ;\"/22 — U2 ~ sz\Uo'
3. M; — Resolvability codebook.
» Choose U; - The likelihood encoder.

/
\\wzlleQ
~ ’

o Encoding: \/

/!
2" 4, -codewords

X X X
X X X

w= 2"k

Fixed m;

Fixed (mag, maz, m1)

U,

@ Cooperation: Enc

QYleU,Ul,U2

1. Bin Mso codebook into 2712 bins. I

2. Convey bin number via link.

U27UU

QU27U0

Goldfeld /Permuter/Kramer Cooperative BCs with a Secret Message

Yo
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Inner Bound - Proof Outline

Key Arguments:
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@ Likelihood encoder induced encoding error: The chosen ug-, u1-,
uo-codewords are jointly e-typical with high probability.
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Inner Bound - Proof Outline

Key Arguments:

@ Likelihood encoder induced encoding error: The chosen ug-, u1-,
uo-codewords are jointly e-typical with high probability.

@ Strong-secrecy via channel resolvability:

I(]V[l, M12,Y2|C)
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Inner Bound - Proof Outline

Key Arguments:

@ Likelihood encoder induced encoding error: The chosen ug-, -,
uo-codewords are jointly e-typical with high probability.

@ Strong-secrecy via channel resolvability:
I(My; M2, Y2|C)

< Ec [D(PY2|N11:1,M2:1,U0,U2,(C‘ ‘Q%Uo,Uz ‘ng,UQ)}
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Inner Bound - Proof Outline

Key Arguments:

@ Likelihood encoder induced encoding error: The chosen ug-, -,
uo-codewords are jointly e-typical with high probability.

@ Strong-secrecy via channel resolvability:
I(My; M2, Y2|C)

< Ec [D(PY2|N11:1,M2:1,U0,U2,(C‘ ‘Q%Uo,Uz ‘ng,UQ)}

A channel resolvability problem w.r.t. W1
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Inner Bound - Proof Outline

Key Arguments:

@ Likelihood encoder induced encoding error: The chosen ug-, -,
uo-codewords are jointly e-typical with high probability.

@ Strong-secrecy via channel resolvability:
I(My; M2, Y2|C)

< Ec {D(PY2‘“’Jl:l-ﬂh:l-UllsUZ-‘c‘ ‘le/z\Uolf"z ‘(gg}nUz)} :;_) 0

A channel resolvability problem w.r.t. W1
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Strong-Secrecy Capacity Results

The inner bound is tight for SD-BCs (U; = Y})

Goldfeld /Permuter/Kramer Cooperative BCs with a Secret Message 11/12



Strong-Secrecy Capacity Results

The inner bound is tight for SD-BCs (U; = Y})

Theorem (SD-BCs Strong-Secrecy-Capacity)

R1 S H(Y1|U07U17Yv2)
cso=J Ry < I(Uo, Uz; Y2) + Ruz
Ry + Ry < H(Y1|Up, U1, Ya) + 1(Us; Y2|Up) + 1(Uo; Y1)

The union is over all Qu,,u,,v,,x Qy,|x for which Y1 = f(X).
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Strong-Secrecy Capacity Results

The inner bound is tight for SD-BCs (U; = Y})

Theorem (SD-BCs Strong-Secrecy-Capacity)

R1 S H(Y1|U07U17Yv2)
cso=J Ry < I(Uo, Uz; Y2) + Ruz
Ry + Ry < H(Y1|Up, U1, Ya) + 1(Us; Y2|Up) + 1(Uo; Y1)

The union is over all Qu,,u,,v,,x Qy,|x for which Y1 = f(X).

and PD-BCs (U; =X & Uy =0):

Goldfeld /Permuter/Kramer Cooperative BCs with a Secret Message 11/12



Strong-Secrecy Capacity Results
The inner bound is tight for SD-BCs (U; = Y1)

Theorem (SD-BCs Strong-Secrecy-Capacity)

R1 S H(Y1|U07U17}/2)
cso=J Ry < I(Uo, Uz; Y2) + Ruz
Ry + Ry < H(Y1|Up, U1, Ya) + 1(Us; Y2|Up) + 1(Uo; Y1)

The union is over all Qu,,u,,v,,x Qy,|x for which Y1 = f(X).

and PD-BCs (U; =X & Uy =0):
Theorem (PD-BCs Strong-Secrecy-Capacity)

Ry < I(X;Y1|Uo) — 1(X; Y2|Uo)
Cpp = U Ry < I(Up; Ya) + Ry
Ry + Ry < I(X; Y1) — I(X; Y2|Up)

where the union is over all Qu, x Qy,|x Qys|y -
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Summary

@ Channel-resolvability for secrecy: Superposing & multi-coding.
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» Adequate for Marton-based code constructions
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Summary

@ Channel-resolvability for secrecy: Superposing & multi-coding.

» Proof via Likelihood encoder.
» Adequate for Marton-based code constructions

@ Cooperative BCs with a Confidential Message:
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Summary

@ Channel-resolvability for secrecy: Superposing & multi-coding.

» Proof via Likelihood encoder.
» Adequate for Marton-based code constructions

@ Cooperative BCs with a Confidential Message:

> Inner bound on strong-secrecy-capacity region.
» Tight for SD and PD-BCs.

@ Take-home message: Channel-resolvability lemma for strong-secrecy
in Marton codes.
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Summary

@ Channel-resolvability for secrecy: Superposing & multi-coding.

» Proof via Likelihood encoder.
» Adequate for Marton-based code constructions

@ Cooperative BCs with a Confidential Message:

> Inner bound on strong-secrecy-capacity region.
» Tight for SD and PD-BCs.

@ Take-home message: Channel-resolvability lemma for strong-secrecy
in Marton codes.

Thank you!
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Cooperative BCs with a Confidential Message -
Achievability Outline

@ Code construction similar to case without secrecy.
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@ Main differences:
1. Randomizer:
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Cooperative BCs with a Confidential Message -
Achievability Outline

@ Code construction similar to case without secrecy.
@ Main differences:

1. Randomizer:
» W ~ Unif[1 : 2"F'] and W L (M, My).
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Cooperative BCs with a Confidential Message -
Achievability Outline

@ Code construction similar to case without secrecy.

@ Main differences:
1. Randomizer:
» W ~ Unif[1 : 2"F'] and W L (M, My).
» Used to conceal M; from Decoder 2.
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Cooperative BCs with a Confidential Message -
Achievability Outline

@ Code construction similar to case without secrecy.

@ Main differences:
1. Randomizer:
» W ~ Unif[1 : 2"F'] and W L (M, My).
» Used to conceal M; from Decoder 2.
» Decoded by Decoder 1 (along with (Mag, M1)).
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Cooperative BCs with a Confidential Message -
Achievability Outline

@ Code construction similar to case without secrecy.

@ Main differences:
1. Randomizer:
» W ~ Unif[1 : 2"F'] and W L (M, My).
» Used to conceal M; from Decoder 2.

» Decoded by Decoder 1 (along with (Msg, M7)).

2. Superposition & Cooperation:
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Cooperative BCs with a Confidential Message -
Achievability Outline

@ Code construction similar to case without secrecy.

@ Main differences:
1. Randomizer:
» W ~ Unif[1 : 2"F'] and W L (M, My).
» Used to conceal M; from Decoder 2.
» Decoded by Decoder 1 (along with (Mag, M1)).

2. Superposition & Cooperation:
» No secrecy - superposition on (Mg, Map).
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Cooperative BCs with a Confidential Message -
Achievability Outline

@ Code construction similar to case without secrecy.

@ Main differences:
1. Randomizer:
» W ~ Unif[1 : 2"F'] and W L (M, My).
» Used to conceal M; from Decoder 2.
» Decoded by Decoder 1 (along with (Mag, M1)).

2. Superposition & Cooperation:

» No secrecy - superposition on (Mg, Map).
» Superposing on Mg violates secrecy constraint!
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Cooperative BCs with a Confidential Message -
Achievability Outline

@ Code construction similar to case without secrecy.

@ Main differences:
1. Randomizer:
» W ~ Unif[1 : 2"F'] and W L (M, My).
» Used to conceal M; from Decoder 2.
» Decoded by Decoder 1 (along with (Mag, M1)).

2. Superposition & Cooperation:

» No secrecy - superposition on (Mg, Map).
» Superposing on Mg violates secrecy constraint!
» Superposition on Mg only.

Goldfeld /Permuter/Kramer Cooperative BCs with a Secret Message
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SD-BC without Cooperation - Effect of Secrecy

‘ Criterion ‘ SD-BC Without Secrecy ‘ SD-BC With M; Secret ‘

Capacity Ry < H(V1) Ry < HM1|U,Ya)
Ry < I(U;Y3) Ry < I(U;Y3)
Ry + Ry < HW|U) + I(U; Ya)
CP(s) (HM|U), 1(U;Yz)) (HM|U,Y2), I(U; Yz))
(H(1), I(U;Ys) = I(U; V1))
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SD-BC without Cooperation - Effect of Secrecy

‘ Criterion ‘ SD-BC Without Secrecy ‘ SD-BC With M; Secret ‘

Capacity Ry < H(Y1) Ry < HY1|U,Ya)
Ry < I(U;Ya) Ry < I(U;Ya)
Ri+R <HMW|U)+ I(U;Y>)
CP(s) (HMY:1|U), I(U;Yz)) (HM|U,Y2), I(U; Yz))
(HM), I(U;Y2) — I(U; V1))
Ry
1(U;Ys) - secrecy

D - NO secrecy

I(U; Ya) = (U3 YY)

N

Femm e — ——

0
HWU.Y2) 1y, v,|p) HMU) H(Y1)
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SD-BC without Cooperation - Effect of Secrecy

‘ Criterion ‘ SD-BC Without Secrecy ‘ SD-BC With M, Secret ‘

Capacity Ry < HY1) Ry < HY1|U,Y>)
Ry < I(U;Ys) Ry < I(U;Ya)
Ri+ Ry < HW|U) + I(U;Y>)
CP(s) (H(v1|U), I(U; Yz)) (H(Y1|U,Yz2), I(U; Yz))
(HW), I(U;Y2) = I(U; 1))
Ry
I(U;Y) . | - secrecy

/ i D - NO secrecy
IU;Yo) = I(UsY1) b - -
|
l
) i

e Rl
H((Y1|U,Y?) I(Yl;YQ\U)H(YllU)H(Yl)
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SD-BC without Cooperation - Effect of Secrecy

‘ Criterion ‘ SD-BC Without Secrecy ‘ SD-BC With M; Secret ‘
Capacity Ry < H(V1) Ry < HM|U,Ya)
Ry < I(U;Y3) Ry < I(U;Ys)
Ri+ Ry < HWM1|U)+ I(U;Ys)
CP(s) (H)1|U), I(U;Yz)) (HY1|U,Y2), 1(U; Ya))
(H(Y1), I(U;Y2) — I(U; Y1)) Violates Secrecy!
Ry

secrecy

D - NO secrecy

I(U;Y>)

I{U;Y2)—1(U; Y1)

-

P —— e —— — ——

0
HW|U,Yz) I(Y1;Y2|U) HW|U) H (Y1)
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