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o Noise Processes: i.i.d. samples of Z; ~ N(0,1;), j =1,2.

o Input Covariance Constraint: 1y E [X(Z)XT(Z)} < K.
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MIMO Gaussian BC - Goals
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@ Known inner and outer bounds on secrecy-capacity region.

Q: Do they match for the MIMO Gaussian case?

Q: Do Gaussian inputs achieve boundary points?
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J Solution for two last unsolved cases via Upper Concave Envelopes *
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MIMO Gaussian BC - Secrecy-Capacity Results
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MIMO Gaussian BC - Secrecy-Capacity Results

Without a Common Message: M; - Confidential ; M- - Private

Theorem (ZG 2016)

The secrecy-capacity region for a covariance constraint K = 0 is
I+ G K*G]
A 9 I+ GoK*Gy
CK = U (R]_,RQ) € R+ I G KGT
0=K*=<K Ry 1 log + G2 2
2 I+ G2K*Gg

® Ry Bound - MIMO Gaussian WTC Secrecy-capacity:
User 1 - Legitimate with input covariance K* ; User 2- Eavesdropper.

@ Rs Bound - Capacity of MIMO Gaussian PTP to User 2:
Input covariance K — K* ; Noise covariance I + GQK*G;—.
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Mp - Common ; M, - Confidential ; M- - Private

Theorem (ZG 2016)

The secrecy-capacity region for a covariance constraint K = 0 is
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® R; Bound: MIMO Gaussian WTC with input Ky

® Ry Bound: MIMO Gaussian PTP with input K (K is noise).

@ Ry Bound: MIMO Gaussian PTP with remaining covariance
K — (Kl + Kz) (Kl,Kz are noises).
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Secrecy-Capacity without M, - Visualization

Secrecy-Capacity Region under Average Power Constraint:
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Secrecy-Capacity without M - Visualization
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Secrecy-Capacity without M - Visualization

Secrecy-Capacity Region under Average Power Constraint:
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» Practical: Natural broadcasting scenario.

» Theoretical: Last two unsolved cases.

@ Secrecy-Sapacity Results:

» Characterization & Optimality of Gaussian inputs.

» Proof via Upper Concave Envelopes & Dirty-Paper Coding.
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