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Two important aspects of communication.

Secrecy limits cooperation protocols

Q1: How to combine?

Q2: Does limited protocol outcome in rate-loss?
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Practical - Secrecy Limits Cooperation Protocols
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No Secrecy: [ZG-Permuter-Kramer 2015]

◮ Share information about (M1, M2) =⇒ M12(M1,M2).

M1 is Secret: No sharing information about M1 =⇒ M12(M2).

⋆ Does restricted protocol reduces rates? ⋆
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Theoretical - Strong Secrecy for Marton Codes
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⋆ Strong-secrecy for Marton codes (joint encoding) ⋆
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A Soft-Covering Lemma - Setup
Classic Case - PTP codebook [Wyner 1975], [Han-Verdú 1993]
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A Soft-Covering Lemma - Setup
Classic Case - PTP codebook [Wyner 1975], [Han-Verdú 1993]

W
Encoder

U
QV |U,S,S0

V ∼ PV|S0,S ≈ Qn

V |S0,S

S0, S

QS0,S

[

1 : 2nR
]

Codebook:

Joint Encoding: via Likelihood Encoder [Song-Cuff-Poor 2015].

Goal: (R, R̃) s.t. ECn

[

D
(

PV|S0,S,Cn

∣

∣

∣

∣Qn
V |S0,S

∣

∣Qn
S0,S

)

]

−−−→
n→∞

0.
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A Soft-Covering Lemma - Statement
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A Soft-Covering Lemma - Statement

W
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U
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]
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Theorem (Direct Part)

R̃ > I(U ; S|S0)

R + R̃ > I(U ; S, V |S0)
=⇒ ECn

[

D
(

PV|S0,S

∣

∣

∣

∣Qn
V |S0,S

∣

∣Qn
S0,S

)

]

→ 0
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Theorem (Inner Bound)

An inner bound on the strong-secrecy-capacity region is:

RI =
⋃















R1 ≤ I(U1; Y1|U0)− I(U1; U2|U0)− I(U1; Y2|U0, U2)
R2 ≤ I(U0, U2; Y2) + R12

R1 + R2 ≤ I(U0, U1; Y1)− I(U1; U2|U0)− I(U1; Y2|U0, U2)
+I(U2; Y2|U0)















where the union is over all QU0,U1,U2,XQY1,Y2|X .
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⋆ Tight for SD and PD-BCs ⋆
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Summary

Soft-Covering for Strong-Secrecy: Superposition & Multicoding.

◮ Adequate for Marton-based code constructions

Cooperative BCs with a Confidential Message:

◮ Inner bound on strong-secrecy-capacity region.

◮ Restricted cooperation protocol sub-optimal in general.

Thank you!
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Cooperative BCs with a Confidential Message -
Achievability Outline

Code construction similar to case without secrecy.
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Cooperative BCs with a Confidential Message -
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Main differences:

1. Randomizer:

◮ W ∼ Unif[1 : 2nR′

] and W ⊥⊥ (M1, M2).
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Cooperative BCs with a Confidential Message -
Achievability Outline

Code construction similar to case without secrecy.

Main differences:

1. Randomizer:

◮ W ∼ Unif[1 : 2nR′

] and W ⊥⊥ (M1, M2).
◮ Used to conceal M1 from Decoder 2.
◮ Decoded by Decoder 1 (along with (M20, M1)).

2. Superposition & Cooperation:
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Cooperative BCs with a Confidential Message -
Achievability Outline

Code construction similar to case without secrecy.

Main differences:

1. Randomizer:

◮ W ∼ Unif[1 : 2nR′

] and W ⊥⊥ (M1, M2).
◮ Used to conceal M1 from Decoder 2.
◮ Decoded by Decoder 1 (along with (M20, M1)).

2. Superposition & Cooperation:

◮ No secrecy - superposition on (M10, M20).
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Cooperative BCs with a Confidential Message -
Achievability Outline

Code construction similar to case without secrecy.

Main differences:

1. Randomizer:

◮ W ∼ Unif[1 : 2nR′

] and W ⊥⊥ (M1, M2).
◮ Used to conceal M1 from Decoder 2.
◮ Decoded by Decoder 1 (along with (M20, M1)).

2. Superposition & Cooperation:

◮ No secrecy - superposition on (M10, M20).
◮ Superposing on M10 violates secrecy constraint!
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Cooperative BCs with a Confidential Message -
Achievability Outline

Code construction similar to case without secrecy.

Main differences:

1. Randomizer:

◮ W ∼ Unif[1 : 2nR′

] and W ⊥⊥ (M1, M2).
◮ Used to conceal M1 from Decoder 2.
◮ Decoded by Decoder 1 (along with (M20, M1)).

2. Superposition & Cooperation:

◮ No secrecy - superposition on (M10, M20).
◮ Superposing on M10 violates secrecy constraint!
◮ Superposition on M20 only.
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SD-BC without Cooperation - Effect of Secrecy

Criterion SD-BC Without Secrecy SD-BC With M1 Secret

Capacity R1 ≤ H(Y1) R1 ≤ H(Y1|U, Y2)

R2 ≤ I(U ; Y2) R2 ≤ I(U ; Y2)

R1 + R2 ≤ H(Y1|U) + I(U ; Y2)

CP(s)
(

H(Y1|U) , I(U ; Y2)
) (

H(Y1|U, Y2) , I(U ; Y2)
)

(

H(Y1) , I(U ; Y2)− I(U ; Y1)
)
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) (

H(Y1|U, Y2) , I(U ; Y2)
)

(

H(Y1) , I(U ; Y2)− I(U ; Y1)
)

R1

R2

0

I(U ; Y2)− I(U ; Y1)

H(Y1|U)H(Y1|U)

I(U ; Y2)

H(Y1|U, Y2) H(Y1)I(Y1; Y2|U)
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- no secrecy
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SD-BC without Cooperation - Effect of Secrecy

Criterion SD-BC Without Secrecy SD-BC With M1 Secret

Capacity R1 ≤ H(Y1) R1 ≤ H(Y1|U, Y2)

R2 ≤ I(U ; Y2) R2 ≤ I(U ; Y2)

R1 + R2 ≤ H(Y1|U) + I(U ; Y2)

CP(s)
(

H(Y1|U) , I(U ;Y2)
) (

H(Y1|U,Y2) , I(U ;Y2)
)

(

H(Y1) , I(U ; Y2)− I(U ; Y1)
)

R1

R2

0

I(U ; Y2)− I(U ; Y1)

H(Y1|U)H(Y1|U)

I(U ;Y2)

H(Y1|U,Y2) H(Y1)I(Y1; Y2|U)

- secrecy

- no secrecy
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SD-BC without Cooperation - Effect of Secrecy

Criterion SD-BC Without Secrecy SD-BC With M1 Secret

Capacity R1 ≤ H(Y1) R1 ≤ H(Y1|U, Y2)

R2 ≤ I(U ; Y2) R2 ≤ I(U ; Y2)

R1 + R2 ≤ H(Y1|U) + I(U ; Y2)

CP(s)
(

H(Y1|U) , I(U ; Y2)
) (

H(Y1|U, Y2) , I(U ; Y2)
)

(

H(Y1) , I(U ;Y2)− I(U ;Y1)
)

Violates Secrecy!

R1

R2

0

I(U ;Y2)−I(U ;Y1)

H(Y1|U)H(Y1|U)

I(U ; Y2)

H(Y1|U, Y2) H(Y1)I(Y1; Y2|U)

- secrecy

- no secrecy
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