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Motivation - Combining Secrecy and Cooperation

@ Two important aspects of communication.

Goldfeld/Kramer/Permuter/Cuff Ben Gurion University, Technische Universitat Miinchen and Princeton University

Strong Secrecy for Cooperative BCs 2



Motivation - Combining Secrecy and Cooperation

@ Two important aspects of communication.

@ Secrecy limits cooperation protocols

Goldfeld/Kramer/Permuter/Cuff versity, Technische Unive t Miinchen and Princetol

Strong Secrecy for Cooper;



Motivation - Combining Secrecy and Cooperation

@ Two important aspects of communication.

@ Secrecy limits cooperation protocols

Q1: How to combine?

Goldfeld/Kramer/Permuter/Cuff Ben Gurion University, Technische Universitat Miinchen and Princeton University

Strong Secrecy for Cooperative BCs 2



Motivation - Combining Secrecy and Cooperation

@ Two important aspects of communication.
@ Secrecy limits cooperation protocols

Q1: How to combine?

Q2: Does limited protocol outcome in rate-loss?
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Practical - Secrecy Limits Cooperation Protocols

Y, 9
Channel Dec. 1 | My,
M, M-
(My, Mp), o~ Qvy,vs|x Mo
Yo Dec. 2 | M,
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Practical - Secrecy Limits Cooperation Protocols

Yl Y

Channel Dec. 1 | My,
M, M-
(My, Mp), o~ Qvy,vs|x Mo
Yo Dec. 2 | M,

@ No Secrecy: [ZG-Permuter-Kramer 2015]
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Practical - Secrecy Limits Cooperation Protocols

Yl Y

Channel Dec. 1 | My,
M, M-
(My, Mp), o~ Qvy,vs|x Mo
Yo Dec. 2 | M,

@ No Secrecy: [ZG-Permuter-Kramer 2015]

» Share information about (M, M>)
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Practical - Secrecy Limits Cooperation Protocols

Yl Y

Channel Dec. 1 | My,
M, M-
(My, Mp), o~ Qvy,vs|x Mo
Yo Dec. 2 | M,

0

@ No Secrecy: [ZG-Permuter-Kramer 2015]
» Share information about (M7, My) = My2(My, M>).
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Practical - Secrecy Limits Cooperation Protocols

Yl Y

Channel Dec. 1 | My,
M, M-
(My, Mp), o~ Qvy,vs|x Mo
Yo Dec. 2 | M,

0

@ No Secrecy: [ZG-Permuter-Kramer 2015]
» Share information about (M7, My) = My2(My, M>).

@ M, is Secret:
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Practical - Secrecy Limits Cooperation Protocols

Yl Y

Channel Dec. 1 | My,
M, M-
(My, Mp), o~ Qvy,vs|x Mo
Yo Dec. 2 | M,

0

@ No Secrecy: [ZG-Permuter-Kramer 2015]
» Share information about (M7, My) = My2(My, M>).

@ M, is Secret: No sharing information about M} = Mi5(Ms>).
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Practical - Secrecy Limits Cooperation Protocols

Yl Y

Channel Dec. 1 | My,
M, M-
(My, Mp), o~ Qvy,vs|x Mo
Yo Dec. 2 | M,

0

@ No Secrecy: [ZG-Permuter-Kramer 2015]
» Share information about (M7, My) = My2(My, M>).

@ M, is Secret: No sharing information about M} = Mi5(Ms>).

* Does restricted protocol reduces rates? *
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Theoretical - Strong Secrecy for Marton Codes

Y1 Y
Channel Dec. 1 My,
My, M
(M, M) Enc. X Qy, va|x Mo
Yy Dec. 2 | M, ,

@ General BCs
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Theoretical - Strong Secrecy for Marton Codes

Y1 Y

Channel Dec. 1 My,
My, M
(M, M) Enc. X Qy, va|x Mo
Yy Dec. 2 | M, ,

@ General BCs = Marton Coding.

o Weak-Secrecy: =1(My; Mia,Y3') — 0.
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Channel Dec. 1 My,
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Yy Dec. 2 | M, ,

@ General BCs = Marton Coding.
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Theoretical - Strong Secrecy for Marton Codes

Y1 Y

Channel Dec. 1 My,
My, M
(M, M) Enc. X Qy, va|x Mo
Yy Dec. 2 | M, ,

@ General BCs = Marton Coding.

@ Weak-Secrecy: W Only leakage rate vanishes

o Strong-Secrecy: I(M;; Mi2,Y5") — 0.
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Theoretical - Strong Secrecy for Marton Codes

Y1 Y

Channel Dec. 1 My,
My, M
(M, M) Enc. X Qy, va|x Mo
Yy Dec. 2 | M, ,

@ General BCs = Marton Coding.

@ Weak-Secrecy: W Only leakage rate vanishes

o Strong-Secrecy: I(Mj; Mo, YJ) — 0. ?
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Theoretical - Strong Secrecy for Marton Codes

Y1 Y

Channel Dec. 1 My,
My, M
(M, M) Enc. X Qy, va|x Mo
Yy Dec. 2 | M, ,

@ General BCs = Marton Coding.

@ Weak-Secrecy: W Only leakage rate vanishes

o Strong-Secrecy: I(Mj; Mo, YJ) — 0. ?

* Strong-secrecy for Marton codes (joint encoding) *
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A Soft-Covering Lemma - Setup

Classic Case - PTP codebook [Wyner 1975], [Han-Verdi 1993]

W U A%
IRz Encoder Qviu,s,so —
S0.| !

Q5,5
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A Soft-Covering Lemma - Setup

Classic Case - PTP codebook [Wyner 1975], [Han-Verdi 1993]

v v V ¢ Resemble i.i.d.
[1 W’ Encoder va,s,so |V ¢ Resemble i.i
So, ST‘ ]

Q5,5
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A Soft-Covering Lemma - Setup

Classic Case - PTP codebook [Wyner 1975], [Han-Verdi 1993]

v v V ¢ Resemble i.i.d.
[1 W’ Encoder va,s,so |V ¢ Resemble i.i
So, ST‘ ]

Q5,5

@ Codebook:
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A Soft-Covering Lemma - Setup

Classic Case - PTP codebook [Wyner 1975], [Han-Verdi 1993]

v v V ¢ Resemble i.i.d.
[1 W’ Encoder va,s,so |V ¢ Resemble i.i
So, ST‘ ]

R -codewords \‘

@s0,5 S x XXX [xxx X X X
XXX| [xxx X X X

I
w= w=2 ‘w—2"R
S /

. ~ On ~ O e o
o Codebook: $150 QB0 -

Sp ~~ g«o
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A Soft-Covering Lemma - Setup

Classic Case - PTP codebook [Wyner 1975], [Han-Verdi 1993]

w U V < Resemble i.i.d.
[1 W Encoder QVIU,S,SO — " -
SO,ST‘ T/_\Joint Encoding
QSO,S s x I',xxx\‘\ XXX ... X XX
[ XXX ) X X X X XX
‘w=1,w=2 w = 2R
@ Codebook: ~ Q%s, W
X
so ~ Q%

@ Joint Encoding:
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A Soft-Covering Lemma - Setup

Classic Case - PTP codebook [Wyner 1975], [Han-Verdi 1993]

w U V < Resemble i.i.d.
[1 W Encoder QVIU,S,SO —
SO,ST‘ T/_\Joint Encoding
QSO,S s x I',xxx\‘\ XXX ... X XX
Po[XXX] X xx X XX
\
\\wzll/w=2 w = 2"k
o Codebook: ~ Q%s, W
X
so ~ Q%

@ Joint Encoding: via Likelihood Encoder [Song-Cuff-Poor 2015].
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A Soft-Covering Lemma - Setup

Classic Case - PTP codebook [Wyner 1975], [Han-Verdi 1993]

W U V ~ Pyis, s
(1 gy Encoder Quiv,s,5 —
50781‘ T/_\Joint Encoding
QSO,S s x I',xxx\‘\ XXX ... XXX
PoXXX] X xx XXX
\
w=1,w=2 w = 2"F
o Codebook: ~ Q%s, W
X
so ~ Q%

@ Joint Encoding: via Likelihood Encoder [Song-Cuff-Poor 2015].
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A Soft-Covering Lemma - Setup

Classic Case - PTP codebook [Wyner 1975], [Han-Verdi 1993]

W U V ~ Pyig,s = Q5 5
(1 gy Encoder Quiv,s,5 —
50781‘ T/_\Joint Encoding
Qso,8 s x I',xxx\‘\ XXX ... X XX
PoXXX] X xx XXX
\
\\’U):]./,'w=2 ,w:2nR
. ~ n \\_’,
o Codebook: S|S0 W
X
so ~ Q%

@ Joint Encoding: via Likelihood Encoder [Song-Cuff-Poor 2015].
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A Soft-Covering Lemma - Setup

Classic Case - PTP codebook [Wyner 1975], [Han-Verdi 1993]

W U V ~ Pyig,s = Q5 5
(1 gy Encoder Quiv,s,5 —
SO,ST‘ T/_\Joint Encoding
Qso,8 s x I',xxx\‘\ XXX ... X XX
PoXXX] X xx XXX
\
w=1,w=2 w = 2"F
@ Codebook: ~ Q%s, W
X
so ~ Q%

@ Joint Encoding: via Likelihood Encoder [Song-Cuff-Poor 2015].

o Goal: (R, R) st. Ec, [D(Pyis,s.c, /@, 51Q% 5)] —= 0.

n—00
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A Soft-Covering Lemma - Statement

w U V ~ Pyisy.s
“onBl Encoder " QV\U,S,SO 7
[1: 2] 2" codewords per w T ~ QV\SU,
Sy, S
Q5,5

Technische Univer: Miinchen and Princet:




A Soft-Covering Lemma - Statement

w U V ~ Pyisy.s
T’ Encoder " QV‘U,S,SO ~ T
[1: 2] 2" codewords per w T ~ Qv isy,s
Sy, S
Qsy,8

Theorem (Direct Part)

R > I(Ua S|SO) n n
Rt B> 105, V]80) — Eer [D(Pvisas||@is, s10%,.5)] =0
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Cooperative BCs with a Confidential Message

Channel L"Eﬂ—]\%—»
(M, W Qv valx M
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Cooperative BCs with a Confidential Message

A~

Channel L"Eﬂ—]wlﬁ
(Mlv W QYl,YQ\X Mo

Theorem (Inner Bound)

An inner bound on the strong-secrecy-capacity region is:

Ry < I(U1; Y1|Up) — I(Uy; U2|Up) — 1(Uy; Y2|Up, Us)

U Ry < I(Uy,Us; Y2) + Rio
Ry + Ry < I(Uo, Uy; Y1) — I(Uy; Uz |[Up) — I(Uy; Ya|Up, Us)
+1(Us; Y2|Up)

Rr=

where the union is over all Quy, v, U5, x Qv;,vs|x -
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Cooperative BCs with a Confidential Message

A~

Channel L"Eﬂ—]wlﬁ
(Mlv W QYl,YQ\X Mo

Theorem (Inner Bound)

An inner bound on the strong-secrecy-capacity region is:

Ry < I(U1; Y1|Up) — I(Uy; U2|Up) — 1(Uy; Y2|Up, Us)

U Ry < I(Uy,Us; Y2) + Rio
Ry + Ry < I(Uo, Uy; Y1) — I(Uy; Uz |[Up) — I(Uy; Ya|Up, Us)
+1(Us; Y2|Up)

Rr=

where the union is over all Quy, v, U5, x Qv;,vs|x -

* Tight for SD and PD-BCs *
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Inner Bound - Proof QOutline

@ Messages: My = (Myg, Mas).
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Inner Bound - Proof QOutline

® Messages: My = (Myg, Maa).
> Mg - Public;
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Inner Bound - Proof QOutline

@ Messages: My = (Myg, Mas).
» My - Public;
> (My, Mss) - Private.
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Inner Bound - Proof QOutline

@ Messages: My = (Myg, Mas).
» My - Public;
> (M, Mss) - Private.
> W ~ Unif[1: 277
(Dummy Message).
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Inner Bound - Proof QOutline

@ Messages: My = (Myg, Mas).
» My - Public;
> (M, Mss) - Private.
> W ~ Unif[1: 277
(Dummy Message).

@ Encoding:
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Inner Bound - Proof QOutline

@ Messages: My = (Myg, Mas).
» My - Public;
> (M, Mss) - Private.
> W ~ Unif[1: 277
(Dummy Message).

@ Encoding:
1. Msy — Uy ~ Q?JO'
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Inner Bound - Proof QOutline

@ Messages: My = (Myg, Mas).
» My - Public;
> (M, Mss) - Private.
> W ~ Unif[1: 277
(Dummy Message).

@ Encoding:
1. Msy — Uy NQ?JO'
2. Moy —> Uy ~ QZZ

[Uo~
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Inner Bound - Proof QOutline

@ Messages: My = (Myg, Mas).
» My - Public;
> (M, Mss) - Private.
> W ~ Unif[1: 277
(Dummy Message).

@ Encoding:
1. Msy — Uy ~ Q?JO'

2. Myy — Uy ~ QngUO'

3. M; — Soft-covering codeer’(}llUO
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Inner Bound - Proof QOutline

® Messages: My = (Myg, Maa). u; (m1) Codebook
> My - Public; XXX [xxX| ... XXX
» (M, Myy) - Private. uy(1maz) Xxx| [xxx X X X
» W ~ Unif[1: 2"7] X w=1 w=2 w = ok

e NG
X

@ Encoding:
1. May — Uy ~ Q2. o (1m20)

2. Myy — Uy ~ Q82|Uo'

3. M; — Soft-covering codeer’(}llUO
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Inner Bound - Proof QOutline

® Messages: My = (Myg, Maa). u; (m1) Codebook
> My - Public; XXX [xxX| ... XXX
» (M, Myy) - Private. uy(1maz) Xxx| [xxx X X X
» W ~ Unif[1: 2"7] X w=1 w=2 w = ok

e NG
X

@ Encoding:

n ug(m
1. Myy — Uy~ QUO' o(m20) Fixed (mag, maa, m1)
2. Moy —> Uy ~ QZZlUO'
3. M; — Soft-covering code ~QF; U, w U, Y,
1o Enc Qva|Uo, U1 Uof—
Uop, Uz

QU07U2
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Inner Bound - Proof QOutline

® Messages: My = (Myg, Maa). u; (m1) Codebook
» My - Public; X X X XXX| ... X X X
» (M, Myy) - Private. us(ma2) XXX| [xxx X X X
» W ~ Unif[1: 2"7] X w=1 w=2 w = 9Nk
(Dummy Message). \
@ Encoding: x
n ug(m
1. My — Ug ~ QF, - 0(m30) Fixed (mag, maz, m1)
2. Myy — Uy ~ QZZlUO'
3. M; — Soft-covering codeer’(}llUO w U, o Y,
» Choose U; - Likelihood encoder. Enc Xello Ll

]

Up, Us

QU07U2
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Inner Bound - Proof QOutline

® Messages: My = (Myg, Maa). u; (m1) Codebook
» My - Public; X X X XXX| ... X X X
» (M, Myy) - Private. ug(ng) XXX| [XXX X XX
>W~Unif[1:2"R] w=1 w=2 w =2

(Dummy Message). \j/<

@ Encoding:

uo m20
1. My Uy ~ Q?Jo' Fixed (mgo, moa, ml)
2. Myy — Uy ~ QZZlUO'
3. M; — Soft-covering codeer’(}llUO w U, Y,
. Enc Qva|Uo, U1 Uof—
» Choose U; - Likelihood encoder.

]

@ Cooperation: Uy, Uy

QU07U2

Goldfeld/Kramer/Permuter/Cuff Ben Gurion University, Technische Universitat Miinchen and Princeton University

Strong Secrecy for Cooperative BCs 8



Inner Bound - Proof QOutline

® Messages: My = (Myg, Maa). u; (m1) Codebook
> My - Public; XXX [xxX| ... XXX
» (M, Myy) - Private. uy(1maz) Xxx| [xxx X X X
» W ~ Unif[1: 2"7] X w=1 w=2 w = ok

e NG
X

@ Encoding:

o (120
1. My Uy ~ Q?Jo' ( ) Fixed (mgo, moa, ml)
2. Moy —> Uy ~ QZZlUO'
3. M; — Soft-covering code ~QF; U, w U, Y,
. o Enc Qya|vo,01,02—
» Choose U; - Likelihood encoder.
@ Cooperation: Uy, Uy

1. Bin My codebook into 212 bins.

QU07U2
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Inner Bound - Proof QOutline

® Messages: My = (Myg, Maa). u; (m1) Codebook
> My - Public; XXX [xxX| ... XXX
» (M, Myy) - Private. uy(1maz) Xxx| [xxx X X X
» W ~ Unif[1: 2"7] X w=1 w=2 w = ok

e NG
X

@ Encoding:

1. Moy — Up ~ Q?JO' uO(m20) Fixed (mgo,mgg,ml)

2. Myy — Uy ~ Q752|U0-

3. M; — Soft-covering codeer’(}llUO %% - U, Qvtnin lz}
» Choose U; - Likelihood encoder. HrerLTE

]
@ Cooperation: Uy, Uy
1. Bin My codebook into 212 bins.
2. Convey bin number via link. Quo,Us
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Inner Bound - Proof QOutline

Key Arguments:
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@ LE Encoding Error:
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Inner Bound - Proof QOutline

Key Arguments:

© LE Encoding Error: Chosen (Ug, Uy, Ug) jointly typical w.h.p.
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Inner Bound - Proof QOutline

Key Arguments:

© LE Encoding Error: Chosen (Ug, Uy, Ug) jointly typical w.h.p.

© Strong-Secrecy via Soft-Covering;:
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Inner Bound - Proof QOutline

Key Arguments:

© LE Encoding Error: Chosen (Ug, Uy, Ug) jointly typical w.h.p.

© Strong-Secrecy via Soft-Covering;:

I(My; M2, Y2|Cy)
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Inner Bound - Proof QOutline

Key Arguments:

© LE Encoding Error: Chosen (Ug, Uy, Usg) jointly typical w.h.p.

© Strong-Secrecy via Soft-Covering:

I(My; M2, Y2|Cy)

<Ec, [D(PY2|M1:1,M2:1,U0,U2 QY 00,5 |QTILJO,U2)}
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Inner Bound - Proof QOutline

Key Arguments:

© LE Encoding Error: Chosen (Ug, Uy, Usg) jointly typical w.h.p.

© Strong-Secrecy via Soft-Covering:
I(My; M2, Y2|Cy)

< ]E(Cn [D (PY2|M1=17M2:1,U07U2 ’ |Q71:'2|U0,U2 ’Q?}o,Uz)}

* The soft-covering setup w.r.t. W! %
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Inner Bound - Proof QOutline

Key Arguments:

© LE Encoding Error: Chosen (Ug, Uy, Usg) jointly typical w.h.p.

© Strong-Secrecy via Soft-Covering:
I(My; M2, Y2|Cy)

< Ec, [D (PY2|M1:1,M2:1,U07U2HQ'rI}leO,Uz ’Q?]O,Uz)} —0

n—00

* The soft-covering setup w.r.t. W! %
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Restricted Cooperation is Sub-Optimal
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o Without Secrecy: Mjo(My, Ms). © M, is Secret: Mja(Mo).
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Restricted Cooperation is Sub-Optimal

o Without Secrecy: Mjo(My, Ms). © M, is Secret: Mja(Mo).

Q: Does restriction makes a difference?

@ Comparison: Cooperative BC without secrecy.

Goldfeld/Kramer/Permuter/Cuff Ben Gurion University, Technische Universitat Miinchen and Princeton University

Strong Secrecy for Cooperative BCs 10



Restricted Cooperation is Sub-Optimal

o Without Secrecy: Mjo(My, Ms). © M, is Secret: Mja(Mo).

Q: Does restriction makes a difference?

@ Comparison: Cooperative BC without secrecy.

Yy Dec 1 My
My, M.
(M, L) Enc l»QYl,mx Ri2
Y, Dec 2 M
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Restricted Cooperation is Sub-Optimal

o Without Secrecy: Mjo(My, Ms). © M, is Secret: Mja(Mo).

Q: Does restriction makes a difference?

@ Comparison: Cooperative BC without secrecy.

Yy Dec 1 M,
My, M
(M1, M) Enc l»QYl,mx Ry
@ Dichotomy: User 1 can decode Y2, pec o Mo
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Restricted Cooperation is Sub-Optimal

o Without Secrecy: Mjo(My, Ms). © M, is Secret: Mja(Mo).
Q: Does restriction makes a difference?

@ Comparison: Cooperative BC without secrecy.

Yy Dec 1 M,
My, M
(M1, M) Enc l»QYl,mx Ry
@ Dichotomy: User 1 can decode Y2, pec o Mo

@ More than nRyy bits of M,
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Restricted Cooperation is Sub-Optimal

o Without Secrecy: Mjo(My, Ms). © M, is Secret: Mja(Mo).
Q: Does restriction makes a difference?

@ Comparison: Cooperative BC without secrecy.

Yy Dec 1 M,
My, M
(M1, M) Enc l»QYl,mx Ry
@ Dichotomy: User 1 can decode Y2, pec o Mo

@ More than nRiy bits of My = Schemes are the same.
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Restricted Cooperation is Sub-Optimal

o Without Secrecy: Mjo(My, Ms). © M, is Secret: Mja(Mo).
Q: Does restriction makes a difference?

@ Comparison: Cooperative BC without secrecy.

Yy Dec 1 M,
My, M
(M1, M) Enc l»QYl,mx Ry
@ Dichotomy: User 1 can decode Y2, pec o Mo

@ More than nRiy bits of My = Schemes are the same.

@ Less than nRy» bits of M,
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Restricted Cooperation is Sub-Optimal

o Without Secrecy: Mjo(My, Ms). © M, is Secret: Mja(Mo).
Q: Does restriction makes a difference?

@ Comparison: Cooperative BC without secrecy.

Yy Dec 1 M,
My, M
(M1, M) Enc l»QYl,mx Ry
@ Dichotomy: User 1 can decode Y2, pec o Mo

@ More than nRiy bits of My = Schemes are the same.

@ Less than nRy; bits of My =— Restricted scheme sub-optimal!
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Restricted Protocol Sub-Optimal - SD-BC Example

X1 Y1:X1

'R
Xo Yo j 12
———Qvy)x,, X, :
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Restricted Protocol Sub-Optimal - SD-BC Example

X1 i=X ) Assume:
Xo Yo Rip ° X = (X1, Xz).

———Qvy)x,, X,
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Restricted Protocol Sub-Optimal - SD-BC Example

X1 i=X Assume:
Xo Yo Rip ° X = (X1, Xz).
—’QY2|X1,X2 «- o Xl = XQ = y2 = {0, 1}
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Restricted Protocol Sub-Optimal - SD-BC Example

X1 i=X Assume:

Xo Yo Rip ° X = (X1, Xz).

—’QY2|X1,X2 «- o Xl = XQ = y2 = {0, 1}
o R12 =1.
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Restricted Protocol Sub-Optimal - SD-BC Example

X1 i=X Assume:

Xo Yo Rip ° X = (X1, Xz).

—>QY2|X1,X2 «- o Xl = Xg = y2 = {0, 1}
o R12 =1.

o Starting Point: (R, R2) = (1,0) achievable by both schemes.
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Restricted Protocol Sub-Optimal - SD-BC Example

X1 i=X Assume:

Xo Yo Rip ° X = (X17X2)

———1@vax1 X2 « ° A = Yy ={0,1}.
o R12 =1.

o Starting Point: (R, R2) = (1,0) achievable by both schemes.

Q: What is the maximal achievable R; when R; =1 ?

Goldfeld/Kramer/Permuter/Cuff Ben Gurion University, Technische Universitat Miinchen and Princeton University

Strong Secrecy for Cooperative BCs 11



Restricted Protocol Sub-Optimal - SD-BC Example

X1 i=X Assume:

Xo Yo Rip ° X = (X17X2)

———1@vax1 X2 « ° A = Yy ={0,1}.
o R12 =1.

o Starting Point: (R, R2) = (1,0) achievable by both schemes.

Q: What is the maximal achievable R; when R; =1 ?
A: Rl =1
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Restricted Protocol Sub-Optimal - SD-BC Example

X1 i=X Assume:

Xo Yo Rip ° X = (X17X2)

———1@vax1 X2 « ° A = Yy ={0,1}.
o R12 =1.

o Starting Point: (R, R2) = (1,0) achievable by both schemes.

Q: What is the maximal achievable R; when R; =1 ?
A:Ri=1 = X?=DM;
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Restricted Protocol Sub-Optimal - SD-BC Example

X1 i=X Assume:

Xo Yo Rip ° X = (X17X2)

———1@vax1 X2 « ° A = Yy ={0,1}.
o R12 =1.

o Starting Point: (R, R2) = (1,0) achievable by both schemes.

Q: What is the maximal achievable R; when R; =1 ?
A: Ry =1 = X[ = M; = Dec. 1 has only M;.
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Restricted Protocol Sub-Optimal - SD-BC Example

X1 i=X Assume:

Xo Yo Rip ° X = (X17X2)

———1@vax1 X2 « ° A = Yy ={0,1}.
o R12 =1.

o Starting Point: (R, R2) = (1,0) achievable by both schemes.
Q: What is the maximal achievable R; when R; =1 ?
A: Ry =1 = X[ = M; = Dec. 1 has only M;.

» Permissive Scheme: M, = X7
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Restricted Protocol Sub-Optimal - SD-BC Example

X1 i=X Assume:

X, A4 Y, § Ris 0 X = (Xl,X2)

_>QY2|X1,X2_’ +-j [*] Xl 2 — {0 ].}
) R12 =1.

Full (Enc. and Dec.) CSI
o Starting Point: (R, R2) = (1,0) achievable by both schemes.
Q: What is the maximal achievable R; when R; =1 ?
A: Ry =1 = X[ = M; = Dec. 1 has only M;.

» Permissive Scheme: M, = X7
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Restricted Protocol Sub-Optimal - SD-BC Example

X1 i=X Assume:

X, A4 Y, § Ris 0 X = (Xl,X2)

_>QY2|X1,X2_’ +-j [*] Xl 2 — {0 ].}
) R12 =1.

Full (Enc. and Dec.) CSI
o Starting Point: (R, R2) = (1,0) achievable by both schemes.
Q: What is the maximal achievable R; when R; =1 ?
A: Ry =1 = X[ = M; = Dec. 1 has only M;.

» Permissive Scheme: M = X' = R2 max > Crull—cs1
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Restricted Protocol Sub-Optimal - SD-BC Example

X1 i=X Assume:

Xo Yo Rip ° X = (X1, Xz).

—>QY2|X1,X2 «- o Xl = XQ = yg = {0, 1}
o R12 =1.

o Starting Point: (R, R2) = (1,0) achievable by both schemes.
Q: What is the maximal achievable R; when R; =1 ?

A: Ry =1 = X[ = M; = Dec. 1 has only M;.

» Permissive Scheme: M = X' = R2 max > Crull—cs1
» Restricted Scheme: M, =0
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Restricted Protocol Sub-Optimal - SD-BC Example

X1 i=X Assume:
Xo * Yy Rio ° X =(X1,Xa).
_PQY2|X1,X2_> <! o Xl :X2:y2: {0,1}
o R12 =1.
Enc CSI only

o Starting Point: (R, R2) = (1,0) achievable by both schemes.
Q: What is the maximal achievable R; when R; =1 ?

A: Ry =1 = X[ = M; = Dec. 1 has only M;.

» Permissive Scheme: M = X' = R2 max > Crull—cs1
» Restricted Scheme: M, =0
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Restricted Protocol Sub-Optimal - SD-BC Example

X1 i=X Assume:
Xo * Yy Rio ° X =(X1,Xa).
_PQY2|X1,X2_> <! o Xl :X2:y2: {0,1}
o R12 =1.
Enc CSI only

o Starting Point: (R, R2) = (1,0) achievable by both schemes.
Q: What is the maximal achievable R; when R; =1 ?

A: Ry =1 = X[ = M; = Dec. 1 has only M;.

» Permissive Scheme: M = X' = R2 max > Crull—cs1
> Restricted Scheme: M3 =0 = R3max < CEnc—csI
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Restricted Protocol Sub-Optimal - SD-BC Example

X1 i=X Assume:

Xo l Y Rio ° X = (X1, Xp).

—>QY2|X1,X2 «- o Xl = XQ = yg = {0, 1}
) R12 =1.

o Starting Point: (R, R2) = (1,0) achievable by both schemes.
Q: What is the maximal achievable R; when R; =1 ?

A: Ry =1 = X[ = M; = Dec. 1 has only M;.

» Permissive Scheme: M = X' = R2 max > Crull—cs1
> Restricted Scheme: M3 =0 = R3max < CEnc—csI
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Restricted Protocol Sub-Optimal - SD-BC Example

X1 i=X Assume:

Xo l Y Rio ° X = (X1, Xp).

—>QY2|X1,X2 «- o Xl = XQ = yg = {0, 1}
) R12 =1.

o Starting Point: (R, R2) = (1,0) achievable by both schemes.
Q: What is the maximal achievable R; when R; =1 ?
A: Ry =1 = X[ = M; = Dec. 1 has only M;.

» Permissive Scheme: M = X' = R2 max > Crull—cs1
> Restricted Scheme: M3 =0 = R3max < CEnc—csI

—> Binary dirty paper channel: Yo=Xo60 X072
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Restricted Protocol Sub-Optimal - SD-BC Example

X1 i=X Assume:

Xo l Y Rio ° X = (X1, Xp).

—>QY2|X1,X2 «- o Xl = XQ = yg = {0, 1}
) R12 =1.

o Starting Point: (R, R2) = (1,0) achievable by both schemes.
Q: What is the maximal achievable R; when R; =1 ?
A: Ry =1 = X[ = M; = Dec. 1 has only M;.

» Permissive Scheme: M = X' = R2 max > Crull—cs1
> Restricted Scheme: M3 =0 = R3max < CEnc—csI

—> Binary dirty paper channel: Yo=Xo60 X072

Cgnc—csi < Crun-csr
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Restricted Protocol Sub-Optimal - SD-BC Example

X1 i=X Assume:

Xo l Y Rio ° X = (X1, Xp).

—>QY2|X1,X2 «- o Xl = XQ = yg = {0, 1}
) R12 =1.

o Starting Point: (R, R2) = (1,0) achievable by both schemes.
Q: What is the maximal achievable R; when R; =1 ?
A: Ry =1 = X[ = M; = Dec. 1 has only M;.

» Permissive Scheme: M = X' = R2 max > Crull—cs1
> Restricted Scheme: M3 =0 = R3max < CEnc—csI

—> Binary dirty paper channel: Yo=Xo60 X072

R2 max <CEnc—cs1 < Crul-csi< B2 max
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Summary

@ Soft-Covering for Strong-Secrecy: Superposition & Multicoding.
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» Adequate for Marton-based code constructions

@ Cooperative BCs with a Confidential Message:
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@ Soft-Covering for Strong-Secrecy: Superposition & Multicoding.

» Adequate for Marton-based code constructions

@ Cooperative BCs with a Confidential Message:

> Inner bound on strong-secrecy-capacity region.
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@ Soft-Covering for Strong-Secrecy: Superposition & Multicoding.

» Adequate for Marton-based code constructions

@ Cooperative BCs with a Confidential Message:

> Inner bound on strong-secrecy-capacity region.

> Restricted cooperation protocol sub-optimal in general.
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@ Soft-Covering for Strong-Secrecy: Superposition & Multicoding.

» Adequate for Marton-based code constructions

@ Cooperative BCs with a Confidential Message:

> Inner bound on strong-secrecy-capacity region.

> Restricted cooperation protocol sub-optimal in general.

Thank you!
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Cooperative BCs with a Confidential Message -

Achievability Outline

@ Code construction similar to case without secrecy.
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@ Code construction similar to case without secrecy.

@ Main differences:
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Cooperative BCs with a Confidential Message -

Achievability Outline

@ Code construction similar to case without secrecy.

@ Main differences:

1. Randomizer:

Goldfeld/Kramer/Permuter/Cuff Ben Gurion University, Technische Universitat Miinchen and Princeton University

Strong Secrecy for Cooperative BCs 12



Cooperative BCs with a Confidential Message -

Achievability Outline

@ Code construction similar to case without secrecy.

@ Main differences:

1. Randomizer:
> W ~ Unif[1 : 2"%] and W L (M7, M>).
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Cooperative BCs with a Confidential Message -

Achievability Outline

@ Code construction similar to case without secrecy.

@ Main differences:

1. Randomizer:
> W ~ Unif[1 : 2"%] and W L (M7, M>).
» Used to conceal M; from Decoder 2.
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Cooperative BCs with a Confidential Message -

Achievability Outline

@ Code construction similar to case without secrecy.

@ Main differences:

1. Randomizer:
> W~ Unif[1 : 2" and W L (M, Ms).
» Used to conceal M; from Decoder 2.
» Decoded by Decoder 1 (along with (Mag, My)).
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Cooperative BCs with a Confidential Message -

Achievability Outline

@ Code construction similar to case without secrecy.

@ Main differences:
1. Randomizer:
> W~ Unif[1 : 2" and W L (M, Ms).
» Used to conceal M; from Decoder 2.
» Decoded by Decoder 1 (along with (Mag, My)).

2. Superposition & Cooperation:
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Cooperative BCs with a Confidential Message -

Achievability Outline

@ Code construction similar to case without secrecy.

@ Main differences:
1. Randomizer:
> W~ Unif[1 : 2" and W L (M, Ms).
» Used to conceal M; from Decoder 2.
» Decoded by Decoder 1 (along with (Mag, My)).

2. Superposition & Cooperation:

» No secrecy - superposition on (Mg, May).
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Cooperative BCs with a Confidential Message -

Achievability Outline

@ Code construction similar to case without secrecy.

@ Main differences:
1. Randomizer:
> W~ Unif[1 : 2" and W L (M, Ms).
» Used to conceal M; from Decoder 2.
» Decoded by Decoder 1 (along with (Mag, My)).

2. Superposition & Cooperation:

» No secrecy - superposition on (Mg, May).
» Superposing on Mg violates secrecy constraint!
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Cooperative BCs with a Confidential Message -

Achievability Outline

@ Code construction similar to case without secrecy.

@ Main differences:
1. Randomizer:
> W~ Unif[1 : 2" and W L (M, Ms).
» Used to conceal M; from Decoder 2.
» Decoded by Decoder 1 (along with (Mag, My)).

2. Superposition & Cooperation:

» No secrecy - superposition on (Mg, May).
» Superposing on Mg violates secrecy constraint!
» Superposition on Mg only.
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SD-BC without Cooperation - Effect of Secrecy

Criterion SD-BC Without Secrecy SD-BC With M; Secret

Capacity Ry < H(Y) R < HMW|U,Y>)
Ry < I(U;Ya) Ry < I(U;Yo)
Ry + Ry < HW1|U) + I(U; Y2)
CP(s) (HM|U), I(U; Y2)) (HM|U,Y2), 1(U;Y2))

(H(Y1), I(U;Y2) — I(U; Y1)
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SD-BC without Cooperation - Effect of Secrecy

Criterion SD-BC Without Secrecy SD-BC With M; Secret

Capacity Ry < H(Y1) Ry < HM1[U, Y2)
Ry < I(U;Y3) Ry < I(U;Y2)
Ry + Ry < HW1|U) + I(U; Y2)
CP(s) (HMW|U), I(U; Y2)) (H(Y1|U. Y2), I(U;Y2))
(H(Y1), I(U;Y2) — I(U; Y1))
Ry
(U Y2) secrecy

[ ]- no secrecy
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SD-BC without Cooperation - Effect of Secrecy

Criterion SD-BC Without Secrecy SD-BC With M; Secret
Capacity Ry < H(Y1) Ry < HMU,Y?)
Ry < I(U;Y2) Ry < I(U;Y2)
Ry + Ry < HW1|U) + I(U; Y2)
CP(s) (HY1|U), I(U; Y2)) (H(Y1|U,Y2), I(U;Y>))
(H(W1), I(U;Y2) — I(U; 1))
Ry
I(U; Ya) secrecy
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SD-BC without Cooperation - Effect of Secrecy

Criterion SD-BC Without Secrecy SD-BC With M; Secret
Capacity Ry < H(Y1) Ry < HW|U,Y3)
Ry < I(U;Y2) Ry < I(U;Y3)
Ry + Ry < HV|U) + I(U; Ya)
CP(s) (H(Y1|U), I(U; Ys)) (H(Yi|U. Ya), [(UsY2))
(H(Y1), I(U;Y2) — I(U; Y7)) Violates Secrecy!
Ry
I(U; Y'z) secrecy

I(U;Y2)—I1(U; Y
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