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Motivation

Information Theoretic Security over Noisy Channels

Pros:

1 Security versus computationally unlimited eavesdropper.

2 No shared key - Use intrinsic randomness of a noisy channel.

Cons:

1 Eve’s channel assumed to be fully known & constant in time.

2 Security metrics insufficient for (some) applications.

Our Goal: Stronger metric and remove “known channel” assumption.
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Theorem (Shannon 1948)

The capacity of a DMC QY |X is C = max
QX

I(X; Y ).
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Test: For any PM learn about any f(M)

Equivalence: [Bellare-Tessaro-Vardy 2012]

max
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ICn
(M ;Zn) −−−→

n→∞
0.

⋆ A single code must work well for all message PMFs ⋆
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A Stronger Soft-Covering Lemma

Lemma (Cuff 2015)

If R̃ > IQ(U ;V ) and |V| < ∞, then there exists γ1, γ2 > 0 s.t.
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SS-capacity WTC II ≤ Weak-secrecy-capacity WTC I

◮ WTC I with erasure DMC to Eve - Transition probability α.

Difficulty: Eve might observe more Xi-s in WTC I than in WTC II.

Solution: Sanov’s theorem & Continuity of mutual information.
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◮ µn - PMF on Γn that chooses a code.

CR Code Interpretation:

◮ Legit parties choose code by a random experiment available to both.

◮ CR is an additional resource for reliable communication.

◮ CR should not be viewed as cryptographic key for secrecy.
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Arbitrarily Varying Wiretap Channels - CR Codes
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◮ Continuity proof via novel distribution coupling argument.
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∣

∣

∣νs ∈ Q
}

=⇒ allowed state sequences are s ∈ Sn
Q.

Lower Bound

Q is convex and closed

CR(W,V,Q) ≥ max
QU,X

[

min
Q

(1)
S

∈Q

I(U ; Y )− max
Q

(2)
S

∈Q

I(U ; Z|S)

]

Joint PMFs: Q
(j)
S QU,XWY |X,SVZ|X,S , for j = 1, 2.
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CR(W,V,Q) ≥ max
QU,X

[

min
Q

(1)
S

∈Q

I(U ; Y )− max
Q

(2)
S

∈Q

I(U ; Z|S)

]

Joint PMFs: Q
(j)
S QU,XWY |X,SVZ|X,S , for j = 1, 2.

Upper Bound

Q contains only rational PMFs

CR(W,V,Q) ≤ inf
QS∈Q

max
QU,X

[

I(U ; Y )− I(U ; Z|S)
]

Joint PMF: QSQU,XWY |X,SVZ|X,S .
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Type Constrained AVWTCs - Concluding Remarks

Upgraded Security:

◮ No assumption of a best channel to Eve.

◮ SS versus Eve with access to the CR.

Polynomial CR Code: DC-capacity > 0 =⇒ same rates achievable.

◮ Prefix index of selected code to transmitted sequence (vanising rate).

◮ Missing Piece: Dichotomy between DC-capacity> 0 and

DC-capacity= 0.
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